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ANALYSIS AND SECURITY MANAGEMENT
OF TELECOMMUNICATION SYSTEMS BASED ON PREDICTIVE TECHNOLOGIES

Introduction

Solving of problems of information security and
information security management is becoming vital
to the existence and development of any modern
organization.

Security is a comprehensive concept and can not
be viewed as the sum of its parts. These parts are
interconnected and interdependent [1]. In addition,
each of these parts is critically significant. Conse-
quently, the methods that involve partial neglect of
safety criteria in overall safety assessment are unac-
ceptable. Therefore, the development of the algo-
rithm that allows unifying the approaches of integrated
security system management is an urgent task.

Analysis of published data and problem
definition

Security is a state and trends of development of
protection of critical systems from external and
internal negative factors. It is necessary to consider
that security is a dynamic multiple objective
category [2]. Security activities arise in the course of
solving the contradiction between the risk and the
need to manage the security: predict, prevent,
eliminate and localize the damage from the impact
of threats [3]. Comprehensive Security Assessment
(CSA) cannot be more than conservative estimates
obtained for different aspects of the system [4].

Security does not exist by itself, without human
influence. It is provided for people and it is
estimated by them. Therefore, the concept of
security is not only objective, but also subjective,

because of its evaluation carried out in the end by
human [5]. The specific features of the task of
creating security systems are [6]:

e incomplete initial information about
composition and nature of threats;

e complex problem of the need to take in
account a large number of local indicators;

e presence of both quantitative and qualitative
indicators that must be considered in solving
problems of design and implementation of security
systems;

e inability to use the classical optimization
methods [7].

Cognitive analysis of the research object allows
[8]:

e to predict the
(situation) development;

e to identify the factors, which affecting the
situation;

o to formalize the decision-making processes;

e to get both qualitative and quantitative
characteristics of the situation;

Information risk assessment, which is based on
fuzzy cognitive modeling allows [9]:

e to identify the most dangerous threats and
vulnerabilities affecting the telecommunication
system,

e to assess possible damage from the effects of
threats to telecommunication system;

e to adapt to new external and internal threats
and technologies;

the

direction of the system
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e to provide a simple and effective mechanism
for decision-making services, dealing with
information security.

Development of an algorithm that will unify
approaches of integrated security managing will
solve a number of issues related to the subjective
side in the analysis and management of integrated
security [10]

The aims and objectives of the research

The aim is to develop an algorithm of analysis
and integrated security management based on
cognitive modeling. This algorithm will unify
approaches in constructing telecommunication
security systems.

To achieve this goal it is necessary:

1. To form a matrix, by which the integrated
security level can be described.

2. To form a matrix of preventive measures.

3. To form the matrix through which the
implementation of preventive measures will be
formalized.

4. Present the evaluation of integrated security
system in the form of fuzzy cognitive model.

Development of algorithm of analysis and
integrated security management

Let’s formulate a mathematical model describing
the dynamics of changes in the level of integrated
security of different systems.

The integrated security level of a system is
estimation, based on a set of indicators and criteria
that characterize the state of the system in terms of
protection of its critical elements.

The integrated security level of a system can be
described by such a matrix (security matrix):

KK Vi T &
K, K V, T, &,
B= K3 F; V3 T3 S3

K, r V., I, S

n

where K, — the security level of i " criterion; F,—

1
trend of changes of "

criterion (increases,
decreases, neutral); V,— the speed of changes of [
criterion (low, below average, average, above
average, high); ];— the time, which is characteristic
for i™ criterion, which can correctly interpret the
parameter value Vl.; S ;— the degree of criticality
of negative consequences of implementing risk,
which decreasing the value of I " criterion.

The first and the fourth column of security matrix
characterize the current state of integrated security.
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Other columns of the matrix represent the dynamics
of the process and allow building a forecast of the
future.

In this case, the multiplicative convolution of
integrated security integral criterion is a value of:

K=T]K.
i=1

Estimates of S, can be received by experts.

However, in most cases it is difficult to give a direct
numerical evaluation of these factors for an expert.
Therefore, different ranking methods, during the
implementation of which the streamline of criteria is
only required, may be used preferably.

It can be used, for example, non-strict ranking
method. In accordance with this method, the expert
makes the numbering of all the criteria descending
degree of acceptability of the negative consequences
associated with the safety criterion. Moreover, it is
assumed that the expert will not be able to
distinguish between a certain criteria. In this case,
during the ranking he puts them together in random
order. Then ranked criteria are consecutively
numbered. The rank of criterion is determined by its
number.

If in one place there are several criteria, which
are indistinguishable among themselves, generally,
the evaluation of each of them shall be equal to the
average of their new numbers. However, it seems
appropriate to modify such valuation method, taking
the rank of each of the criteria for the number of
indistinguishable entire group as a whole object in
the ordering.

In this way, it can be evaluated the degree of
influence of each parameter on private safety criteria
K, as well as the degree of acceptability of impacts

of threats S;.
For example, let an expert streamlined criteria as
follows:
KS(K35K7aK2)5 KI(K65K8)aK9:K4'

The criteria, which are not distinguishable
between themselves are combined in parentheses.

Then the scores for each of the criteria assessed
in accordance with the procedure described above,
are:

S, =1;8,=8,=5,=28=3;
S, =S,=4S8,=5,S,=6.

Let’s apply a valuation on the value equal to the
sum of all the evaluations:

R=]TS, .

In this case R = 29. Thus, after conversion to
linear scale [0, 1] to R rate, we will obtain:
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S,=1/29;8,=5,=5,=2/29;5,=3/29;
S, =S, =4/29;S,=5/29;S, =6/29.

Assessments, which were found with the
proposed method are a generalization of Fishburne
system of weights for the case of a mixed
distribution of preferences, when along with the
preferences, the ratios of indifference are included in
the system.

Criteria can be grouped in the relevant areas of
security in the security matrix, such as: economic,
environmental, social, technical, etc.

Thus, each tuple (K,,F,,V;,S,,T;) characterizes

[EME S g Ehut |
the state of security on the i - th criterion.

Partial matrix consisting of lines representing a
certain direction of safety insurance, describe the
condition in the certain field.

K. safety indicators are closely linked to the

consequences of the possible implementation of the
existing threats in the system, measures of
preventing of such consequences and measures of
localization and eliminating of the consequences, if
any do arise. It should be emphasized that threats
can be divided into primary and secondary. Primary
threats exist regardless of the state of the system and
have a certain unconditional probability of
occurrence. The probability of occurrence of
secondary threat is conditional and depends on the
state of the system and the state of the environment.

In particular, some of the system can provoke
threats, the occurrence of which in other
circumstances would have been impossible.

Let’s introduce the following notation:

U_Q and l/]\G;(i,j =1,2,3,...)— a set of primary
and secondary threats arising with probabilities
PUG,; and i’ﬁG/j , and have an influence n,, and

;;k\; on element (k,m) of matrix B(k = 1,2,3,...;
m=1,2,3,4,5).
The influence of each of the primary or

secondary threats can be described as an influence
matrix (IM):

Ny Ny Ny My Hys
n n n n n
21 22 23 24 25
N, =
nnl nnZ nn3 nn4 nnS

It should be noted that the influence E and ;?k;

on some elements of security matrix B can be either
negative or positive.

Elements of influence matrix, that have negative
influence, are said to be negative regarding elements

of SM. Elements that have a positive influence —
positive elements regarding elements of SM.
Elements that have no influence, are said to be

neutral E = {ﬁ,, PUG[} is said to be execution risk

of the i primary threat.
This reflects the emergence of a tuple with

probability PUG, effects that change state of the

system through the appropriate influence matrix N, .

1

The probabilities of occurrence of the primary
threats. PUG, are not depend from us. However, a

set of preventive measures allows to weaken the
influence of the primary threats to the level of
system security.

It is necessary to analyze the main threats of
security of telecommunication systems. They can be
divided into two categories: primary and secondary.

The occurrences of the primary threats are
independent from us. However, a set of preventive
measures of protection allows weakening the
influence of the primary threats to the security level
of the system [11]. This fact can be described by a
matrix of preventive measures (MPM):

le ZlZ Zl3 Z14 ZIS
z, z z z z
21 22 23 24 25
/=
j —_—— —_—— _—— —_—— _——
z z z z z

nl n2 n3 n4 ns

where j=1...M, M — total number of preventive

measures.

If, despite the preventive protection measures, the
implementation of a set of primary threats resulted
in consequences, it is necessary to take measures for
their localization and elimination.

These measures can be formalized by a matrix of
elimination of the consequences (MEC):

Zl 1 ll 2 ll 3 ll 4 Zl 5
— 121 l22 l23 l24 125
[ ) [ [ [

nl n2 n4 ns

We begin to deal with the primary threats before
they attack. In the case of secondary threats we have
to prevent them, and that is to deal with the reasons
that cause them. This is the fundamental difference
in units of measures whose effect is formalized by

the set of matrices Z / and matrix L.

In constructing of fuzzy cognitive model (FCM)
the object of study is represented as a semantic-
oriented graph [12]. As such models in the
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evaluation of integrated security system (ISS) may
be adopted:

KBS =< G,QL,E >.
G — oriented graph that has one root apex and
contains no loop sand horizontal edges with in the
same hierarchy level:

G =<{GF}:{GD } >
where {GE} — set of root apexes (factors or

concepts in terms of FCM); {GDU_ } — the set of arcs,

connecting i and ;™ apexes (the set of causal

relationships between concepts, with the arc
arranged so that the beginning of the arc corresponds
to the top of the lower level of the hierarchy (rank)
and the end of the arc is the top rank in lesser level);

GF, = K —root apex, which corresponds to the level

of integrated security in general (integral security

criterion — target concept); OQL—a set of qualitative
assessments of levels of each factor in the hierarchy;
E — the system of relationships some advantages
over other factors according to their impact on a
given element.

A generalized example of a graph for a
comprehensive assessment of the security of
telecommunication system is presented in Figure.

Z{,2,3,...} — are preventive measures of
protection  (security = mechanisms), designed
to reduce vulnerabilities of telecommunication
system — UZ{1,2,3,...}, UG{,2,3,...} — are

threats to the security of the system, A{l,2,3,...} —
attacks on telecommunication system, K{1,2,3,...} —

individual safety performance indicators at the
appropriate criteria, K — comprehensive (integral)
Index of telecommunication system security.

K;

i

It should be noted that this connected graph is not
a tree, since it does not meet the requirement of
absence of simple cycles. This is because the factors
in the lowest level of the hierarchy, may
simultaneously affect several factors of higher level.

For example, the use of preventive security
measures to protect against a vulnerability can
simultaneously remove any other vulnerability or
lead to a new one.

Some attacks can cause a change of several
individual security criteria (sometimes in the
opposite direction).

The general algorithm of analysis and integrated
security management, based on fuzzy cognitive
modeling, can be represented as follows:

1. Gathering of information about the object of
protection: identification of assets and the
establishment of an entry-level security. In the
process of identification the main characteristics of
assets should be considered: information value,

© Kozlovskii V. V., Ivanov O. V., Snizhko V. V., 2018
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Impact of factors on the level of integrated security

sensitivity to threats, the availability of protective
measures. It is necessary to consider that among the
factors that affect the safety, the subjective factors,
that are the least predictable, occupy a special place.

2. Selection of criteria, which are characterizing
the state of various aspects of security, the definition
of its acceptable level.

3. Building a cognitive model as a semantic-
oriented graph.

4. Calculation and analysis of integrated security
level (ISL) of the systems.

5. If ISL is not in the acceptable range of values,
then the changes in the concepts involved in
building cognitive models should be made. In aspect
of relationships between concepts, their values are
being changed through the introduction of protective
measures.

Thus, the providing of system security provides a
solution to two interrelated problems: the direct
problem (analysis of system state) and the inverse
problem of management (impact on the system).
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In addressing the first problem you need to
determine the value of protection criteria K; and
integral criterion K for given values of concepts that
affect them.

If the wvalues are outside the range of
acceptability, then the solution of the inverse
problem must choose such control actions of Z; and
L that will provide a return of target criteria in a safe
range.

If there is no single set of necessary control
actions, at this stage might appear an optimization
problem, consisting in finding such combination of
Z; and L, that provides maximum exposure to
negative factors in the set or minimal cost for the
implementation of methods of protection.

Conclusions

As a result of research:

1. The security matrix was formed, in which
indicators of protection, trends and rate of change
and the degree of criticality of negative
consequences were selected.

2. The set of preventive measures of protection
was defined, that allows weakening of the influence
of the primary threats to the security of the system.

3. The implementation of preventive measures
was formalized, based on the MEC.

4. The algorithm of analysis and management of
integrated security systems, based on cognitive
modeling, was developed.

Information security management is greatly
simplified and formalized using the fuzzy cognitive
modeling. Using this approach contributes to solving
problems related to the subjective side in the
analysis of information risks and threats. The

Ko3aoscebkuii B. B., IBanos O. B., Cuizkko B. B.

algorithm allows unifying of approaches to
managing of integrated security and beginning of
developing of appropriate computational procedures
and modules, which can be further used for
constructing of telecommunication security systems.
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AHAJII3 TA YIIPABJIHHS BE3MEKOIO TEJEKOMYHIKAIIIMHUX CUCTEM HA OCHOBI

IHTEJEKTYAJBHUX TEXHOJIOT'TI

YV oaniti cmammi ananizylomscs ocobnueocmi 3abesneuennsi 3axucmy iHgopmayii, nputimalouu 00 yealu

cyb'exmusny cmopony oanozo npoyecy. OCHOBHOINO Memol OO0CHIONCeHHA € pOo3poOKA aneopummy awanizy ma
VAPAGNIHHSL KOMNJIEKCHOIO 6e3neKkolo, Komputli 003601umbv YHipikyeamu nioxoou 00 YNpaeiiHHs IH@OOpMayilinoio
besnekoio. Besnexa ne icmye cama no cobi, y siopusi 6i0 moounu. Bona 3abesneuyemvcs 0ns MOOUHU | HEIO JiC
oyintocmocs. Tomy, nowssmms Oe3nexu mac ne miibku 06'ckmueny, ane i cy0'ekmugHy CMOpPOHY, OCKINbKU OYiHKa iT
PiBHA NPOBOOUMBCS 8 KIHYEBOMY NIOCYMKY JH0OUHOW. Bukopucmanus memodie KoeHimusHo20 MOOEN08aHH s 00380JIA€
3HAYHO NOKpAWUMU Npoyecu AaHAizy ma YHApaeninHs Oe3nekorw meneKoMyHikayitinoi cucmemu. Ilepesazu
KOZHIMUBHO2O NIOX00Y NOAAIOMb Y  MOJICIUBOCNI  MOOENO8AHHS  CIAOOCMPYKMYPOBAHUX (MUX, WO NO2AHO
opmanizylomocs) cucmem, SiKi XapaKkmepuzyonmsCs HeNOGHOMOIO A60 HeGU3HAYEHICIO 3HAHb NPO HUX. 3ACMOCY8aNH S
PO3DOONEHO20 AnNOpUMMY 003801UMb DAXIBYAM NPUCIYRUMU 00 PO3POOKU BIONOBIOHUX OOUUCTIOBATLHUX NPOYeoYp i
MOOYIIB, 5K MOdNCYMb Oymu 6 NOOATLUIOMY BUKOPUCHIOBYEAMUCS NPU 3A0e3NeHUeHH] 3aXUCTY MeLeKOMYHIKAYIUHO!
cucmemu. Pezynomamu 0ocnioxcenv 6y0ymes maxoxc KOPUCHI CAyxcbam, AKi 3aumaromsci 3a0e3neyenHam
iHGhopmayitinoi besnexu.

KirouoBi cnoBa: indopmariiiHa 6e3meka, KOMIUICKCHAa Oe3neKka, KOTHITUBHE MOJETIOBaHHSA, TeleKOMYyHiKalliifHa
cucTeMa.
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Ko3zaosckuii B. B., UBanoB A. B., Cuu:kko B. B.
AHAJIN3 U YITIPABJIEHUE BE3OITACHOCTBIO TEJJEKOMMYHUKAIIMOHHBIX CUCTEM

HA OCHOBE UHTEJUIEKTYAJBHBIX TEXHOJIOT A

B oannoti cmamve ananusupyiomcs ocobeHnocmu obecnedenus: 3auumsl UHGOpMaAyuu, NPUHUMAS 80 GHUMAHUE
cybveKmueHylo cmopoHy O0auHo2o npoyecca. OCHOBHOU Yenvlo UCCTIe008aHUA AGIAEMCA pa3spabomxa aneopumma
aManu3a u YnpasneHus KOMNIeKCHoU 0e30nacHOCmblo, KOMOopylti NO360IUM YHUDUYUPOS8AMb NOOX00bl K YNPABIEHUIO
ungopmayuonnoi b6eszonacnocmuio. bezonacnocmv ne cywecmeyem cama no cebe, 6 ompwvige om uenogeka. OHa
obecneyusaemcs Ona uenogeka u um oce oyenusaemcs. Iloosmomy, nowsmue 6OezonacHocmu umeem He TMONLKO
00beKMUSHYI0, HO U CYOBLEKMUBHYIO CHMOPOHY, NOCKOMbKY OYEHKA ee YPO8HA HNPOBOOUMCSA 8 KOHEeUHOM umoee
yenosexom. Hcnonvsosanue memooos KOCHUMUSHO20 MOOETUPOBAHUA NO3GOJIAEN 3HAYUMETLHO YIYYUUUMb NPOYECcChl
amanuza u ynpaeienus 6e30nacHocmsio meleKOMMYHUKAYUOHHOU cucmembl. [Ipeumywecmea KoeHUMUHO20 nO0X00a
3aKNIOUAIOMCA 8 BOZMONICHOCIU MOOETUPOBAHUA CIAOOCMPYKMYPUPOBAHHBIX (MEX, YMO NI0X0 QOPMANUZVIOMCS)
cucmem, KOMopbvle XapaKxmepusylomcs HenoIHOMOU Ul HeonpedeleHHOCmbl0 3Hanutl o Hux. Ilpumenenue
Pazpabomanno2o  aneopumma  NO360AUM — CREYUAIUCmam npUCmynums K paspabomke  cOOMBEMCmEYIOuUx
BbIYUCTUMENbHBIX NPOYEOYp U MOOYIel, KOmopble Mo2ym Obimb 6 OdlbHeluleM UCNOAb308AMbCs NpU obecneveHuu
3auumol  MeIeKOMMYHUKAYUOHHOU cucmembl. Pesynomambur uccnedoganuti 6yoym makdce NONE3HbL CLyiHcOAM,
KOMopbule 3aHUMAarOmcs obecneyerHuem uHGOPMayuoHHOU 6e30nacHoCcm.

KnwuyeBble ciioBa: I/IH(bOpMaLII/IOHHaH 6630H3CHOCTB, KOMIIJICKCHast 6630HaCHOCTL, KOHUTUBHOC  MOJCIIMPOBAHUE,
TCJICKOMMYHUKAIIMOHHAs CUCTEMA.

Kozlovskii V. V., Ivanov O. V., Snizhko V. V.
ANALYSIS AND SECURITY MANAGEMENT OF TELECOMMUNICATION SYSTEMS BASED
ON PREDICTIVE TECHNOLOGIES

This paper presents the peculiarities of providing information, taking into account the subjective aspect of this
process. The main purpose of the study is to develop an algorithm for analyzing and managing integrated security,
which will unify the approaches to information security management. Security does not exist by itself, in isolation from
a person. It is provided for a person and it is appreciated. Therefore, the notion of security has not only an objective but
also a subjective aspect, since the assessment of its level is ultimately man. Using cognitive modeling methods can
greatly improve the analysis and management of the security of the telecommunication system. The advantages of the
cognitive approach are the ability to simulate poorly structured (poorly formalized) systems that are characterized by
incomplete or uncertain knowledge of them. The application of the developed algorithm will allow the specialists to
begin to develop appropriate computational procedures and modules, which can be further used in telecommunication
system security. The results of the research will be useful for information security specialists.

Keywords: information security, integrated security, cognitive modeling, telecommunication system.
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