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AKTyanbHi NUTaHHA NPU3HaYeHHS eKCNepTU3un
KOMMN’IOTEPHOI TEXHIKU i NporpamMHMX NpoAayKTiB

nig yac poscnigyBaHHA 3MI0MUHIB Y cdepi
BUKOPUCTaAHHSA efIeKTPOHHO-004YUCnoBanbHNX
MawuH (KoMN’lTepiB), CUCTEM, KOMIM' IOTEPHUX MEpex
i MepeX eneKkTpo3B’A3KY

Mema cmammi nondzae 6 crpobi docnidumu akmyarnbHi numaHHs npoeedeHHsT eKkcriepmu3u KoM 'romepHoT
mexHiku ma rnpozgpaMHux rpodykmie nid 4yac po3cnidysaHHs 3/7104YUHIE y cghepi BUKOPUCMAHHSI €/1IeKMPOHHO-
obyucsosanbHUX MaluH (KOMTomepis), cucmem, KOMITIOMEPHUX MEPEX i Mepex enekmpo3e’sisky. Memodonoazis.
[ns 0ocsizHeHHST nocmaesieHoi Memu BUKOPUCMAaHO 3azallbHOHaykoei ma creuianbHi Memoou, siki € 3acobamu
Haykogo2o nowyKy. 3okpema, Memod aHanisy, CcucmeMHO-CMpPyKmypHuUl | cmamucmuy4Huli mMemodu Hadanu
Moxugicme Qocnidumu Micue ekcriepmu3u KOMITHOMmMepHOI mexHiku ma npozpaMHux rnpodykmie y cucmemi cydosux
eKkcriepmus, euokpemumu i 3aelaHHs U pidHosudu. Haykoea Hoeu3sHa. BusHa4eHO OCHO8HIi nidsudu cydoeoi
eKcrepmusu KOMM'IomepHOI mexHiku ma npoepamMHux npodykmig: 00CiOXXeHHSI KOMMT'tomepHOI mexHiKu, O0CHIOXeHHs
npoepamMHux rnpodykmig, iHghopmauiliHo-koMm'tomepHi docnidxeHHs1. 3arnpornoHogaHo 6a3osi npasuna U eumoau 00
gopmyeaHHsI numaHb CyO080MY €KCriepmy, a makoX OpieHMOBHUU rnepesiik numaHb, Wo MoXymbs 6ymu eupiweHi nid
yac OOCiOXKeHHsI, BUOKPEeMIeHO muriosi MOMUIIKU, SIKUX MpUryCKalmbCs iHiyiamopu npoeedeHHsT eKcrepmus
KOMITIOmepHOI mexHiku ma rpoepamHux rpodykmis. BucHoeku. 3’acosaHo, wo cydosa ekcriepmusa KOMITomepHOI
mexHiKu ma npozgpaMHux rnpodykmie € sUOOM KOMITIOMEPHO-MEeXHIYHUX cydosux eKkcriepmus, Wo Hanexums 00 Krnacy
IH)KeHEepPHO-MeXHIYHUX cydo8uUX eKcriepmu3 i 8HympiwHbO nodinsemscsi Ha mpu nidsudu. Po3pobrieHo OCHO8HI sumMoeu
ma npasuna hopmysno8aHHs numaHb ONsl BUPIWEHHST 8 MexXax eKcriepmu3u KOMITIomepHOi mexHiku ma rnpoepamMHuX
npodykmig. BusHayeHO muriosi nomusnku nid 4Yac mfpu3HayeHHs cyOo8UX eKCrepmu3 KOMIMTIOMepPHOI MmexHiku ma
rpoepamMHux npodykmie.

KniouyoBi crnoBa: creuianbHi 3HaHHS; CyooBa €KCMepTu3a; ekcrnepTu3a KOMIMOTEPHOI TeXHiKM i nporpamHux
NPOAYKTIB; PO3CNiAyBaHHs 3MOYMHIB; NPU3HAYEHHS! EKCMEepPTM3.

Bctyn TOMY, LLO 3HaYHa KifnbKiCTb NpauiBHUKIB LIbOrO POKY

AKTVIBHE BMPOBAPKEHHST KOMITIOTEPHOT TEXHiKM Ta | NEPeLny Ha sinaaneHy poboTy Yepes naHaemito,
KOMITIOTEPHUX TEXHOMOMN Y CRyx60oBy AisinbHiCTL | CMPUYMHEHY MOWMPEHHsM  kopoHasipycy SARS-

OepXXaBHUX OpraHiB i npuBaTHUX OpraHi3aLl,il71 CoV-2 (COV'D-2019), i MaloTb BigganeHun noctyn
CYNPOBOKYETLCA MOLUIMPEHHSIM Koma kpuMiHanbHux | AO POBOUnX komm'ioTepHmx cuctem (Lewis, 2020).
MPaBoropyLUEHb, MNOB'A3AHMX i3 IX BUKOPUCTaHHSIM. Mpouec po3cniayBaHHs KPUMIHANBbHVUX  MpaBo-

Y CBiTi LLOPOKY BUMHSIOTb OECATKM Tucsy | MOPYWeHb Yy Wi ccpepiw 4acTo nepen6gqa€:
KPUMIHANbHUX MPaBOMOPYLUEHb 3 BUKOpUCTaHHsM | MACKYBaHHAM HESaKOHHUX A1 TIPABOMOPYLIHVIKIB 1
KOMIT'IOTEPHIX TEXHOMONiiA, MPOrpaMHIMX 3acobie Ta | IHWMX MOB'ASAHMX i3 HUMKM OC6. FKk enemenTn
iHLLOro TexHonoriYHoro obnagHaHHs. BignosigHo go | MackyBaHHs  BMKOPWUCTOBYIOTb  3MIHY  BIPTyalbHUX

[lAHVX aBTOPUTETHOI aMepuKaHCbKoi KoMnaHii | @APEC MEPCOHaMbHUX  KOMITIOTEPIB, BUKOPUCTaHHS
McAfee, WO creujanisyeTbcs Ha KoMmmioTepHiii | AMHaMiuHuX IP-aapec, amiHy ineHTudiKaLiiHIX faHuX

pocnigkeHb (CSIS), HesakoHHe BTpyuYaHHsi B KPUMIHanNeHWX MNpaBonopyLleHb Yepe3 AMCTaHuinHe
POBOTY  EeNeKTPOHHO-OBUMCTIIOBANbHUX — MawuH | KEPYBaHHSA TeXHI4HUMN 3acobamm TOLLO.

(KOMM'I0TepiB), CUCTEM Ta KOMMIOTEPHUX MEPEX | _TaKi Pi3HOBUON KPUMIHAMNbHNX NpaBonopyLlEHb
MEpeX eneKkTpo3B's3ky MpoTAroM 2020 poky | BUPISHAIOTECA  NATEHTHUM  XapakTepom, — BOHM
KOLITYBarnu CBIiTOBIi EKOHOMiLi MOHan TpurbiioH | 3a/MLIAOTL  OOMexeHy KinekicTe —cniais, ki €
nonapis, a6o 820 minbspais €Bpo. [NopisHsHO 3 | CKMaAHUMW NS BUSBMNEHHS, (ikcallii Ta BUMyYeHHs.
2018 pokom, OOCMiAHWKM KOHCTaTylOTb NPUPICT Ha 3asHaveHi 06CTaBVMHM 3yMOBMIOTbL  HEOBXIOHICTb
50 BiacoTkiB. OmHMM i3 hakTopiB, WO nocnpuss | BUKOPWUCTAHHS Cy4acHUX criewiarnbHUX 3HaHb Y caepi
3BiNbLIEHHIO KINbKOCTI KiBepanounHis, nonsirac B | KOMMIOTEPHNX 1 iHOPMALIHNX TEXHOMOTI 3 METOK
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po3cnigyBaHHA  KPUMIHANbHUX MpaBoOMopyleHb Y
cdepi BUKOPUCTAHHS  €MeKTPOHHO-004YNCIIOBaNbHMX
MaLUWH (KOMITOTEPIB), CUCTEM, KOMITIOTEPHUX MEPEX i
MEpPEX EreKTPO3B’sI3KY. Y MNepeBaxHin OinbLIOCTi
BMMAJKIB NPU3HAYEHHs1 Ta MPOBEAEHHSI KOMIT IOTEPHO-
TEXHIYHUX CyJOBUX eKCnepTu3 € HeobXiaHO YMOBOH
Ona  edeKTMBHOro po3chigyBaHHA  KPUMIHANbHOMO
MPOBaMKEHHS.

MpobnemMHi acnekTn, NOB’A3aHi 3 NpoTUieto,
BMSIBINIEHHSIM, BMKOPUCTAHHAM CheLianbHUX 3HaHb i
po3cnigyBaHHAM 3M04YMHIB Y cdepi BUKOPUCTAHHSA
€IeKTPOHHO-064YNCIOBarnbHNX MalUnH (KOMM'OTepIB),
CUCTEM Ta KOMITIOTEPHUX MEPEX i Mepex enekTpo-
3B’5I3KYy, BMBYaNM Taki HaykoBLi, sik: B. B. ApeLLoHKOB,

B. M. ATamaHuyk, B. M. byTy3o08, A. A. BosHiok,
B. I". ToH4apeHkKo, I. B. lopa, M. B. lNyuaniok,
A. B. lweHko, O. B. KonaH, O. B. KpaBuyk,
C. A KysbmiH, B.Il. Ocaguuin, M. A. lNoropeubkin,
A. A. Cakoscbkuin, €. 1. Ckynuw,  O. A. ®efoTos,

B. I'. XaxaHoBcbkui, [1. M. LiexaH, C. C. YepHsaBCbkui,
KO. M. YopHoyc, B.T1. lenomeHues, M. T. LLiep6akis-
cbkuin, O. M. FOpueHko Ta iH.

MpoTe cnig koHcTaTyBaTW, WO HWUHI Bpakye
I'PYHTOBHUX OOCHIIKEHb TEOPETUYHUX | MPaKTUYHUX
NUTaHb, MOB’A3aHUX i3 3aCTOCYBaHHAM Cy4YaCHUX
iHdbopmaLiiHux — TexHornorin  6e3nocepedHb0 B
CyLOBO-eKCNepTHIn OisnbHOCTI nig Yyac NpoBeAeHHS
KOMM'IOTEPHO-TEXHIYHNX CyaoBux eKkcnepTns,
BM3HaAYEeHHAM iXHiX 3aBAaHb 1 06’ eKTiB.

MeTa i 3aBOaHHA OOCnNiOXeHHSA

MeTa nyb6nikauii nonsrae B 34iNCHEHHI CUCTEM-
HOro aHarisy 0ocoGnMBOCTEN MPU3HAYEHHS CyLOBMX
eKcrnepTM3 KOMITIOTEPHOI TEeXHiKM Ta nporpaMHux
NpoAayKTiB Mg Yac po3cnigyBaHHA 3M04YMHIB y cdepi
BMKOPWCTaHHS €MNeKTPOHHO-004MCIIOBanbHUX MaLluH
(komMM'tOTEpIB), CUCTEM, KOMITIOTEPHUX MEPEX | Mepex
eneKkTpo3B’sa3ky. [na [OocArHeHHa 3a3HayeHol MeTu
Oyno NoCTaBMeHo TaKi 3aBAaHHS:

1) BM3HAUNTU MicLie eKCnepTu3 KOMM'TEepPHOI
TeXHIKM Ta nporpamMHMX MPOAYKTIB Yy cCUCTEMI
CYOOBUWX €KCNepTU3, OKpecnuTu ii pisaHoBuAaw;

2) po3pobutM npaBuna Ta BMMOrM OO
¢opMynioBaHHA NUTaHb CyJOBOMY eKcrnepTy nig vYac
NpU3HaYeHHs1 eKcrnepTU3m KOMM'IOTEPHOT TEXHIKU Ta
NporpaMHuX NPOAYKTiB;

3) BUOKpPEMUTM TWUMOBI MOMUIKM Nig 4yac
NpU3Ha4YeHHs CyOOBMX €KCNepTu3 KOMM'IoTEPHO!
TEXHIKW Ta NPorpaMmHmMX NPoayKTiB.

Buknag ocHOBHOro marepiany

PoscnigyBaHHa Yy  cdepi  BMKOPUCTaAHHSA
€IeKTPOHHO-064YNCIIOBanbHNX MaLUnH (KOMM'OTEpIB),
cucTeM Ta  KOMITIOTEPHUX  Mepex | Mmepex
€reKTPO3B’sI3Ky — Lie MpoLeC po3cnigyBaHHs, aHanisy
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1 BIOHOBIIEHHSI KPUTUYHO BaXKIMBUX KPUMIHAMICTUYHMX
uncpoBux OaHux i3 Mepex, wo OepyTb yyactb Y
Hanagi. Lle moxe 6ytn IHTepHeT Ta (abo) nokanbHa
Mepexa — 3 METOK BCTAHOBIEHHS aBTOpIB LINpoBmX
3M04MHIB Ta IXHIX CNPaBXHiX HaMipiB.

Cnigyi, saki poscnigyloTb Taky KaTeropito
KPUMiHaMbHMX  NpaBonopyleHb, MakwTb  OyTu
ekcneptamu B ranysi iHopMaTuKku, 3Ha4YUCb He
TiNbkn Ha nporpamHoMy 3abesneveHHi, annoBumx i
onepauiiHux cuctemax, a n Ha TOMY, 9K NpaLoTb
Mepexi Ta obnagHaHHa. BoHu wmatoTb  ByTm
JocTaTHbO  ODi3HaHMMK, WO6  BU3HAYUTK, K
BiAbyBaeTbCA B3aemofiss MK LMMM KOMMOHEHTaMW,
cdopMyBaTLK MOBHE YSIBNIEHHS MPO Te, WO CTanocs,
YOMy Ue CTanocsi, KOnM Le CTanocsi, XT0 came
BUMHMB 3MOYMMH | $SK XKEepTBWM MOXYTb Hagani
3axXMCTUTUCS Big umx TuniB kibepsarpos (Kurylin, &
Atamanchuk, 2020, p. 237-238).

OpHum 3 ebekTUBHUX i, BesnepeyHo, BupiLLans-
HMX 3acobiB  (mkepen  OoKa3oBoOi  iHGopMaLii)
Yy po3crigyBaHHi Takux 3M04YMHIB € eKcrnepTusa
KOMM'IOTEPHOI TEXHIKM Ta NPOrpaMHUX NPOAYKTIB, SKY
aKTUBHO BWKOPUCTOBYIOTb MPABOOXOPOHHI  OpraHu
Pi3HWX KpaiH.

[na edhekTMBHOrO BUKOPUCTAHHST MOXITMBOCTEWN
Cy[OBOi eKcrnepTusn KOMMIOTEPHOI TexHikun Ta
nporpaMHMX MPOAYKTIB Mig 4Yac po3cnigyBaHHA
KpMMiHaIbHMX NpaBonopyLleHb HeobXiaHO, Ha Hally
OYMKYy, He Tinbku Bonogitv iHdopmalieo LWwoao
MOXIMBOCTI BUPILLEHHS] Korla NuTaHb (O TaKoX €
BaX/IMBMM), a TakKoOX LWoOAO0 i Micus B CUCTEMI
Cy[0BUX eKCnepTus.

B YkpaiHi 3giiCHEHHS cyaoBO-eKCnepTHOI Aisinb-
HOCTi 3 MPOBEAEHHSA CYAOBUX EKCMNEPTU3 N eKCNEPTHUX
pocnigxeHb pernameHToBaHe KoHCTUTYUIED YkpaiHw,
3akoHoM YkpaiHn «[po cygoBy ekcneptusdy» W
iHLUMMW HOPMaTUBHMMM akTamun. Y CT. 1 uboro 3aKoHy
3a3HayeHo, LLIO CyI0Ba ekcnepTnsa — Lie AOCTiIKEHHS
Ha nigcTasi cneujanbHWX 3HaHb Yy ranysi Haykw,
TEXHiKM, MUCTELITBA, pemMecrna Towo O0’eKTiB, ABULL i
NpoLIECiB 3 METOK HAaJAHHS BUCHOBKY 3 MUTaHb, LLO €
abo 6yaytb npeameTom cyposoro posrnsgy ("Zakon
Ukrainy", 1994).

BignosigHo go n.1.2.2 IHCTpykuii  npo
NpU3HayYeHHs Ta NPOBEAEHHS CyOBMX eKkcrnepTns Ta
eKCnepTHUX AOoChipKeHb, 3aTBEepAKEHOI HakasoMm
MiHicTepcTBa tocTuuil  YkpaiHM Big 8 XXOBTHS
1998 poky Ne 53/5, ekcnepTvMsa KOMM'IOTEPHOI
TEXHIK/ i NporpaMHuX NpoAyKTiB HaNeXunTb 40 Knacy
CynoBUX iHXeHepHO-TexHiYHnX ekcneptuns ("Nakaz
Ministerstva", 1998).

Takox cnig 3ayBaxuvT, WO B  iHWOMY
HOpMAaTMBHOMY AOKyMEHTI, a came [lonoxeHHi npo
LleHTpanbHy ekcnepTHo-KBanidikaLinHy KOMICiHo npwu
MiHicTepcTBi tocTuuii YkpaiHu Ta atecrauiio cygoBux
eKkcrnepTiB, 3aTBeppKeHOMy Hakasom MiHicTepcTBa
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tocTuuii Ykpainm Big 3 0epesns 2015 poky Ne 301/5,
BM3HAYEHO IHOEKCU EeKCNepTHUX crneujianbHOCTEN.
BignogigHO [0 MoOMnoXeHb UbOr0  [OOKYMEHTa,
BM3Ha4yeHo iHaekc 10.9 «[locrimKeHHs KOMITIOTEPHOI
TEXHIKW Ta MporpamHUX MPOAYKTiB», AKUA BiHECEHO
00 BUAY KOMIMIOTEPHO-TEXHIYHUX CyOOBUX eKCcnepTuns
("Nakaz Ministerstva", 2005).

Omke, 3a pesynbTataMu aHaridy HOPMaTUBHUX
OOKYMEHTIB  AOXOOUMO  BUCHOBKY, L0 CydoBa
eKkcrnepTM3a KOMITIOTEPHOI TeXHIKM Ta nporpaMHux
NPOOyKTiB € BUAOM KOMITHOTEPHO-TEXHIYHUX CYyOOBMX
eKcrnepTM3, WO HanexuTb [0 Khiacy iHXeHepHo-
TEXHIYHNX CYOBUX EKCrepTus.

OcTaHHIMM poKamMKu MOLUMPEHMMM CTaloTb HOBI
CNocobu BYMHEHHST 3MOYMHIB Y cdepi BUKOPUCTAHHS
€IeKTPOHHO-064YNCIIOBanbHNX MalUnH (KOMM'OTEpIB),
CUCTEM, KOMITIOTEPHUX MEPEX i MEepex erekTpo-
3B’A3KY, cepen SIKMX MOXHa BUOKPEMMUTU: BUKOPUC-
TaHHS Tak 3BaHWX NPOrpamM-3aAMPHUKIB, 3a JOMOMOro
SIKMX 3MOBMUCHMKM 3aKOAOBYHOTb [aHi 1 BUMararTb
BMKYN 3a iX po3kogyBaHHs, qiwmHr i DoS-aTakm,
Kpadbkkv email-akayHTiB, BUKOPUCTaHHSA  LUMNUIYHCb-
KOro nporpamHoro 3abesneyeHHsl, a TakoX BUKpa-
OEHHS KpMNTOBamkoT, SK Yepe3 HeCaHKUiOHOBaHWN
JOCTyn [0 BipTyanbHUX KMNIEHTCbKMX ramaHLuiB, Tak i
yepes3 OHIalH MNEePEexXOonfeHHs 3AINCHEHHS nnaTexis
TOLLO.

KOpuanyHolo niocraBod NPOBEAEHHST CyLOBOI
eKCrnepTM3N  KOMITIOTEPHOI TEeXHIKM |  nporpaMHux
NpoOyKTiB € TMOCTaHoBa  cCrigyoro  (Npokypopa,
OEeTeKTnBa), Wo BUHeceHa Ha nigctasi cT. 243 KIK
YkpaiHm abo yxBanu cnigyoro cygai  Wwoao
NpoOBeOEHHS TakKoro BMAY EKCNepTU3M Yy BUNagkax,
KON HeobXigHO BCTaHOBUTM OaKTUYHI  OaHi, Lo
MatoTb 3HAYEHHs1 NS PO3CrifyBaHOrO KPpUMIHANLHOMO
NpaBoOMOpPYLLUEHHsT Ta MOB'sA3aHi 3 BUKOPUCTaHHAM
KOMM'IOTEPHOI TexHikm abo obnagHaHHsA, 3a i
OOMOMOrot0 MpoBeAeHi MeBHi Aji, Wo MOXyTb ByTu
BUSIBMEHI 32 pe3ynbTaToOM BUKOPUCTAHHS cneLianbHuX
3HaHb Yy ranysi nporpamMyBaHHsi Ta KOMITOTEPHUX
TEXHOSOrin ("Kryminalnyi protsesualnyi
kodeks", 2012).

3asHauMmo, WO YacTuHa Apyra uiei  crartTi
KPUMIHAMBLHOrO  MpoLecyanbHOro  3aKOHOAaBCTBA
TaAKOX Hadae MpaBO CTOPOHI 3axXWUCTy 3anydyatn Oo
npoBedeHHs  AochnifpkeHHs  ¢haxoBOro  CygoBOro
eKcnepTa, Wonpae4a, Ha AOroBipHMX YMOBaX.

Posrnapatoun NUTaHHS oG’ekTiB  cygoBoi
eKCMnepTM3N KOMITIOTEPHOI TEXHIKM Ta nporpaMHux
NPOAYKTIB, 3ayBaXMMO, WO HWUHI HEMAE OAHO3HAYHOT
OYMKM SIK cepef] HayKoBLiB, TaK i cepe NPaKTUKYHUYMX
creujianicTis LWOAO LbOro NMTaHHs.

I3 uboro npumeogy M.T. LLepbakoBCcbkui
BBaXae, WO 06’EKT ekcnepTmaun — Lie kaTeropianbHe
MOHATTHA, WO Mae Hu3Ky o3Hak. Knacudikauis
ob’ekta eKkcnepTM3M sK  JlOriYHa  npoueaypa

30

nepegbavae nogin MoOHATTHA, pe3ynbTaToOM SIKOTO €
CTBOPEHHS CUCTEMM CYMIOPSAHNX MOHATL | po3nogin
X Ha knacu. Take knacudikyBaHHs crnig npoBoauTH
3a NEeBHOK NiACTaABOK 3rigHO i3 3aKOHaAMW NOTiKK;
nigctaBa MOBUHHA OyTWM 3HAYYLLOH, ICTOTHOK Ans
BUCBITNEHHS CYTHOCTI LbOro MOHATTS $K LiniCHOI

cuctemMu, WO € ((PaKTMYHOK OCHOBOK  ANS
BMKOHAHHS HAyKOBMX | MPaKTUYHUX  3aBAaHb
(Shcherbakovskyi, 2015, p. 99).

Ha pymky B.T.ToHuyapeHka Ta |. B.lopw,

ob’ekTamMn LbOro BUAY AOCNIMAXKEHb MOXYTb OyTU
KOMM'IOTEpPHA TexHika 3 Hociamu  iHdopmauii
(aucketwn, xopcTtki auckn, CDR-gnckn, cnelwkaptu
TOWO), NepudepirHi NPUCTPOI (NPUHTEPKU, CKaHepw,
3BYKOBI kKapTu), nporpamHi npoayktn. O6’ektamum wiei
eKCnepTnsnM TakoX MOXYTb OyTW NPUCTPOIi, O He
€ KoMm'loTepaMm B KIMACUYHOMY 3HAYEHHi LbOro
CcrnoBa, Hanpuknag, €eneKkTPOHHi KacoBi anapaTw,
rpanbHi aBTomatu, kaptpuaepu Towo (Honcharenko,
& Hora, 2015, p. 314-315).

Ha odiuirHin iHTepHeT-cTopiHUi HesanexHoro
IHCTUTYTY Cy[OBUX eKcnepTu3 Ao O6’eKTiB Lboro Buay
eKkcnepTus BigHOCATL KOMM'IOTEPHY TEXHIKY,
«nepudepito» (CKkaHepu, NPUHTEPU, NNOTEPU TOLLO),
Pi3HOMaHITHI  HOCIi iHpopmauil (MarHiTHI, ONTUYHI,
nasepHi TOLLO), nporpamHe 3abesneyveHHs), iHLWy
iHbopmauito, WO 3HaxoguTbCsa Ha  Hocigx i
3anam’siToByBasibHMX  MPUCTPOAX  (MOCTIMHUMX W
onepaTtvMBHUX), a TaKOX oOpraHamsepw, nengxepwu,
MOBinbHI TenedoHu, iHWI NPUCTPOI, WO BUTOTOBIIEHI
Ta MpauloTb Ha nigcTaei TexXHomorin  nobynoBu
nepcoHansHux komn'totepis ("Kompiuterno-tekhnichna
ekspertyza").

MpepcraBHmkn ExcneptHoi cnyx6mu MBC Ykpainu
[0 0B’eKTIB CyI0BOI €KCNepTn3n KOMM'IOTEPHOT TEXHIKM
Ta NporpaMHUX NPoaykTiB BiZHOCATL anapaTHi 3acobu
(cnctemHi  Gnokn  KOMM'KOTEPIB, X  KOMMIIEKTYHOUi,
cepBepy,  HOyTOyKW, >KOPCTKi  Agucku,  chneww-
Hakonu4yyBadi, MoAeMU, MapLUPyTU3aTOpPK TOLLO), TaK i
nporpamMHi NpoaykTu (KOMIMTKOTEPHI nporpamu, 6a3mu
naHux Towo) ("Derzhavnyi naukovo-doslidnyi").

Y nepeBaxHin Oinblwocti ob’ektamn CcyaoBoOI
€KCMepTn3n KOMITIOTEPHOI TEXHIKM Ta MNPOrpamMHmX
NPOAYKTIB Nif Yac po3crigyBaHHsS 3M0YMHIB Y cdepi
BMKOPUCTaHHS €NneKTPOHHO-004MCIoBanbHMX MaluvH
(komITroTEpIB), CUCTEM, KOMITIOTEPHNX MEPEX | MEPEX
€rieKTpo3B'sA3Ky € 3acobamMy BUYMHEHHST 3ITOYMHIB.
[MpoTe € kpumiHanbHi NPaBOMOPYLUEHHs, Mg 4ac
BUYMHEHHSA SIKMX OO’EKTOM MOCSraHHSA € He BracHe
MaTepianbHUn npegmet, a iHopmMauis, Wo B HbOMY
3HaxoauTbcs, abo Ha skomy-Hebyab Hocii, abo X
nporpamHe 3abe3neyeHHs.

Ha Hawy aymky, o0’ekTn cygoBOi eKcnepTyaun
KOMM'IOTEPHOI TEXHIKM Ta NpPOrpaMHMX MpPOAYKTIB
MOXHa YMOBHO MOAINMUTA Ha TPU OCHOBHI BUAW:
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anapaTtHi, nporpamMHi = 00’ekTn
(Teplytskyi, 2019, p. 26).

3 orngaay Ha pisHOBMAM A0CHioKYBaHUX 06’ eKTiB
CyOOBOi  €KCnepTu3an KOMITIOTEPHOI TEXHIKM Ta
nporpaMHMUX MNpPOAYKTiB, OCOBGNMBOCTI OCHOBHMUX
3aBaHb, SKi peanisyloTb, BBaXXAEMO 3a [AOLiNbHe
BMOKPEMUTM TPU MOPIBHAHO CaMOCTIVHI NigBuan
3a3HayYeHnX CyJOBUX EKCNEepPTHS3:

— eKCNepTn3N KOMITHOTEPHOT TEXHIKM (BCTAHOBIIOE
obcTaBuHM Ta hakTh, NOB’A3aHI i3 PYHKLIOHYBaHHAM ¢
ekcrnnyaTauieto KOMIMTITEPHUX CUCTEM);

— eKcnepTn3n nporpamMmHunx I'IpO,EI,yKTiB (BCTaHOB-

iHdbopMaUuiiHi

noe obctaBnHM Ta akTu, WO nNoB'si3aHi 3
METOAOMNOMYHUMK,  CTPYKTYPHUMU 1 anapaTHUMM
0COBNMBOCTSIMM  PO3POOSIEHHS Ta  BUKOPUCTAHHS
nporpaMHoro 3abesneyeHHs);

— iHOpMaLiNHO-KOMIT O TEPHI eKcnepTuamn

(BcTaHoBMOE 0OCTaBMHM Ta akT, MOB'si3aHi 3
iHpopmaLiiHo 06pobKOID 3MICTY (hannoBmUX CUCTEM,
iX 30epexeHHs1 Ta BIiATBOPEHHSA Ha KOMMIOTEPHMX
NpUCTPOsIX 36epiraHHs).

Baxnneow cknagoBoK  YCMLWHOrO pesynbTary
po3crifyBaHHA 3MOYMHIB Y cdepi BUKOPUCTaHHA
€IeKTPOHHO-00UMCNIOBaNbHUX MallvH (KOMIMIOTEpIB),
CUCTEM Ta KOMMIOTEPHUX Mepex | Mepex
€reKTPO3B’sI3Ky € OnepaTUBHICTb, NOBHOTa 3400yTUX
DpKepen okasoBol iHghopmallil.

Mig Yac npu3HaYEHHs1 eKCnepTU3N KOMM IOTEPHOI
TEXHIKM Ta NporpamHuX NpoayKTiB HeOBXiAHO cnpsaMy-
BaTM yBary Ha eTan MigrotoBKM A0 NPU3HAYEHHS
CydoOBOI €KCnepTu3n, a TakoX YypaxoByBaT, LO
BHACnNiJOK  HEKOPEKTHO  MOCTaBMeHWX  3anuTaHb
MOXYTb BWHMKATM CKNagHOLWi SK y crigyin, Tak i
CyOOBIl MpaKTULi, LLO CBOEK YEprow Npu3BOAUTbL A0
MOBEPHEHHST MOCTAHOBU AN YTOYHEHHS iHiujaTopy
ekcnepTman abo B3arani oBrpyHTOBAHOrO NOBEPHEHHS
MaTepianiB 6e3 iX BUKOHaHHSI.

3 ornagy Ha 3a3HaveHe, ocobam, LU0 iHILioTb
NnpoBefeHHA eKcnepTu3aun, HeobxiaHO peTenbHO 1
BiAMOBiAaANbHO MNOCTaBUTUCA OO0  MNOYaTKOBOro
eTany HanpasfieHHs MaTepianiB Ha eKcnepTHe
OOCnioKeHHS.

BusHavatoun kono nutaHb, sKi cnig 3'sicyBatu B
MeXax CydoBOI eKCrnepTusM, iHiliaTopy OOCHimpKeHHS
HeobXigHO [AOTpMMyBaTUCA  3aranbHUX nNpaBun i
pekoMeHauin, WO [PYHTYIOTbCA Ha  KIAaCKUYHUX
NPVHUMNAxX KpUMIHanICTUKK, a came:

— He BUXOOUTU 3a MeXi cneuianbHUX 3HaHb
eKkcneprta i He MaTu NPaBOBOrO XapakTepy;

— OYTM KOHKPETHUMMW Ta CTUCTTMMU;

— MaTu NorivyHy nocnigoBHICTb;

— XapakTepusyBaTucad MOBHOTOK Ta MaTu
komnnekcHun xapaktep (Piaskovskyi et al., 2020,
p. 550).
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BBaxkaemMo, WO, (OPMYINIOYM MUTAHHA AN
BUPILLEHHS B MeXax eKCnepTusn KOMM IOTEPHOI
TEXHIKM Ta nporpaMHUX MpOAYKTiB, HeobxigHo
OOTPMMYBATUCS TakMX OCHOBHUX BMMOT i NpaBwuI:

— BUKOPUCTOBYBAaTK 3aranibHONPUAHATUA NOHATIN-
HUA anapaT (He BWKOPUCTOBYBATW >AProHHi Ta
HaniBnpodeCinHi TEpMIHONOriYHI OAMHUUI (Hanpuknag,
«BIHYECTEPY, «J10TW Ta Macuy», «©Keneso» ToLo);

— NUTaHHS cnig dopmMynioBaT MakCUMarnbHO
YiTKO, WO6 cCyaoBMKA €eKcnepT MaB MOXIUBICTb
HagatM OAHO3Ha4yHy Bignosigdb. BOHM He MNOBUWHHI
CcTOCyBaTUCS eTaniB JocnigpKeHHs iHdopMauii (onuc
XapakTepUCTUK HOCITB iHopMmaLii Ta ocobnmsocTemn
pO3MilleHHsA iHdopmauil Ha HUX, BIOHOBMEHHS i
OOCnimKeHHs iHdopMalil cepeq 3HULEHUX dhannis
€ 0OOB’A3KOBUM eTanom AocriaXeHHs iHpopmalii),
MaTu JOBIOKOBE, NPaBOBE CMPSIMyBaHHSA Ta BUXOAWUTH
3a Mexi KOMMeTeHLil CyaoBOro ekcrnepra MeBHOI
€KCnepTHOI crnewianbHOCTI (cneuianbHUX 3HaHb);

— OOTPUMYBATUCS  METOAMYHOI  MOCHIAOBHOCTI
nMTaHb (MalTb BIANOBIATM YMHHIN METOOWNYHIN i
TEeXHIYHIN Gasi, JOCTYNHI cyooBoMy ekcnepTy, ByTu
CrpsSIMOBaHMMWN  Ha  BCTAHOBMEHHS  KOHKPETHWUX
obcTaByMH nogii, WO Hanexutb OO0 npeaMeTa
[okasyBaHHA, ix cnig dopmynioBatn  Tak, LWob
BUTPaATU ((piHAHCOBI, TEXHi4Hi, YacoBi TOLLO) Ha
NpoBeAeHHS AOCNISKEHHS, KON BUKOHYIOTb KOHKPETHI
3aBaHHsA po3cnigyBaHHs, Oynv MiHiMarnbHi).

3a pesynbTatamu aHanisy CyaooBO-eKCrepTHOI
NPaKkTVkKM  MOXHa  BWOKPEMWUTW  HU3KY  TWUMOBWKX
NMOMWIIOK, SKMX MPUMYCKaKTbCS iHiLiaTopn npose-
OEHHA  eKcnepTM3  KOMMIOTEPHOI  TexHikm  Ta
nporpamMHUX NPOAYKTIB, LU0, SK HAacnigoK, YCKNaaHe
abo yHeMOXnuMBntoe it npoBeaeHHs. 3okpema:

—Ha ekcneptu3y HadawTb OO'ekTU, SKi He
MICTATb | HE MOXYTb MICTUTW iHpopmaLlii, Wwo mae
3HAYeHHS AN AOKa3yBaHHS;

— OIHiEID MOCTAHOBOK (YXBanow) npu3HavaloTb
CyOoBi  eKkcnepTMaM 3a HaAMIPHOK  KiMbKICTHO
006’exTiB, WO (haKkTUYHO YHEMOXIMBIIOE CBOEYACHE
Ta HanexHe X OOCHiIOKEHHS;

— OIHiE0 NMOCTAHOBO (YXBarnow) npu3HavaloTb
eKcnepTmnsn 3a pisHMMKM Bugamu 06’exTiB (cepBepu
Ta nepcoHanbHi komm'lotepy abo  MOOINbHI
TenedoHN W «NMaHLWeTHi» KoMn'loTepu), And
[OCINIIKEHHSA SIKMX MOTPIOHO 3any4vaTtu BigNoOBIgHUX
crneyianicris;

— CyOOBOMY eKcrnepTy HapawTb ob’ektu, aki 3
06’EKTMBHUX MPUYMH HEMOXIMBO HANEeXHoO AOCHiAUTU

(4epe3 BiACYTHICTb  BIigNOBIOHWMX MPOrpamMHUX W
anapaTtHux 3acobiB i IpUCTpoIB).
OkpemMo cnig 3as3HauMTW, WO KOMM'IOTEPHI

cuctemmn (NepedyciMm cepBepu) OMepyTb  TaKo
KiNbKIiCTO iHdbopMaLii, Wwo 3a cBoiMM obcsAramu mMoxe
caratv abo HaBiTb NepeBuLLYBaTU YHIBEPCUTETCHKI 1
akageMiyHi 6ibnioteku.
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A OTKe, nNWTaHHSA LWOAO BW3HAYeHHA Ta
BCTaHOBIIEHHS MacuBy 6a3 OaHux, WO € Ha HbOMY,
HEKOpeKTHe, Tak caMO $K i 3aBOaHHA LoAo Moro
PO34pPYKiBKM.

Takox cnig 3Bakatm Ha Te, WO B MeXxax
NpoBeAEeHHA eKCnepTu3n KOMMIOTEPHOI TEXHIKM Ta
nporpamMHMX MNpPOAYKTIB He BUPIWYHTb MAUTAHHA
wono nNpaBoOMIpHOCTI ain KOpUCTyBauiB;
NiLEH3INHOCTI  NporpamMHUX MNPOAYKTIB; BapTOCTI
KOMM'IOTEPHOI TEXHIKM Ta MporpamHUX MpoaykKTis,
OCKINIbKM TaKi MUTaHHSA BUXOAATb 3a MeXi 3aBAaHb,
LLIO CTOATb Nepea UMM BUAOM CYAOBUX €KCNepTus.

HaykoBa HoBU3Ha

BuokpeMneHo  OCHOBHI niasvuan CyOoBOI
eKCMNepTM3N KOMITIOTEPHOI TEXHIKM Ta nporpaMHux
NPOOYyKTIiB:  OOCNIMDKEHHA  KOMMIOTEPHOI  TEXHIKN,

OOCNiMKEeHHs1 NporpaMHUX NPOAyKTiB, iHopMaLinHO-

BucHoBku

BusHaueHO, WO cyooBa ekcrieptusa  KoMmM'to-
TEPHOI TEXHIKM Ta nporpaMHMX MPOAYKTIB € BUOOM
KOMM'IOTEPHO-TEXHIYHUX ~ CyOOBUX  €KCnepTus, Lo
HanexaTb [0 Knacy iHXeHepHO-TEXHIYHMX CyOoBMX
eKcrnepTu3, | BHYTPIWHBO MOLINSETLCA Ha TpuU
niasuan: ekcnepTusa KOMIT IOTEPHOI TEXHIKN,
nporpamMHUX NPoAyKTiB 1 iHOpMaLiNHO-KOMM'IOTepHa
ekcnepTm3a.

Po3pobneHo OCHOBHIi BMMOrM Ta npaBwuna
OPMYMIOBaHHS MUTaHb AN BUPILLEHHS B Mexax
€KCMepTn3n KOMITIOTEPHOI TEXHIKM Ta MNpPOrpamMHmX
NpoadyKTiB, Ceped SKUX: BUKOPUCTAHHSA 3ararbHO-
NPUNHATOrO MOHATIMHOINO anaparty, YiTKiICTb W OAHO-
3HAYHICTb HOPMYMOBAHHS, METOAMYHA NOCMIAOBHICTb
3anuTaHb.

BuokpemMneHo TWnoBi MOMUIIKK, SIKMX MpUMyCKa-
IOTbCA Nig 4Yac NpuU3HaAYeHHs CyAOBUX eKcnepTus

KOMITIOTEPHOI TEXHIKM Ta MPOrpaMHUX MPOAYKTiB, a
came: Ha ekcnepTun3y HafaloTb 00'EKTH, SIKi He MICTATb
i He MOXYTb MICTUTK iH(pOpMaLLii, LLO Ma€e 3HAYEHHSA
ONA  [JoKasyBaHHS; Yy MexXax OfHiel nocTaHoBwU
(yxBann) npusHayalTb EeKCrnepTusM 3a HagMIpHO
KINbKICTIO OG’EKTIB; OOHIEID NOCTaHOBOK (YXBarow)
npusHayalTb eKcnepTMan 3a pPi3HUMKM  BUAaMHU
00’exTiB; CyOBOMY €KCMnepTy HagatoTb O0'ekTH, Lo 3
00’ EKTUBHMX NPUYMH HEMOXITMBO HaNEXHO OOCMIANTY.

KOMM'IOTEPHI  AocnimkeHHs. 3anponoHoBaHo 6a30Bi
npasuna n BUMOrM 4o (hopMyBaHHS NMMTaHb CyJOBOMY
eKcrnepTy, a TakoX OPIEHTOBHWI nepenik NUTaHb, K
MOXYTb  BUpilLyBaTM B  MeXaxX [OOCHiMKEHHS,
BMOKPEMIIEHO TWUMOBI MOMWIIKW, SKUX MPUMYCKAIOTbCS
iHiLjaTOpN NPOBEAEHHSI EKCrepTM3  KOMITTEPHOI
TEXHIKW Ta NporpamHmX NPOAYKTIB.
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Current Issues an Examination Computer Hardware and Software Products
during the Investigation of Crimes in the Use of Computers (Computer)
Systems, Computer Networks and Telecommunication Networks

The purpose of the article is to try to investigate the topical issues of examination of computer equipment and
software products in the investigation of crimes in the use of computers, systems and computer networks and
telecommunications networks. Methodology. To achieve this goal, general scientific and special methods are used,
which are the means of scientific research. In particular, the method of analysis, system-structural and statistical
methods provided an opportunity to explore the place of examination of computer equipment and software products in
the system of forensic examinations, to identify tasks and suggest its varieties. Scientific novelty. The main subtypes of
forensic examination of computer equipment and software products are singled out: research of computer equipment,
research of software products, information-computer research. The basic rules and requirements for the formation of
questions to the forensic expert, as well as an indicative list of issues that can be addressed during the study and the
typical mistakes made by the initiators of examinations of computer equipment and software products are singled out.
Conclusions. It is determined that forensic examination of computer equipment and software products is a type of
computer-technical forensic examination, which belongs to the class of engineering-technical forensic examination and is
internally divided into three subtypes. The basic requirements and rules of formulation of questions for the decision within
the limits of examination of computer equipment and software products are developed. Typical errors during the
appointment of forensic examinations of computer hardware and software products have been identified.

Keywords: special knowledge; forensic examination; examination of computer equipment and software products;
investigation of crimes; appointment of examinations.
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