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LITVINOV M. Y. THE WORLD AND UKRAINIAN PRACTICE OF COMBATING
CYBERCRIME

The world economic processes at the present stage are increasingly shifting in the direction of
cyberspace because of its use as a tool of doing business allows you to significantly increase
profits. However, you can also observe the criminal elements shift in the direction of this virtual
environment. So, today in almost any crime mentioned in Criminal Code of Ukraine, can be
committed out with the use of cyberspace.

Assessment of the crime situation in the Cyber sphere gives ground to take decisive action on the
part of law enforcement officers for the purpose of its improvement, reduction of risk for ordinary
citizens to fall into the trap of cybercriminals.

The main peculiarity of the fight against cybercrime is that the state alone is not in a position to
confront the phenomenon itself. Only international community in permanent close cooperation can
deal with such issue as a security threat of cybercrime.

The real threat for as ordinary people security as well of security for government structures made
many countries of the world to adopt a number of regulations aimed at prevention and punishment
of cybercrime.

In this article the world approaches in organizing of cybercrime prevention have been analyzed.

In Ministry of Internal Affairs of Ukraine the function of combating cybercrime is performed by
Department of Cybercrime Combating. Currently, the Department established constructive
cooperation with other countries’ law enforcement agencies in combating cybercrime.

In the article the examples of legal documents in cybercrime combating are provided and relative
Ukraine legislation are presented.

The main task for the Department today is the exchange of achievements; continuous learning and
professional development; use the experience of international experts; the development of virtual
communities, which at the informal level contribute to combating cybercrime.

Another important direction of Department activity is the personnel training. The article deals with
problems that exist in the training of personnel for units to combat cybercrime.

Based on the analysis of public authorities activity of different countries in the field of combating
cybercrime, the article outlines a number of the most topical issues in this area that need solution.

Keywords: cybercrime, combating cybercrime, cybercrime units, training of personnels,
Department of Cybercrime Combating, MIA Ukraine.
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Komm’rotepHa ¢gopeHsuka — e BiIHOCHO HOBa
TeJisl B YKPaiHCHKIM KPUMIHAJICTHII, SKa Xapak-
TEPU3YETHCSI CTPIMKUAM PO3BUTKOM Ta BKITIOYAE B
cebe peTenpHui 301p 1 JOCTIHKEHHS SIEKTPOHHUX
JIOKa3iB i3 METOO HE JIUIIE OIiHKY 3aBJIaHHUX €Jie-
KTPOHHOIO aTaKOK 30UTKIB, a TAKOXK JUIS BiJTHOB-
JIEHHS BTpaveHOi iH(QopMaIlii 3 TAKMX CUCTEM IS
MOAJBIIIOT0 OOBHHYBaueHHs 3mounHI [1]. Sk
3a3HAYaIOTh 3aKOPIOHHI JOCIITHUKH, 1€ HayKa
npo 30epiraHHsi, Bajijamito, izeHTudikailiro, aHa-
73, TOKYMEHTYBaHHS Ta MpeacTaBieHHs Hudpo-
BHX JIOKa3iB, SIKi PO3TAIIOBaHI HA KOMIT IOTEPHUX
JKOPCTKMX IUCKax Ta iHmuX pecypcax (CD Ta
DVD-aucku, 30BHIIIHI TPUCTPOI, MOAYII (irer-
nam’siTi, CepBepH TOJIOCOBOI IOIITH) i3 METOIO
CIPUSHHA PEKOHCTPYKLIl HENpPaBOMIPHUX MOJii
Ta SIKI MOXYTh OyTH BHKOPHCTaHI SK JOKa3d B
cyni [2-4].

3a3HayMMoO, [0 HE JIMIIE  PO3BUTOK
KOMIT FOTEPHOI TEXHIKH € OHUM 13 (haKTopiB yI0-
CKOHAJICHHsI METOJIB 3IiliCHEHHs KiOep3IouuHiB,
CHOTO/IHI BUKOPHCTaHHSA CMapT(OHIB, SKi 30epi-
raroTh 1H(GOPMAINIO PI3HOMAHITHOTO XapakTepy,
TEX TPEACTABISAIOTH 1HTEPEC JIJIsl TIPABOIIOPYIITHH-
KiB. Hacninku nporo siBuIna 3amoyaTkyBaiy HayKy
«MOOiTbHA (POpEeH3MKa», SKa CTana HEBiJ EMHOIO
YaCTHHOIO BITYM3HIHOI KPUMiHATICTHKY.

3a3Ha4nMO, 110 CMapT(HOHU 32 CBOEIO CYTTIO €
HEBEIMKMUMH KOMIT IOTEpPaMH, TOX TIiJ dac 30W-
paHHA Ta JOCTIMHKEHHS HU(POBHUX JOKa3iB MO-
XKyTb OyTH 3aCTOCOBaHi i OCHOBHI MOJOXEHHS
KOMIT'I0TepHOI (POpEeH3UKH. AJle € 1 CYTT€EBI Bif-
MIHHOCTI: JTaHi y cMapT(oHax HaWBHIIOIO MipOIO
€ CHEPTo3aJIe’KHUMHU Ta IIOCTIHHO 3MIHIOIOTHCS
(sxmo cMapTdOH HE BUMKHEHHIT), TOJATKOBO HE
MO’KHA TPOCTO CKOITIFOBaTH 3MICT IaM’STi, OCKi-
JbKU aHi 3amudposadi, Tomo [5]. Takum uu-
HOM, TIPAIiBHUKH TIPABOOXOPOHHHMX OpPTaHiB,
30HMparoYn JOKa3H, MalOTh 3HAXOIUTH BUPIIICHHS
OUX Ta IHIUX NpobJeM, BpaxoBYIOUH TOU (axT,
0 3 BUIIYCKOM HOBOi MOOLIBHOI oOIepariiHol
cucTeMH abo HOBOrO Tele(oHy BUHUKAE PsA iH-
IITUX TPYTHOIIIIB.

AHami3 BIIMOBITHUX Kepen [5; 6] mae mia-
CTaBU CTBEP/DKYBaTH, L0 HAHOUIBII yHaiuMm €
Take BU3HA4YCHHS MOOLIBHOI popen3uku (abo do-
PEH3UKM MOOIUIBHUX IMPUCTPOIB) — Li€ KaTeropis
KOMIT'IOTepHOI (DOPEH3HMKH, sKa BKIIOYae B ceOe
MOOLIBHI TeaedoHu, cMapT(OHH, OPTATHBHI 00-
yrcmoBanbHi mpuctpoi (PDA), cuctemu rioba-
npHOTO o3uuionyBanss (GPS).

BBaxxaemo 3a HeoOXimHE 3BEpHYTH yBary Ha
TaKWH TEXHIYHUHA aTpUOyT MOOIIHHHUX TIPUCTPOIB,
K (hJIeT-aM’ siTh, TaK SK i 9ac 30MpaHHs eJeK-
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TPOHHUX JOKa3iB BHHUKAE psIl MpoOiieM uepe3
moTpedy oTpuMaHHS 3 (hJemr-aM’ aTi He3MiHHUX
naHuX. Bimomo, 1o MOOUTBHI TIPHUCTPOI CTBOPIO-
I0ThCS HEBEJIMKUMH 3@ PO3MIPOM, KOXKEH THII IIPHU-
CTPOI0 Ma€ CBOi MEBHI XapaKTEPHUCTHKH, 33
30epeKeHHST  HEBEIMKOro (hi3MYHOTO  pO3MIipy
aM’ SITi BUKOPUCTOBYETHCS (pIienr-nam’ath, sKa, y
CBOIO Uepry, noaiIsseTscs Ha aBa Buau — NOR Ta
NAND. Sk Oynp-skuii HaKOIMMIyBad Ha >KOPCT-
KHX AMCKaX, (premr-mam’ati He moTpiOHa Hampyra
JUISl MATPUMKY TaHuX Ha ymmi. He Boaroumcek 10
TUCKYCIH MO0 TEXHIYHWX HIOAHCIB pobOoTH
(hnemr-mam’sATi, OCKUTEKH II€ HE € HAIOK METOIO,
3a3HaYMMO TaKe:

1) pnem-mam’sITh Mae MEHILIUI TPOMIXKOK Ya-
Cy CBOTO iCHyBaHHS, HIX OyAb-sKuil iHIIWI Ha-
KOIIMYYyBay Ha >KOPCTKHUX IMCKaxX 4epe3 IIBUIKE
3HOILYBaHHs, 110 NPU3BOIUTH IO CTHPAHHS Ja-
HMX Ha YHIIi;

2)y mam’sri icaye BOymoBana GC («30ipka
CMITTS») — MpoLeC YTHIIi3amii maM’sITi, U0 3BUIb-
HSETHCS y TIpoIeci poOOTH mporpaMu abo cUcTe-
mu. Lleit daxt, mo maMm’saTe mepeMinrye gaHi Ta
Tepe3anucye ceKTopu abo CTOpiHKKA 06e3 KOHTPO-
JI0 omepatiiiHoi cucremu, poouts i Henependa-
YyBaHOIO.

HaBenenwuii npukiag npu3BOAUTE 10 BUCHOB-
Ky, o ¢axiBIsaM Imia gac 300p Ta TOCITiKEHHS
€JICKTPOHHUX [OKAa3iB MOTPiOHO HE JIUIE MAaTH
IPYHTOBHI 3HaHHS Y Taily3i KOMIT IOTEpHHX TeX-
HOJIOTiH, aje i OyTu 00i3HAHUMH IOJO KPUTEpi-
iB, 32 SKMMH OTpUMaHi €JEKTPOHHI IoKa3u Oy-
IyTh HAJIEKHUMU.

OTxe, TPYHTYIOUNCH Ha IIJISIX Ta TPU3HAYCHH]
(opeH3uKH MOOUIEHUX MPHUCTPOIB, a TaKOX Bpa-
XOBYIOUHM TNPaKTHYHY HOTpedy B YCTaHOBIIEHHI
€IMHOTO MiAXOAY LIOAO OTPUMAaHHS EJIEKTPO-
HHUX (IEPPOBHX) TOKA31iB 3 MOOLTHHUX MIPUCTPO-
iB, MeTOIO IIi€i poOOTH € aHami3 HEeOOXiTHUX
YMOB BH3HaHHS €JIEKTPOHHUX (IUPPOBHX) JOKa-
3iB, OTPUMaHMX i3 MOOUIBHUX NMPHUCTPOIB, Hae-
xHUMU. [Ipy npoMy ciin 3a3HAYUTH, IO HAJIECK-
HUMH BH3HAIOTLCS JIOKa3H, SKI BIANOBIZHO 0
KPUMIHAIBHOI'O MPOLIECYaTbHOIO KOJIEKCY YKpa-
1HM 37aTHI CBOIM 3MiCTOM BCTaHOBIIIOBAaTH (PakTu
i 0OCTaBUWHH, SIKi MAIOTh 3HAYCHHS IS KpUMiHA-
neHOTO TipoBaKeHHS [7]. ToOTO «...HaNeXHICTh
Bi/IMTOBiae, 3 OTHOTO OOKY, HA MUTAHHS PO Ha-
SIBHICTD 3B 3Ky MK 3MICTOM JIOKa3y 1 (haKTom,
SKHHA MiAJSrae BCTAaHOBJICHHIO; 3 iHIIOrO OOKYy —
BH3HAYA€, HACKIIBKH TOYHO BCTAHOBJICHO LIyKa-
HU ¢akT. [HIUME croBaMu, HaJeKHUHA TOKa3
Ma€ BU3HAYEHY JOKA30BY CHIy; HE HaJECKHUH —
He Mace 1i 30Bcim» [8, c. 9].
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3a3HaYnMO, 1110 BITYM3HSHUMH (aXiBIIMH J0-
CJiDKEHO 3arajbHi MMMTaHHS BU3HAYEHHS MTOHATTS
Ta TPUHIIAITB HAJIEKHOCTI 1 JOMMYCTUMOCTI JTOKa-
3iB y KpUMiHJIBHOMY Tiporieci [8; 9], ane Oyan-
SIKE TEOPETHUYHE JIOCIi/DKSHHS MUTAHHS HaJlexK-
HOCTI €JICKTPOHHUX JIOKa3iB, OTPUMAHUX 3 MOOi-
neHUX TenedoHiB, B YKpaiHi BimcyTHe. Tomy
BOagaeMo 3a HEOOXiJHE BUKOPHUCTOBYBATH 3110-
OyTKM 3apyODKHUX YUEHUX Y ik cdepi a1 3ai-
CHEHHSI aHAJTi3y IBOTO SIBUILA BiMOBIAHO 10 BU-
3HAYEHO1 METH.

Cepen HayKOBIIIB, sIKi Y CBOiX poOOTax po3-
TJSTaTd  OKpeMi acCHeKTH IIi€i TpoOIeMaTHKH,
Bapto 3asHauutH Ilitepa Commepa, I'enpi JIi,
Enani [Ilarmiapo, Anana Ilenmierona, [laBna
I'magumiesa ta iH.

Bapro 3ayBaknTH, IO NpaKTUKa KOMII O-
TepHOi (POpEeH3HKHM BKIIOYAE B cebe GopMaibHi,
3araJbHONPUNAHATI TEXHIKHA IS 30MpaHHs, aHaIi-
3y Ta MPEACTaBJICHHS NAHWX Y CYAi, IPU IbOMY
KOHIICHTPYEThCS yBara Ha MPUHIIMIAX HAJICXKHOC-
Ti, JTOIMYCTHUMOCTI, IIJIICHOCTI JOKa3iB, HA 3aKOH-
HOCTI IIHOTO TIPOIIECY, HA MIATOTOBII Ta OTPUMAaH-
HI EKCIIEPTHOTO BHUCHOBKY [2]. 3acTocyBaHHS
KOMIT FOTEpHOI (POPEH3UKH MOTpedye CreriaabHOT
MiATOTOBKH 1 00I3HAHOCTI Y METO/aX, iIHCTPYMEH-
Tax Ta MPOTrpaMHOMY 3a0e3MeYeHHi IS OLIHKU
MTOTEHITIHHOI KOPUCHOCTI KOMIT IOTEPHHUX JTaHUX,
JUTSI OTpUMaHHS Ta 1HTEPIIPETAIlli «IIPHUXOBAHIX)
JIAaHUX 3 KOMIT IOTEpHUX HOCIiB [2]. AJie Ha CbOTO-
JHi B YKpaiHi IlIe HeAOCTaTHBO NPHUIIISETHCS yBa-
ra po3poOKkaM METOJMYHHMX PEKOMEHMAAIlN 00
aNTOpUTMy NI JUIA BUSIBICHHSA, OTPHUMAaHHS Ta
30epeKeHHS eIEKTPOHHUX JOKa3iB.

OTxe, TOCTiKYIOUM TMUTAHHS TPUHIWIIB Ha-
JISKHOCTI €JEKTPOHHUX JIOKa3iB, OTPHMaHUX i3
MOOUITEHUX MPHUCTPOIB, HA HAILY AYMKY, CIOYATKY
BapTO HAJATH BU3HAYEHHS €JIEKTPOHHHX JOKa3iB,
iX 3HaUEHHS, MOTIM HAIATH iX CTHUCITY XapaKTepH-
CTHKY, & BXK€ TOTIM TepedTn 0e3mocepe/Hbo J10
XapaKTEPUCTUKY TIPUHIIUIIIB.

[lepeBoasun Haie MOCTIKEHHS Y TUIONIHHY
3arajibHUX ITiJICTaB PO3MOBCIOHKEHHS KOMIT IOTEp-
HOI TEXHIKM Ta MOOUTHHUX IPHUCTPOIB, a OTKE 1 aK-
TyaJlbHOCTI OOpaHOi TEMATHKH, 3ayBaKUMO, IO
BHACIIJIOK JIOCTYITHOCTI €JICKTPOHHHUX MPUCTPOIB
BeJIMKa KUIBKICTD JIFOEH BOJIOMIIOTH MOOIIEHUMH
TeneOHaMH, KHUIIEHHKOBUMH KOMIT FOTEPaMH,
Memia-porpaBadamu (IPod), iHTepHET-IIIaHTIIE-
tamu (iPad) Ta iHIIMMH TepcoOHAIbHUMH NPH-
CTpOSIMHU, BCTAHOBJIOKOTH KaMEpH BijeocrocTepe-
JKCHHsI, MOHITOPH Ta iHIII HPHUCTPOi IJIsl 3amucy
iHpopmarrii. Cmigyui MarOTh BIUTy9aTH Ta 30epira-
TH BCi Il THIM MPHUCTPOIB Ta Oyab-AKi ITUGPOBI
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Kamepu, aBTOBIAMNOBI gAY, BiJleoKamMepH,
KOMIT'IOTEpH Ta TPUCTPOT HAKONUYCHHS JIaHUX.
3pa3ku iHMOpMAaIi, MO MOXYTh CTAaHOBHTH
CITiUMH 1HTEpeC, BKIIOYAIOTh y ceOe 3amucu Te-
NeOHHUX PO3MOB, IMEHII-TIOBIIOMIICHHS, BiIHO-
BJICHI 3 JKOPCTKUX JTUCKIB KOMIT IOTEpa MiJ03pI0-
BAaHOTO, BIJEO3aNKC 13 KaMepU CIIOCTEPEIKECHHS
6anky Torro [10].

3aznaunmo, mo [Ipamant Mai Ha3uBae eie-
KTPOHHUMH 200 LHU(PPOBUMHU JOKa3aMu OyIb-KY
noka3oBy iHQopmaniro, sika 30epiraeTbcst abdo
repenacTbesi B IUGPOBiH GopMi, Ky CTOPOHH
MOXYTh BHKOPHUCTOBYBATH B CYJJOBOMY IpOIieci
[11]. B cBoro wepry Xapm Koszymko 3a3Hauae,
o nudpoBi ToKa3u — 1ie BCi MUQPOBI JaHi, sKi
MOXXYTh CBITYHMTH, IO 3JI0YUH OyJ0 3MIHCHEHO,
Ta O3BOJISAIOTH BCTAHOBHUTHU 3B’SI30K MK 3JI0YH-
HOM 1 HOTO XEPTBOIO, a00 MiX 3JIOYMHOM 1 3JI0-
gunIeM [12]. TloromkyeMocs: 3 HaBeICHIMH BH-
3HAYEHHSIMH, OCKUJIBKA BOHM JIOTIOBHIOIOTH OJTHE
OJTHOTO Ta BHSABISAIOTH CYTHOCTI OCOOJIMBOCTI
€JICKTPOHHUX JIOKAa3iB.

B acmekTi Hamoro IOCIIIKEHHS 3a3HA4YKMMO,
0 TIepel TUM, SIK MPUHHATH THU(POBI ITOKa3M,
Cyl BU3HAYaTUME, YA € BOHH aKTyaJIbHUMH,
CHPaBKHIMH, YU JOMyCTUME BUKOPHCTAHHS KOl
a00 000B’3KOBUM € BUKOPUCTAHHSI JIMIIIE OPHTi-
HaJTy TOIIO.

BaxnuBuM € 1 NMUTaHHS BU3HAYCHHS JKEpe
CNIEKTPOHHUX JI0Ka3iB: BOHH MOXYTh OyTH 3Hai-
JICHI B €IEKTPOHHMX JIMCTax, U(poBHUX (oTorpa-
¢isx, nor-gaiinax, JOKyMEHTax, B iCTOPifAX MOBiI-
OMJICHB, y (haiinax, 30epeKeHNUX ¥ OyXTaITepChKUX
rporpamax, eJIeKTPOHHHUX TaONuIpIX, y 6azax nma-
HUX ICTOpiil iHTepHET-Opay3epiB, y BMICTI mam’aTi
KOMIT'I0Tepa, B KOMIT FOTEPHUX PE3EPBHUX KOTIisX,
y KOMIT'IOTEPHHUX PO3JpPYyKiBKaX, y JIOTax, 3aJIHiie-
HUX TJIO0ATHHOI0 CHCTEMOIO ITIO3WINIOHYBAaHHS, B
JKypHaJlaX 13 TOTENbHHUX EJIEKTPOHHHUX 3aMKIiB i
uudposoro Bineo abo aymiodaiiniB, y MOOLIEHHX
TenedoHax Ta cMapToHax, B KOHQIrypariiHux
¢aiinax, B nor-¢aiiax aHTUBIPYCHOTO IPOrpam-
Horo 3a6e3meueHHs Tommo [11; 13]. Crix 3BepHyTH
yBary i Ha Te, 10 mU(POBI JOKa3U CXHUJIbHI J0
MacHMBHOCTi, MEHIIE MiJAal0ThCs PYHHYBaHHIO,
npocTine MoAuMIKyIOTECS Ta Ty OIIIOI0ThCS.

Otrxe, OeTepMiHyBaBIIM CYTHICTb €JEKTPO-
HHUX JIOKa3iB, IX 3HAYMMICTH Ta JDKEpena, CIps-
MyEMO Hallle JOCITIKCHHS Oe3rmocepenHb0 Ha
BU3HAYCHHSI TIPUHITHITIB HAJIGKHOCTI y BUIAJKY X
OTPUMAHHS 3 MOOLTEHIX TIPHUCTPOIB.

Amnani3 niteparypu [1; 6; 13—16], siky npucss-
YEeHO PI3HUM acleKTaM 30MpaHHSA ENEeKTPOHHHX
JTOKa3iB HE TUIBKH 3 MOOUIBHUX TPHUCTPOIB, a 1 3
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MIEPCOHATEHUX KOMIT IOTEPIB, JI03BOJVB BHUIUIATH
TaKi MPHWHIUIKA HAJIEKHOCTI CNEKTPOHHUX JIOKa-
3iB, OTPUMaHUX 13 MOOIIBPHHUX TIPUCTPOIB.

1. Jomyctumicts. Jlokasn MaroTh OyTH 30epe-
JKeHi 1 3i10paHi TakuM YMHOM, 1100 BOHM MOTJIA
BUKOPHUCTOBYBATUCh Yy CyAi. SIk Hacmigok 3miiic-
HEHHS TOMIJIOK MOXKe OYyTH BW3HAHHS YaCTUHHU
JIOKa3iB HETOIyCTUMHUMH.

PosrmsinemMo nexinbka MpUKIAAiB, 1100 Hpo-
UTIOCTpYBaTH BaXKJIMBICTh Ta CYTHICTH TaKOrO
TIPUHIIMITY, SK JOTTYCTUMICTb.

3azgaunmo, mo iPhone, Oymydm 3akpuTUM
TIPUCTPOEM, HE JI03BOJISIE OE3MEPEIIKOIHO BUiMa-
TH XKOPCTKUH JHCK, ajic Ha TICBHOMY PiBHI MOXXHA
BUJIYUIUTH JaHi.

OnnHa 3 HaWOUTBIIMX ITOMMIJIOK, IO JIOIYCKa-
€TBbCS CTOCOBHO mpucTpoiB 10S, monsrae y 3HU-
IICHHI JIOKa3iB MiJl Yac BUKOPHCTaHHS ICIKHX
mporpaM 4epe3 KOpucTyBalbkuii iHTep(eiic. Ha-
MIPHUKJIAJ], OJTHUM 13 BaXUIMBUX JOKa3iB, 30epexe-
Hux Ha iPhone, € octanni HanamTyBanas GPS, ski
30epirarotbes B kemri, koau GPS Bmouenuii. He-
JIOCBIJIYEHHI EKCIIEPT MOXKE 3aIyCTUTH JI0JIaTOK
Google Maps Ha mpucTpoi I BiAHOBICHHS aj-
pec, 3a SIKUMU 3/11HCHIOBABCS MOIIYK, BUMAIKOBO
aktuByBatH GPS, THM caMuM 3HHIIUTH OCTaHHI
GPS nHanamTyBaHHA 1 3aMiHHTH iX NOTOYHHMH.
111, 3maBanmocst 6, HEIIKIIIMBI i1 TAKOXK 3aBaHTa-
)KaTh Tpadivdnai 300pakeHHs] KapTH BITHOCHO II0-
TOYHOI TO3MWINi, MO0 Tepe3anuine JaHi B KeIil.
Bnacnigok 1mporo He Tinbku GPS-mokazu Oyno
3HUIICHO, a W I1HNN KapTH, IO 3aJIHIIUJINCE,
MOXKe OyTH BH3HAHO HEAOMYCTHMHMH Ta BiIXH-
JICHO CYICIO.

[Hmmii mpukan, ¢ BUKOPHUCTaHHS KOPUCTY-
BaIlbKoro iHTepdelcy MOXKe 3HHITUTH OKa3H, €
3amyck Opay3epa Safari, sikuii mepe3aBaHTaKye
CTOPIHKH, sIKi OyJIO paHille 3aBaHTaKEHO, BCIKUM
pa3, KOJIM 3aBaHTaXXYEThCS JOAATOK. SIKIO ojHa
31 CTOPIHOK HaJie)kaja JI0 CTOPIHOK IEBHOro (o-
pyMy abo iHIIOro BeO-CAMTY IJIT OKPEMOI CITiITh-
HOTH JIFOJIEH, KeIll MOXKE CTaTH BAXKIUBUM MiCLIEM
30epiraHHs KOPUCHUX JI0Ka3iB. Aue 3amyck Safari
MOYKE TIepe3aBaHTaKUTH CTOPIHKY Ta Tepeajipecy-
BaTH EKCIIEpTa J0 TOJOBHOI CTOPIHKH CaHTy, THM
CaMHM TIepEe3arCaBIIy CKPUHIIIOTH Ta JIaHi Key,
SIK1 MICTWJIA JIOKa3H.

2. CnpaxHicTth. [lokazu maroTh OyTH perne-
BaHTHHMH BIJHOCHO CIpaBH, 1 EKCIEpT-
KPUMIHAJIICT TIOBUHEH MAaTH MOJKJIMBICTH OIliHH-
TH CIIPaBXKHICTh JOKAa3iB.

Hanpuknan, mepexoruieHHS mepenadi eIeKT-
POHHOI TIOIITH HE JOCTATHHO IUIS JOBEACHHS, II0
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nepeadavyBaHUi BiIPaBHUK € BiIOBiIaTHHOIO
0co0010 3a moBigoMIIeHHSI. Mae OyTu BCTaHOBIIE-
HUH 3B’A30K MK TOBIIOMIIEHHSM Ta OOJIIKOBUM
3aIICOM KOPUCTyBada ab0 KOMII FOTEPOM, 3 SIKOTO
OyJI0 BiIMpPAaBICHO IMOBIIOMIICHHS, T4 JIFOJIUHOIO,
siKa 1I¢ TTOBIIOMJICHHS BinpaBuia. SIKIo miiicHO
TTOBIIOMJICHHSI OyJIO BiOIpaBIeHO, NMOBHUHEH 3a-
JUIIATACH CJII Y BHUTJAAI JOKa3iB Ha KUIBKOX
KOMIT'IOTepax Yy pi3HHX iHTEpHET-poBaiinepis,
SIK1 1€ IMiITBEPIXKYIOTh.

3. IloBHoTa. lleli mMpUHITMI TIONSATAE B TOMY,
110 HaBEJICHI TIOKa3H MaIOTh MPOLTIOCTPYBATH BCIO
KapTUHY TOAIH, IKi BiIOYIHUCA.

Yitka 1 moBHa KapTWHA MOAINd Mae OyTH HaBe-
JIeHa 3 THM, 100 TPOSICHUTH, KM YHHOM OYJI0
3aJIUIICHO JTOKa3W. 3pPO3yMio, M0 HEemepeBipeHa
YaCTUHA HEMOBHUX JIOKA3iB MOXE 3aJIMIIUTUCH
HEMOMIYEHOIO, 10 € HabaraTo HeOe3MEeYHIIINM,
HIX BIJICYTHICTB JIOKa3iB B3arali.

PosrissHeMo TIpuIKITan, HaBEASHWH Y JIOCII-
okeHHI Mera Enrmana [5], BITHOCHO dYOJIOBIKa,
sakuii OyB 3BHHYBaueHHWH y 30epiranHi ¢oTtorpa-
¢iit 13 auTayoro nopHorpadiro. HaBeneni gokasu
CBimumM, 1o ¢ororpadii BiAMIOBITHOTO 3MICTY
OyJ10 3aBaHTaXEHO HA POOOUYNI KOMII FOTEp 0OBH-
HYBa4YCHOT0, aJI¢ Mi3HIIIe 3aXUCHUK BUSBUB, IO ITi
¢ororpadii Oyno 3aBaHTa)KEHO BHACHIJOK il Bi-
pycy Ha MaIlvHI a He caMUM OOBHHYBaueHUM. Sk
pe3yNIbTaT — HEBHHHY JIFOJIUHY OYIIO Maiike 3acy-
JOKEHO 1 MOCa/PKEHO JI0 B’SI3HHMII, TOMY IO €KC-
nepT 3 00Ky OOBHHYBa4YeHHs HE HaAaB IOBHI JO-
Ka3W, a TPHUCSHKHI HE BOJOAUTA HEOOXITHUMHU
TEXHIYHMMU 3HAHHSIMM, 100 1€ TTOMITHUTH.

OTxe, BpPaxOBYIOYHM BCHO PI3HOMAaHITHICTb
mporeciB, SKi  MOXYTb  BimOyBaTHcs  Ha
KOMIT 10Tepi, Ha MOOITEHOMY Tele(OHi, BEIbMH
BYKJIMBOIO TIOCTA€ MOXUIMBICTH YB’SI3aTH YacTH-
HY JIOKa3iB i3 iX MepIIOIKepesIoM Ta YIBUTH BCIO
KapTHHY TOZiH, 110 BigOymucs.

[pyHTYIOUMCH Ha MPAKTHYHKUX aCleKTaX 3aCTo-
CYBaHHS ILOTO TPHHIMITY — TIOBHOTU EJIEKTPO-
HHUX JIOKa3iB — 3QIHCHUMO aHali3 Ie KUIBKOX
MPUKJIAJIIB HOr0 BUKOPUCTAHHSI.

Tak, 3mIIICHEHHS KOPIIOPATUBHUX PO3CIiAy-
BaHb CIPUSIIO BCTAHOBJICHHIO TAKOTO IEPIIOPSI-
HOTO TIpaBWIIa, K OC3MEeYHE BUAAJICHHS NAHUX 3
METOI0 3a0e3MeveHHs MUTICHOCTI MPHUCTPoro [5].
Hanpuknan, migo3proBaHuii MOXke CTBEPIKYBATH,
mo BumaneHa GoTorpadis HE HAICKHUTH HOMY.
S0 maHi 3 MPUCTPOrO He OyII0 HAAIMHO 3HHMIIE-
HO TIepej] WOro eKCIUTyaTalli€l0 HACTYITHUM KOPH-
CTyBaueM, TO 3aXMCHUK MOXE OMpPOTECTYBaTH IIi-
J03py Ti€I0 OOCTAaBUHOIO, IO JIaHI HA MPHUCTPOL



ISSN 1727-1584. IIPABO I BE3IIEKA. 2014. Ne 1 (52)

3IMIIMINCH MICs TONEPEAHBOr0 KOPUCTYBaya. 5. 3po3ymimicte Ta mpaBaonoaiOHicTh. Llei
B cBolo depry 1e CHOPUYMHUTH HEOOXINHICTP MPHHLMII MOJSITa€ B TOMY, IIO CYAOBHH €KCHEPT
3HAWTH BIATIOBiAI HA TaKi MUTAHHSA: SKAM YAHOM  IIOBHHEH OYTH B 3MO3i YiTKO Ta JIAKOHIYHO TIOSIC-
TIeHt ToKa3 MOTparyB Ha el MOOUTHPHAN IPUCTPIA,  HUTH, SKi MPUHAOMH BiH BUKOPHUCTOBYBAB IIij Yac
1 3aB/ISIKH YHIM JTisIM 11e BigOymocs? JOCTI/DKEHHS JIOKa3iB 1 SKUM YHHOM Oyia

Posrnsaroun MUTaHHS HAJNEXKHOCTI €IEKTpo-  30epekeHa MUTICHICTh naHuX. Jlokasu MaroTh
HHUX JOKa3iB, OTPUMAaHHUX 13 MOOUTPHMX MiAMaBaTHCS JIETKOMY IOSICHEHHIO i OyTH TIpaB-
MPHUCTPOIB, 3a3HAYMMO, IO MOXKJIMBHMH JDKEpe- OO IIOHWMH.
JaMU OTPUMaHHS 300paXeHb MOXYTb OyTU BOY- Otxe, Ha3BaHi BUILE XapaKTEPUCTHKH J0Ka3iB
JoBaHi kamepH iPhone, pe3ynbTati CHHXpOHI3alil € TapaHTOM NPUHHATTS 3aKOHHHMX 1 OOTPYHTOBA-
3 poOOYNM CTOJIOM SIK ITiZIO3PIOBAHOTO, TaK 1 Oy/Ib- HUX MPOIECyaTbHUX PIllIEHb, a TAaKOX 3acO000M
sIKO1 1HIT01 0co0H, 30epekeHi 300paKEHHS 3 €IeK-  3armobiraHds MOpyIIeHHS TpaB 1 ¢cBoOOJ Tpoma-
TPOHHOI MOIITH abo Opay3epa, 3aBOA-BUPOOHUK  JIsH, TIOKAPAHHS HEBHHYBATOTO 20O BUIPABIAHHS
MOOLITEHOTO TPUCTPOIO TOIIO [5]. 0co0H, SIKa BUMHMIIA 3JI0YMH. Y POOOTI MOAIISIETh-

Taxkum guHOM, MO0 ENEKTPOHHI MOKAa3u OyiaM ¢S TO3HIIiS, [0 MPHUBEICHUHN NEPEIiK MPUHIIHITIB
TTOBHMMHM, TIOTPiOHO PUHAHATH IO YBard, JIe caMe  HaJIe)KHOCTI €JIEKTPOHHUX JIOKAa3iB, OTPUMAaHUX i3
300paxkeHHst 00 OyIb-SIKMii 1HIINIA €JIEKTPOHHUH  MOOUIBHHX MPHUCTPOiB, HE € BUUEPIIHUM, aje I0-
JI0Ka3 OyB CTBOPEHHIA. NiOHEe y3arajabHEHHS, 10 HOCUTHh PEKOMEHJAIiN-

4. Hapiitaicts. CyTHICTH IIHOTO TPUHITUITY TI0-  HHUH XapakTep, 3AIHCHIOETHCS BIEPINE Y BITUU3HS-
JISITA€ B TOMY, 1110 OyIb-sIKi 310paHi JOKa3u MalOTh  Hill KOMII FOTEpPHIH, a caMe MOOLIbHIN, (POPEH3HII.
OyTH HAmIMHUMH, 1 11 iX XapaKTEpHUCTHKA 3ajie- Takok BOAYAa€THCS MOIUIEHUAM Y TIOATBITOMY
JKHUTH BiJl OOpaHUX iHCTPYMEHTIB Ta METOMOJOTIi, HANPSMKY HOCHIIKEHHS Li€i TEMaTUKH BUPIIIUTH
MiATPYHTS JJIsl HAJAHHS MEPEeBard SKMM CKIQJa€ THTaHHS I[OJ0 BCTAHOBJICHHS IiJICTaB HEIOIYC-
HAyKOBHH TiAXi. TAMOCTI €JIEKTPOHHUX JOKa3iB (OTpUMaHMX 13

Crig miaKpeciauTH, 10 METOMH, SAKI BUKOPHC-  OyIb-SIKHMX IM(POBUX HOCIIB), 3MIHCHUTH IPYHTO-
TOBYBaTHUMYTHCS, MAalOTh OyTH JOCTOBIPHMMH 1 BHUU aHaJli3 MUTaHHS BU3HAUCHHS Ta Y3TOJPKCHO-
3araJbHONPUIHATIMY B Wil Tamy3i. Takox akme-  cTi elneKTpoHHHMX (LM(PpOBMX) AOKa3iB, iX KiacH-
HTYEMO yBary Ha TOMY, IO OyIb-sIKy aKTHBHICTH  (hiKalii Ta TPaBOBOTO TMOPSIKY OTPHUMaHHS
CITiJ 3aI0KYMCHTOBYBATH: BHITAIKH IEPE3aBaHTa-  BIATOBITHO 10 KPUMIHAIBHOTO IPOIECYATHHOTO
JKEHHSI MOOLUIBHOTO TPUCTPOIO, BUHUKHEHHS HE-  KOAEKCY YKpaiHM Ta LUUBUILHOTO HPOLECYaTbHOTO
nependauyBaHUX YCKJIaJHEHb MiJl 4ac poOOTH 3  KOJAEKCY YKpaiHu.
MOOILTEHIM TIPHCTPOEM, MAHIMYJIAIIT 3 €IeKTPO-
HHPMH JTOKa3aMH TOIIIO.
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MAPKOB B. B., CABUEHKO P. P. IPUHIIAIIBI IPUHA JJEKHOCTHU
SJIEKTPOHHBIX JJOKA3ATEJIBCTB, HOJYUYEHHbBIX C MOBWUJIBHBIX
YCTPOWCTB

AKTyaﬂLHOCTL 3TOro HcCcJIeaO0BaHUsA 06ycn03neHa OTCYTCTBI/IeM KaKI/IX-J'II/I60 I/ICCHeZIOBaHI/Iﬁ B
praI/IHe OTHOCUTECJILHO MO6I/IJ‘ILHOﬁ (l)OpeH3I/IKI/I, B 4YaCTHOCTHU OTHOCHUTECIBHO COOTBeTCTByIOIIII/IX
BHCKTpOHHBIX J0Ka3aTCIbCTB, C y‘{éTOM HOHO)KeHI/Iﬁ HAIIMOHAJIBHOI'O 3aKOHOAATEJIHCTBA. Pa60Ta
MOCBSIICHA aHAIN3Y CYITHOCTH MOOMIHLHOW (DOPEH3WKHU M DJIEKTPOHHBIX JTOKa3aTeIbCTB, OIpee-
JICHUKO UCTOYHHUKOB 3J‘IeKTpOHHI>IX J10Ka3aTeJIbCTB U XapaKTepI/ICTI/IKe HpI/IHHI/IHOB HpI/IHaZIJ'Ie)KHOC-
TH 3H6KTpOHHBIX J10KA3aTCIbCTB, HOHy‘{CHHLIX C MO6I/IHBHHX yCTpOﬁCTB.

Kniwouesvie cnoea: xomnviomepuas ¢hpopensuka, mobunvhas ¢hopensuxa, Kubepnpecmynienue,
INIeKMPOHHbIE (YUPPosvie) O0KA3AMeNbCMEA, UCMOYHUKYU INEKMPOHHBIX OOKA3AMENbCME, NPUH-
Yunvl NPUHAONEHCHOCTNU DNEKINPOHHBIX OOKA3AMENLCS.

MARKOYV V. V,, SAVCHENKO R. R. PRINCIPLES OF ELECTRONIC EVIDENCE’S
BELONGING RECEIVED FROM MOBILE DEVICES

The paper is devoted to the analysis of mobile forensic and electronic evidence’s essence,
identifying possible sources of electronic evidence and characteristics of the principles of
electronic evidence’s belonging received from mobile devices.

The relevance is defined by the absence of any research in Ukraine about mobile forensic as a part
of the computer forensic science, in particular concerning the way of receiving electronic evidence
from mobile devices and characteristics of belonging and admissibility of obtained evidence.
These attributes are the guarantee of making legal and grounded procedural decisions and a way to
prevent violations of human rights and freedoms, sentencing an innocent or justifying a person
who committed a crime.

The paper asserts the position that mobile forensic is a category of computer forensic, which
includes cell phones, smart phones, portable devices of accounting (PDA), global positioning
systems (GPS).

The author agrees with the definition of electronic evidence provided by foreign scientists, where
it is any evidence information stored or transmitted in digital form, which the parties can use
within the trial, and that is evidence of a crime commission and allows to set relation between a
crime and its victim or between a crime and a criminal.
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The result of the research is to determine the following principles of electronic evidence’s
belonging received from mobile devices: admissibility, authenticity, completeness, reliability,
clarity and credibility.

It is reasonable, as the further direction of research of this topic, to solve the problem of
establishing grounds for electronic evidence’s inadmissibility (received from any digital devices),
realization of a thorough analysis of the determination and consistency of electronic (digital)
evidence, their classification and legal order of receiving under the Criminal Procedural Code of
Ukraine and the Civil Procedural Code of Ukraine.

Keywords: computer forensic, mobile forensic, cybercrime, electronic (digital) evidence, sources
of electronic evidence, principles of electronic evidence’s belonging.
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acnipaum

Hayxoso-0ocnionozo incmumymy eugyenHs npobiem 3104UHHOCTI

imeni akaoemixka B. B. Cmawuca HAIIpH Yxpainu

CHIBBIJHOIIEHHSI OBMEXEHHS BOJII TA IIPOBAIII:
3APYBIKHUM JIOCBIJ]

JocnimkeHo 3aco0H, 110 TOB’sA3aHi 3 00MEXEHHSIM 0COOHCTOT CBOOOM 0COOH, sIKa BUMHHUIIA 3710-
9yuH. PO3risHYTO MHUTaHHS NPO CHIBBIAHOMICHHS MpoOarii 3a KpUMiHAIEHUM MPaBOM aHIJIOCAK-
COHCBKUX neprkaB (Ha mpukiani CIIIA) i3 3axonaMu KpUMiHaJIBHO-TIPABOBOTO BILTMBY KPUMiHATb-
HOTO TIpaBa KpaiH MOCTPaITHCHKOTO TIpocTopy (Ha mpukiazai Pociiicekoi @exaepartii). [Tinkpeciaeno
HEOOXiTHICTh BiMEXYBaHHS 3aXO0iB CyTO KpUMiHAJIHHOI BiJOBINAaIBHOCTI 1 3aX0/iB, AKi 32 Tpa-
BOBOIO TIPUPOJIOI0 HE ITOB’sI3aHi 3 HElO.

Knrouosi cnoesa: suo noxapanus, cucmema nokaparsb, 0OMedCeHH s 80, Npodayis, 3MiCm ROKAPAHb.

OcCTaHHIM 9acoOM CBITOBE CITIBTOBapHCTBO 5K
Ha HaIlIOHANBHUX, TaK 1 Ha MIXKHAPOAHOMY PiBHSIX
nepeiMaeTbesl MPOOIEMOI0 TMOUIYKY HaHOUIBbII
aZICKBATHUX 3aXOJiB MPOTHUMIIl 3OUYMHHOCTI. JlaB-
HO BXKE CTaJ0 OYCBHHHM, IO OJHA TiIBKH KpH-
MiHaJbHA BiJMIOBIIATBHICTh Ta MOKapaHHA SK 11
CKJIQJIOBa HE MOXKYTb OyTH €IUHMMH 3ac00aMH Y
Takii mpotumii. Came TOMy OCOOJIHMBO aKTyasi3y-
BaJIOCSI MMUTAHHS TOIIYKY 3aXOJliB, aJlbTCPHATHB-
HUX KpPUMIHAJIBHIA BiqNOBiAaIbHOCTI. BHacmimok
TAKOTO TIOUIYKY Y TPaBOBHUX CHUCTeMax 0ararbox
KpaiH 3’SBISIOTHCS 3aXO0JH, aJbTCPHATHUBHI KpPHU-
MiHAJBHIHM BiMOBIAIILHOCTI, TaKi, HAIPUKIIA, SIK
3axomu Oe3IeKH, 3aXOI{ BiTHOBJIICHHS 1 TIPUMHU-
PEHHSI, 1HII 3aX0AW KPUMIHAIBHO-TIPABOBOTO Xa-
paktepy. UYepe3 me TpaiMuiiiHe «OTHOKOJIHHE»
KpUMiHQJIbHE TIPaBO BIIXOIUTHh Y MHUHYIIC, 1 HOMY
Ha 3MiHYy MPUXOANTH TaK 3BaHa CUCTeMa «Dararo-
KOJIIHHOT0» KPHUMiHAJILHO-TIPABOBOTO BIUIMBY Ha
3JIOYMHHICTb.

Cepen 3ac00iB KpUMiHATBHO-TTPABOBOTO BILIH-
BY Ha 3JI0YHMHHICTH iCTOTHE MICIIE IMOCIIAl0Th TaKi
3aco0u, sIKi MOB’sA3aHl 3 OOMEXKEHHSIM OCOOMCTOI
cBoOOIM OCOOM, 1[0 BUMHHIIA 3JI0YMH. Y HESIKUX
3apyObKHUX KpaiHaxX MOmiOHI 3aX0u Ha3UBAIOTh-
cs1 mpobauiero. Bimomo, mo cam TepMiH mpooartist
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€ omceMiuanM [1, c. 61], omaak mu ii posrsma-
€MO SK caMme 3axiJi KPUMiHaJbHO-IIPABOBOTO
BIUTUBY, SIKUI 3aCTOCOBYETHCS Bifl IMEHI JepaBU
cymoM. KpiM Toro, y HayIll 9acTo 3yCTpidaroThCs
CYZKEHHS TIpO TMpoOallifo, B K Cy0 €KT BHKO-
HaHHS — TpoMaja (CycmibeTBo) [2, ¢. 28-30]. Mu
BBKAEMO, IO TaKi 3aXOAW MAalOTh BIAMIHY BiX
KPHUMIHQJIEHO-TTPABOBOI TPHPOIN 1 3ATAIIAIOTHCS
3a MEXaMH [[bOTO JOCIiIKESHHS.

Kpim Toro, iHcTuTyT mpobamii Ta CXOXuil 3
HUM IHCTUTYT TTOKapaHHS Y BHIII OOMEKEHHS BOJI
MH PO3IJSIHEMO Kpi3b MPHU3MY NPaBOBUX CHCTEM
Pocii ta CLLA. Lle 00ymMOBIICHO THM, IO caMe i
KpaiHu HaHOUTBIe TIOTPEOYIOTh PO3POOKH 3aXO-
JliB, abTEpHATUBHUX T030aBJICHHIO BOMi, aKe
CIOA - mepma y cBiTI KpaiHa 3a KUIBKICTIO
VB’SI3HEHUX Ha AYIIy HacelleHHs, Pocis — mpyra
[3]. He3Baxkaroum Ha imeosIorii MiaxXomiB, sSKi CyT-
TEBO BIIPI3HAIOTBCS MK COOOI0, TOPIBHSIHHS
BOAUaeTHCS HaM JOIUILHUM. AHAII3yIOUd O0Me-
JKEHHS BOJI 3a KpUMiHAJIBHUM mpaBoMm Pocii Ta
npobauito 3a kpuMiHaabHUM mpaBoM CIIIA, 3Ha-
XOAMMO 3HauHY KUIBbKIiCTh CHUIBHHUX pHuc. BomgHo-
4ac, ICTOTHY MpPOOJIeMy CTaHOBHTH BiJICYTHICTh
BIJIMIOBIIHAX TIOHATH, SIKHMH MOXKHa O OyIo
CKOPDHCTAaTHCh [yl TaKoro IMOpPIBHSAHHA, a0o



