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1. Introduction

Currently, in Ukraine and most countries of the world
there is an objective need to counter falsification of printing
products. The urgency of this problem is largely due to
the development of printing technology and its wide-
spread use.

With all the variety of currently available technical
security methods, there is a certain gap in the field of
security of products of wide distribution, such as labels
and packaging. The issue of security of the printing design
is especially acute in connection with development of re-
productive and digital equipment, which makes it possible
to easily reproduce the original packaging that does not
have security. Unlike traditional objects of application of
security equipment, packaging and label products have
certain limitations. These restrictions primarily concern
the cost of protected products, the nature of the design
and the used materials.

Given the cost constraints imposed on the security
elements of label and packaging products, the applicability
of most of them is low, as well as economic efficiency.
For these reasons, it is necessary to create an effective
integrated product suitable for the security of labels and
packaging products.

Thus, there is a need to develop methods and models
for assessing the level of security of a printed product,
which will make it possible to comprehensively solve the
problem of choice and minimize the cost and time costs
for developing the original layout of a protected product.

2. The ohject of research
and its technological audit

The object of research is the process of selection of
the elements that make up a complex of security printing
technologies to counter the fabrication of a printing product.

The subject of research is optimization methods in
the problems of selecting a complex of security printing
technologies, information technology of pre-press prepara-
tion of publications.

One of the most problematic places is the process
of deciding whether to incorporate into the design of
a printed product some or other elements that protect
the product from falsification. At large and well-known
enterprises, such as Ukrspetspoliprografia (Ukraine) or
Goznak (Russia), such decisions are made on the basis of
collective analysis in the relevant departments. Secured
printing products number dozens (securities, documents)
and even hundreds (money banknotes) of security elements
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of varying degrees of complexity. The expediency and ne-
cessity of counteraction to falsifiers in these cases often
cause the use of complex and expensive elements of se-
curity (nanotechnologies, special types of printing, etc.).

However, for simpler printing products, such as alcohol
labels, food products, perfume, drug packaging, often just
a few simple security elements are enough to complicate
the possibility of counterfeiting.

Such products are developed and printed in small en-
terprises, using common technologies and conventional
equipment.

The effectiveness of security in this case is ensured by
the complexity of the selected security elements, based
on different physical principles. For example, microtext
and microimages are based on the use of high-resolution
equipment and can be falsified by the same counterfeiting
technology. While a pair of security elements — microtext
and pseudo-ireal printing in pantone color are based on
different principles, and require greater efforts for falsi-
fication. However, when printing labels on offset equip-
ment of good quality, both of these security elements in
the original product are realized quite simply and do not
require significant costs.

The choice of a security complex, that is, the selec-
tion of a small number of security elements that will
provide a sufficient level of counterfeiting, requires certain
knowledge in the field of secured printing. To solve this
problem, within the framework of a small firm or design
bureau, an automated information system will be a good
help. This system in the conditions of a specific type of
product and given financial constraints will help to make
a list of security elements for inclusion in the developed
original layout.

3. The aim and ohjectives of research

The aim of research is analysis of scientifically based mo-
dels and methods for optimizing the selection of a complex
of security printing technologies that ensures a sufficient
level of security of a printed product from falsification.

To achieve this aim, the following tasks must be ac-
complished:

1. Analysis of information technologies used to protect
printing products from unauthorized copying and falsi-
fication.

2. Development of an information model for the task
of selecting a set of security printing technologies for
a printed product (labels, packaging).

3. Statement of the mathematical problem of optimizing
the selection of a complex of security printing technolo-
gies for a printed product.

4. Research of existing solutions
of the prohlem

Development of quality systems that ensure the safety
of products from attacks by counterfeiters has been going
on for a long time. Various approaches are considered, both
related to a comprehensive approach to the problem [1-3],
and to the improvement of individual elements [4—6]. More
promising authors consider integrated systems of security of
printed products, when the original layout includes several
security elements. A general description of elements of
printing security includes hundreds of titles [2, 3, 7, 8].

In modern conditions of the development of computer
technology, the theory of the development of information
systems that can become a working tool of a designer
of protected printed products becomes topical [9, 10].
In conditions of a variety of available security technolo-
gies, it is necessary to comprehensively assess the level of
product security, to choose the optimal solution [9-12].

The main tasks of research are the following:

— evaluation of the security level of printed product.

To do this, integral assessments are introduced, clas-

sification of types of security is carried out, weight

coefficients are considered;

— selection of optimal parameters and security elements.

A mathematical optimization model is constructed,

which can be solved further within the framework of

linear optimization or graph theory.

To assess the security level of a printed product in
the literature, a weighted average integrated indicator is
calculated based on the following criteria [7, 9]:

— the security degree provided by this technology;

— the cost of using this security element;

— a combination of these indicators.

In general, the integrated indicator is defined as:

N
R =2Rixiv )
i1

rae Ri, — integrated indicator of security of a printed
product; R; — weight coefficient, taking into account the
importance of security technology, based on its complexi-

ty, security properties; As a rule, in normalized systems
v
ZR,:l; x; — a number of security elements that form
i=1
a system of security products, usually represented in bi-

nary form xe{0; 1}.

The level of importance of the security element is
determined in [9] by the method of polling of ten ex-
perts with subsequent averaging. Similarly, the level of
increase in the cost of the basic (unprotected) product
is calculated. However, for a peer review, a limited set
of security technologies is chosen, focused on a specific
type of printing packaging.

Results of processing of expert estimations on much
larger circle of security are resulted in [7]. Therefore, in
subsequent studies, this list is taken as the basis, which
was later refined and supplemented.

A hierarchical scheme for assessing the quality of worn
banknotes by using the hierarchy analysis method or using
a complex indicator is developed in [10]. One of the crite-
ria for assessing quality is the adoption of security, which
includes as part of the group of material security, graph-
ics, special types of printing, paints and post-printing [7].

5. Methods of research

On the basis of a generalized scheme for quality forma-
tion of banknote production, further production methods
for improving technological processes are explored. The
study developed a system for assessing the wear resistance
of products obtained with the use of new solutions, as
well as information tools that allow the implementation
of new technological solutions and support feedback from
users. The weight of the corresponding coefficients in the
integrated indicator is calculated by statistical analysis
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of the results of the analysis of damaged banknotes. The
degree of influence of partial criteria is taken into account
by standardized indicators:

- X
d , j=1k xeS,
xmaxj
Xmin j .
Rim:: VV]7]:k+1)m;XED7 (2)
ij
, j=m+1k xeD.
xmaxj

The problem of optimization of a protected printed
product is considered both for general cases [12], and
for particular cases of packaging [8] or bank checks [4].
The method of linear optimization and graph theory is
investigated.

The concept of «technological series» is introduced in [7]
for a more accurate classification of technologies for printing
security. As a definition, it is proposed the following: «the
technological series unites types of printing security based
on the same technological principle». In particular, the fol-
lowing technological series are distinguished (Table 1).

The security data are shown in Fig. 1 in more de-
tail, taking into account the security properties and the
economic coefficient.

In accordance with the table in Fig. 1, it is possible
to develop a set of printing security, as well as avoid the
repetition of the same type of security, while maintaining
a sufficient level of product security.

In the developed table (Fig. 1), the vertical columns
determine the reliability index of predictable security. De-
pending on the requirements for the printing product and,
accordingly, the overall reliability index of the security

complex, the elements can be classified according to their
significance as follows:

1 — security, used only as auxiliary;

2 — security, which have satisfactory reliability;
3 — security of sufficient reliability;

4 — security by a high measure of reliability;

5 — dominant security;

6 — security of the highest measure of reliability.

Depending on the background conditions (controlled
or uncontrolled), the significance of using security for
a given range may vary. This particular protective techno-
logy can be highly resistant to falsification in itself, but
if under these conditions such security can’t be verified —
the effectiveness of such security is reduced to zero.

On this basis, the integrated indicator of the security
of a printed product can be calculated as:

N M
R :ZAijszjxip 3)
=t =l

where i — the serial number of the technological series;
j — the serial number of the security technology in this
technological series; A; — coefficient of significance of this
technological series in specific conditions for a specific
type of printing products; R; — security coefficient of this
technology of printing protection [7]; x; — set of security
elements that form the system for security of a printed
product is represented in a binary form xe{0; 1}.

The problem of selecting a complex of security printing
technologies for hampering unauthorized reproduction (fal-
sification) has been repeatedly discussed in [3, 7,9, 12]. As
a rule, the creative nature of the solution of this problem
and the need for cooperation with an expert in this field
are emphasized.

Tahle 1
Classification of printing security by technological series
Ne of . . - . .
ceries Technological series Principle of operation Examples of security
1 Thin graphics in an uncontrolled en- | Using the minimum possible thickness of | Background tangry (anti-scanner) grid nets, guilloche elements,
vironment the element lines hidden images, microtext mm, microtext micron, micrographics
Thin graphics in a controlled environ- The rn.amfestatmn of hidden images in thin Void Pantograph (a different dot with a regular structure), Copy
2 graphics elements based on the use of - . .
ment - . ban + (a different dot with an irregular structure)
a multicolor dot with a regular structure
3 Dyes that glow in UV, IR radiation Glow in UV/IR radiation Colorless, colored, two-layered
4 Snecialized dves Color change under the influence of physi- | Metallized, oxidizing, penetrating, intumescent, color-shifting
P v cal and other influence 0VI, photosensitive, thermosensitive, double-layer thermosensitive
5 Water marks Use of special paper Tinting of paper cloth, figured silicone coating, one-level, two-
level, halftone watermarks
Addition of visible inclusions into the . Fibers, heat-sensitive fibers, metallized threads, diving (stitch)
B ) Use of special paper :
material metallized threads
7 The addition of inclusions visible in Use of special naner Invisible fibers, visible fibers, metallized threads — changing
the UV and IR ranges into the material P Fap color in [R/UV radiation
8 Embossing Special postpress operations Stamping embossing, foil embossing
9 Die cutting Special postpress operations Figured die cutting
10 | Holograms Special postpress operations Embossing with holographic foil, pressing of holograms
11 | Machine-readable codes Use of data scanning technologies O/ CD'ElES, .h.ar FDdES’ UCH codes, MICH codes, magnetic stripe,
RFID identification
12 | Numbering Use of nonrepeating data Number1ng, nurnbermg Wlth perfu.r'aunn., numbering with contral
discharge, numbering with security paints
_— . . - High, deep, pantone, pseudo-ire (pantone gradient), metallo-
13 | Printing technologies Special types of printing graphic, iris (prismatic), Orlov printing
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Kon§hm Prmupl'e of 1 1 2 2 3 3 4 4 5 5 6
series operation
1 Anti-scanner _ Tangular 7 Guilloche Latent 7 _ _ o _ _
protection grids elements Image
1 Microtext and 7 7 Microtext, | Microtext, Micro- - - B _ _ _
micrographics mm mm graphics
Anti-scanner Void ** Latent
2 protection with - - - - Pantoeraph Image (tilting | Copy Ban + - - - -
hidden image antograp effect)
. Colorless | Colored Current- B Double-layer
3 Specialty dyes = UV UV e Visible in IR visible in IR = = = = =
Color- Thermo- Double-layer
4 Specialty dyes | Metallized | Oxidizing |Penetrating |Intumescent shifting OVI Light sensitive sensitive thetho— - - -
sensitive
Ueaifig @ Elgured One-level Two-level | Halftone
5 Water marks - the paper | silicone - - - - -
. watermark watermark | watermark
web coating
Fibers and W UV visible | Metallized | Lherme- | Metallized stitch
6 inclusions - - invisible - fibers fibers sensitive thread in the metallized = =
fibers fibers paper thread
Stamping and Figured die| Stamping Foil Metallf) 3 Comp_lex
7 . 8 - . . - . - graphic chemical = = =
Die cutting cutting | embossing stamping 5
ornament protection
Prl?;iCtIZF Embossing
Embossing and glumng with Pressing of
8 = self- - - - - . - - -
holography . holographic holograms
copying flm
forms

Fig. 1. Classification of technologies of printing security according to technological series, taking into account the measure of security reliability

The formalization of the criteria for the selection of
printing security, based on the level of product security
and the increase in prime cost, is given in [3, 7, 12]. The
future work on the construction of a model for the task
of optimizing the parameters of a complex of printing se-
curity is considered promising, when the sufficiency in
terms of the product’s security (labels, packaging) and the
commercial aspect of printing are the priorities.

6. Research resulis

6.1. Development of mathematical model. When solving
a specific optimization problem, the researcher must first
choose a mathematical method, with which it will be possible
to obtain the final result with the least computational cost.
The choice of this or that method is largely determined
by the formulation of the optimization problem, and also
by the mathematical model of the optimization object.

Let’s formulate the problem of optimizing the parameters
of a security printing complex as follows [12].

Let the values of the parameters of the security complex,
i. e. the list of technologies used to protect the printing
products against falsification, constitute a certain set X. Let’s
select from this set the subset x: xe X, which represent
the values of the parameters of the complex potentially
applicable in this particular case. For example, the use
of a microtext label with a normal resolution in a print,
a high-resolution microtext, microimages are parameters
of a complex that belong to a set of X, whereas Orlov
or iris printings do not belong to this set.

In this case, the parameter of the complex corresponds
to the presence (absence) of this or that technology of
printing security and can be represented as:

{xiZO; x; cX; i={1,N}}. (4)

This vector contains characteristics of a complex of
printing security of arbitrary complexity.

Taking into account the significance of each parameter
and, accordingly, the security level of the product, let’s place
the elements of the vector in correspondence with a cer-
tain weight characteristic Ry: {R,-, >0; i={1,N}; j={1,M}}.

The weight characteristic R; is the coefficient, which
in conventional units indicates the security degree of the
printing product, provided that this security element is
included in the security complex. Specific values of the
weight characteristics R;; are determined on the basis of
statistical studies, taking into account the type of the
protected printing product.

Let’s compose the function of integrated security of
the product (the objective function) for the task. In this
case, x; will be parameters that need to be determined
based on the maximization of the aggregate security level.
The correctness of such premise is shown in [10] and is
based on the fact that the logical function of the conjunc-
tion can be interpreted as the sum of the corresponding
components in the arithmetic sense:

N
Rim = R1X1 + RQXQ +...+ Rnxn = ZRixi — max,
i=1

R = i A i R;x; — max. (5)

=t =t

It should be noted that the conditions under which
this approach can lead to a reassessment of the actual
security level of the product. The authors of [3, 10] show
the necessity of taking into account the complexity of the
algorithm of forming the function of the security level,
which they relate to the level of costs for the implemen-
tation of this algorithm.

;36
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The conditions that apply to the parameters of the
protective complex are mainly of economic origin — a re-
duction in the cost of the product. However, indirectly, the
diversity of the principles used to counter counterfeiters
is taken into account here.

Formalization of such requirements is not an easy task,
and in practice the generalized data given in [7] are of-
ten used, where the level of rise in cost of production
with respect to the base product is displayed by cost in-
dices (Table 2).

Tahle 2

Correspondence of level of rise in price of the cost price
in relation to a base product

Value index Rise in price in relation to the base product, %
1 0-5

5-30

30-50
50-100
100-200

200-300
300-400
400-500

[ I S = < I I ¥ B ) (O S I B A )

A conditional base product is understood as an unsecured
polygraph product corresponding to this security. That is,
the masking meshes for mailers and mailings correspond
to a basic unprotected mailer or mailing. Contour silicone
coating with toning of silicone mass corresponds to an
unprotected printing self-adhesive product. Paper with
a watermark corresponds to the product on unsecured offset
paper. UV, IR and heat-sensitive paints correspond to an
unsecured product made with conventional printing inks.

The best relation between the value index and the
rise in price is described by a polynomial dependence,
as shown in the graph of Fig. 2.

600 %

500 % /
400 %

300 % /
200 % /
100 % /
0% T T T T 1
0 2 4 6 8 10

Fig. 2. Graph of the relationship between the value index
and the rise in price

The aggregated rise in price of the base product can
be defined as a first approximation as the total index
of the rise in price of the prime cost, determined by all
applied security technologies.

Thus, the cumulative increase in the cost price of
a printed product in comparison with the base product
can be defined as:

N
Cin =CX+ Xy + ...+ C X, = ZCNC; <C,.
i=1

(6)

In this case, as a rule, the maximum rise in price is
limited by a certain level of Cj.

As a result, the general problem of linear programming
for selecting parameters that define a complex of printing
security may look like:

(7

An important tool for increasing the effectiveness of
numerical methods of linear programming, as in other
fields of mathematics, is the consideration of the additional
specificity of the solving problem. Due to the complexity
of the logical structure of the general method, it is often
possible to reduce its complexity and simplify the require-
ments for the power of computer technology.

When solving this problem for specific cases, the ob-
tained results will reflect the values of the vector of tech-
nologies applied in the protective complex, expressed by
binary values («1» — technology is enabled, «0» — techno-
logy is disabled). However, the analysis of the algorithm
for solving the linear programming problem points to the
one-sided nature of such optimization method with respect
to the chosen direction of its application — the process
of selecting elements of complex printing security. The
essence of this shortcoming is in the above formulation of
the problem, a number of inexpensive, one-type protective
technologies can be chosen, which are based on the same
technological principle.

Thus, let’s consider it expedient to supplement the task
of optimizing the parameters for selecting complex printing
security by taking into account the technological series,
introducing an additional condition — each technological
series must be represented by only one security technology.

The statement of the problem will remain the same
for all types of printing products, but it is supplemented
by a condition of the form:

N
J=1

for each i-th technological series.

As a result, the general problem of linear programming
for selecting parameters that define a complex of printing
security may look like:

N M
Rim:ZA?X‘Rix — max,
i=1 j=t
N M
Ciw = chx,-j <C,y,
=1 j=1
M
Y x;=1|Vi=1,N. 9

.
N

The result will be a set of recommended security ele-
ments that provides the highest possible security rating with
a given limitation of the level of increase in prime cost.
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6.2. Development of a system of indicators and methods
for assessing the security level of printing products. To
determine the importance of accounting for various tech-
nological series, an experimental account of the frequency
of use of protective technologies in labels of alcoholic
beverages, food products, drugs produced by printing en-
terprises in Kharkov (Ukraine) is taken. The possibility
of combining various security elements to counter falsi-
fication is analyzed.

Samples of secured printed production are analyzed
for this purpose, the main elements of security are identi-
fied, the frequency of occurrence of this element is cal-
culated (Table 3).

Based on the results of the generalized analysis, the
weight coefficient is calculated with which this security
element will be taken into account in the integrated evalua-
tion of the product’s security. This weight coefficient takes
into account the frequency of occurrence of this element
in the totality of the considered samples, as well as the
belonging of the element to a certain technological series.
For example, the use of metallic paints or pantone inks
as a security element is found in very many labels, they
are taken into account within the same technological se-
ries and are interchangeable elements. Figured die cutting
is much less common than metallic ones, but within its
technological range is the predominant security element.

Table 3
Analysis of the applicability of security technologies
Set of labels Sau-
Fre- Weight Ka- . Rusal- | Rusal- | Rusal- | Sre- . . for cognac,
. , Hamil- | Syab- . Fin- | Stoli- sage
quency coef- Security | zatska | Bud'mo ka ka- ka- | tenka | Smirnoff ) Dovgan-
- ton rovka . landia | chnaya ) label
of occur- | ficient, | element | Rada label Maiak | Volna | Ryby | vodka | label Ukraine
label | label label | label Flexo-
rence,% % label label | label | label | label company rint
(Kharkov) P
Figured
69 31 Die Cut- - + + + - + + + - + - + +
ting
92 43 MEtfam': + + + + + + + + + + + + -
paint
77 42 Pantone - - - + + + + + + + + + +
color
85 33 Barcode + + + + + + + + + + - + -
62 24 Microtext - - + + - - - + + + + + +
2pt
Microtext
23 9 2pt swath - B * B B - B B * B B B *
8 3 Microim- _ _ _ _ _ _ _ _ _ _ _ _ +
age
Orna-
38 15 mental - + + + - - - + - - - - +
microfiber
Anti-
scanner
38 15 back- - - - + + + + + - - - - -
ground
grid
38 gz | Tramspar- | - - - - + + - + + - - -
ent glue
Base
38 69 transpar- + - - - - + + - + + - - -
ent film
Base
15 8 metallic - - - + - - - - - - - + -
color
Printing
on the
8 17 adhesive - - - * - - - - - - - - -
side
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6.3. Estimation of the significance of the used statistical
data. In selective observation, the concepts of «general set»
are used — the studied set of units that is to be studied
on the basis of characteristics of interest to the researcher,
and «sample set» is a randomly selected part of the general
set. This sample is presented with the requirement of rep-
resentativeness, that is, when studying only a part of the
general set, the conclusions can be applied to the whole set.
Characteristics of the general and sample collections can be
the average values of the studied features, their variances
and the mean square deviations, mode and median, etc.

Researchers may also be interested in the distribution
of units according to the characteristics studied in the
general and sample collections. In this case, frequencies
are called general and selective, respectively.

The system of selection rules and methods for charac-
terizing the units of the studied set is the content of the
sampling method. The essence of the method consists in
obtaining primary data when observing the sample with
subsequent generalization and analysis. The received data
extend to the general set, assuming that the conclusions
obtained in the sample set will be true for the general set.

The representativeness of the sample is ensured by ob-
serving the principle of randomness of selection of objects
in the set. If the set is qualitatively homogeneous, then
the randomness principle is realized by a simple random
selection of sampling objects. A simple random selection
is a sampling procedure that provides for each unit of the
set the same probability of being selected for observation,
for any sample of a given volume.

Thus, the purpose of the sampling method is to draw a
conclusion about the significance of the characteristics of the
set on the basis of random sampling information from this set.

The power of the criterion is the ability of the criterion
to detect statistically significant differences, if they really
exist. When planning a study, it is necessary to know the
power of the used criterion. It makes sense to begin the
study when there is a good chance to detect clinically sig-
nificant differences. And it makes no sense to spend re-
sources on 40 % the probability of confirming the effect of
a new remedy. Usually, the power is selected at the level
of 70-80 % (B = 0.2-0.3). The significance level o is given
by the researcher himself. Currently, for clinical trials, it is
recommended to choose alpha 0.01 or even 0.001:

_ paZi 0,75:0,25-2,3”
AT T 0,05

=~ 400. (10)

In this case, let’s consider the type of sample as a simple
random sample (simple randomized selection). In this case,
any sample unit has equal chances to be selected.

For quantitative characteristics:

SXZIN

"TANT 222

(11)

where N — the volume of the general set; A — sampling
error is an objectively discrepancy between the characte-
ristics of the sample and the general population, as well
as the level of significance, the sampling error is set by
the researcher himself. Its preliminary evaluation (the
preferred value before substitution into the formula) is
often arbitrary. As a rule, it is not recommended to ac-
cept a sampling error above 5 %.

For nominal and ordinal attributes (the proportion of
objects with a given characteristic):

PaZiN

- AN + pqgZ?2’ (12)

The representativeness of the sample is confirmed by
statistical calculations. To estimate the required range of
a representative sample n, the following formula is used:

PaZiN
" A2N +pgZ?

_0,75:-0,25-2,32-2500
©0,05%-2500+0,75-0,25-2,3?

=345,(13)

where N — the volume of the general set, for the Kharkov
region (Ukraine), numbering about 500 printing enterprises,
it was decided to consider a total range of issued labels
in 2500 titles; A — sampling error, in accordance with
the recommendations was adopted at 5 %.

The significance level oo was chosen in accordance with
the recommendations o0=0.015, which corresponds to the
critical Z value of the standard normal distribution Z=0.25.

The probabilistic values g =1-p, p were chosen empiri-
cally, in the paper p=0.75 and ¢=0.25.

For an unknown number of the general population for
quantitative characteristics, the formula is somewhat simp-
lified, but it gives a calculated result of the same order:

pqZ: 0,75-0,25-2,32

AT = 0.057 =400.

(14)

Thus, the analysis of more than 500 labels (printed
products) carried out during the study can be considered
sufficient from the point of view of statistical certainty.

The research shows that the most common in modern
labels is the use of non-traditional printing inks — pantone
colors, metallized paints. Figured die cutting is often oc-
curred. The printing of protective anti-scanner grids and
micro-text inscriptions with font size less than 2 pt, which is
dictated by the fight against digital falsification, are popular.

7. SWOT analysis of research results

Strengths. The proposed methodology makes it pos-
sible to facilitate and improve the work of the designer
and developer of printing products (labels, packages) that
require the use of anti-counterfeiting elements. The main
principles on which the methodology is based are:

— a comprehensive security system is preferable to

the use of separate elements;

— the main factor controlled the falsifier is an economic

factor. If the increase in the cost price of a product with

security technology from a counterfeiter is higher than
that of a developer, such security is deemed satisfactory.

The strengths of the proposed methodology include:

— ease of implementation of mathematical calculations,

in the form of Excel spreadsheets or a simple software

product;

— ease of use for a user who is not sufficiently trained in

the field of secured printing. The user (designer) operates

with the usual terms for himself (label, rise in price);

— the methodology is based on the classification se-

ries, which ensures the use in each specific product

of various security elements.
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Weaknesses. To the weaknesses of the proposed metho-
dology, one can attribute the general lack of problems
solved by the method of linear programming. In particular,
the selection of the complex begins with an element that
gives maximum security with minimal cost increase. At the
same time, an equivalent combination of less effective,
but less expensive technologies can be lost.

Opportunities. Improvement of the proposed methodo-
logy may be associated with research and identification of
the importance of secured printing technologies for specific
types of products. The introduction of additional sub-
categories (wine label or low-alcohol label in the category
«alcohol label») will allow more accurate consideration of
the applicability of secured technologies in individual cases.

Another area of promising research is the use of more
complex mathematical methods, for example, formal graph
theory.

The main area of application of the proposed metho-
dology are small design firms of printing orientation, de-
veloping inexpensive printed products of medium and small
print runs. To introduce elements of printing protection
against falsification in these cases, often it does not require
the participation of an experienced expert. However, the
selection of the optimal set of protective equipment is
an important task.

Threats. The methodology assumes constant monitoring
of security technologies, means of a press and postpress
processing. New means of printing security appear quickly
enough. The improvement of equipment leads to a reduction
in the cost of security technologies. Thus, there is a need
for constant updating and refinement of weight coefficients.

A software solution that allows to choose the opti-
mal security complex, recommends only a set of security
elements, but not their size and location on the secured
product. Placement of security elements on the original
layout is shifted to the designer-developer.

1. The analysis of information technologies used to
protect printing products from unauthorized copying and
falsification is performed, and a promising research direction
is identified, namely, a comprehensive integrated assess-
ment of the level of product security. There are 104 ele-
ments that can be considered as preventing falsification.
Six characteristic profiles (wine label, perfume label, etc.)
are distinguished. Lists of acceptable protective elements
are made for them. In the optimization problem, from this
list, the best ones are chosen according to the security
properties within the constraints.

2. The application of the methodology of integrated
indicators for evaluating the security of a printed product
against falsification is proposed. The peculiarity of the
technique consists in determining the weight coefficients
taking into account 15 technological series to exclude the
use of the same type of security elements. The significance
of each element in the integral evaluation is determined
by the analysis of 500 labels (printed products).

3. The mathematical problem of selection of a complex
of security printing technologies by the method of linear
optimization is set. The optimized value is an integrated
assessment of the security level of a printed product against
falsification, and the main limitation is the level of increase
in the cost of a product due to the use of security elements.

References

1. Anderson, R. Security Engineering: A Guide to Building De-
pendable Distributed Systems [Text] / R. Anderson. — John
Wiley & Sons, 2001. — 640 p.

2. Lampert, C. Printing Technique Classification for Document
Counterfeit Detection [Text] / C. Lampert, L. Mei, T. Breuel //
2006 International Conference on Computational Intelligence
and Security. — 2006. — P. 1-6. doi:10.1109/iccias.2006.294214

3. Kyrychok, P. O. Zakhyst tsinnykh paperiv ta dokumentiv suvo-
roho obliku [Text]: Monograph / P. O. Kyrychok, Yu. M. Koros-
til, A. V. Shevchuk. — Kyiv: NTUU «KPI», 2008. — 368 p.

4. Cerulli, R. Finding Pattern Configurations for Bank Cheque
Printing [Text] / R. Cerulli, R. De Leone, M. Gentili // Pro-
cedia — Social and Behavioral Sciences. — 2014. — Vol. 108. —
P. 219-234. doi:10.1016/j.sbspro.2013.12.833

5. Seto, A. Ensuring document security and privacy in transpromo
printing [Text] / A. Seto, J. Lisi, M. K. Ahmed // 2009 IEEE
Toronto International Conference Science and Technology for
Humanity (TIC-STH). — 2009. doi:10.1109 /tic-sth.2009.5444488

6. Simske, S. J. Qualification of security printing features [Text] /
S. J. Simske, J. S. Aronoff, J. Arnabat // Optical Security and
Counterfeit Deterrence Techniques VI. — 2006. — P. 1-12.
doi:10.1117/12.641762

7. Konshin, A. A. Zashchita poligraficheskoi produktsii ot fal’sifika-
tsii [Text] / A. A. Konshin. — Moscow: Sinus, 1999. — 160 p.

8. Warner, R. D. Introduction to Security Printing [Text] /
R. D. Warner, R. M. Adams II. —Ed. 2. — USA, Pittsburgh,
PA: Printing Industries of America (PIA) Press, 2016. — 240 p.

9. Krestianpol, O. A. Informatsiini tekhnolohii v proektuvanni
systemy zakhystu pakovanoi produktsii [Text]: Monograph /
O. A. Krestianpol, L. Yu. Krestianpol, B. O. Palchevsky; ed.
by B. O. Palchevsky. — Lutsk: Vezha-Druk, 2015. — 160 p.

10. Kyrychok, T. Yu. Naukovi osnovy zabezpechennia znosostiikosti
banknotnoi produktsii [ Text]: Thesis of the Doctor of Technical
Sciences / T. Yu. Kyrychok. — Lviv, 2014. — 450 p.

11. Hampden-Smith, M. Overt security features through digital
printing [Text] / M. Hampden-Smith, S. Haubrich, R. Korn-
brekke, J. Shah, R. Bhatia, N. Hardman, R. Einhorn // Optical
Security and Counterfeit Deterrence Techniques VI. — 2006. —
P. 1-10. doi:10.1117/12.641882

12. Biziuk, A. V. Raschet obobshchennogo pokazatelia zashchish-
chennosti poligraficheskogo izdeliia dlia informatsionnoi siste-
my [Text] / A. V. Biziuk, P. E. Zhernova // Bionica Intellecta. —
2016. — Ne 1 (86). — P. 63—67.

PABPABOTKA METOJROB ¥ MOAENE{ KOMINNEKCA 3AIMTHBIX
TEXHOMOTHI{ ANA MONHTPAGHYECKHX U3AENHIA

TIpoBenen anamns cyIecTBYOIMEN TEXHOJIOTHI OIMUCAHUS YPOB-
HsI 3aIUIIEHHOCTH TTOJUTPahuIecKoro uazesns ot harbcubukarimm
€ TIOCJIEIYIOIINM BBISIBJICHHEM ee HeJocTaTKoB. Pagpaborana mare-
MaTHYECKasT MOJIEJTh, TO3BOJISIIONIAS BBIUNCIUTD HHTETPUPOBAHHBII
MoKasaTeJib 3aliuileHHoCTH u3aeansa. Oco6eHHOCThIO MOJENN SIB-
JISIETCST UCTIONB30BAHKE TIOHIATUST «TeXHOJIOTHYECKUN PS>, 4TOOBI
WCKJIIOYNTD TIPUMEHEHNE OJHOTUITHBIX 3alUTHBIX JeMeHTOB. Pe-
3yJIBTATAMU TIPOBEIEHHOTO NCCJIE[OBAHSI SIBJISTIOTCS] PEKOMEH/IATTIH
10 ONTUMH3AIMK BBIGOPA 3alIUTHOTO KOMILJIEKCA.

Kmoueesie cnoBa: 3a1MIIEHHOCTD TOJUTPAGUIECKOTO U3/
oT dhanbcnuKaIIy, TeXHOTOTHIECKUN PSIJI, 3AITUTHBIN KOMILJIEKC,
BAIMIUTHBIN 9JIEMEHT.
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