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DATA COLLECTION AND ACCUMULATION
OF MEDIA RESOURCES USING ARTIFICIAL INTELLIGENCE

Abstract. In this difficult time in which our country found itself, information technology has become the
force that is successfully used against the aggressive actions of the enemy. The armed forces, in addition
to the necessary physical assistance, are quite significantly helped in the information sphere, in particular,
from the side of the scientific community. Different directions and branches of computer science are
combined to get an effective way to achieve the desired victory and the long-awaited peace and prosperity.
In this article, the authors offer their vision in the implementation of technology for evaluating information
coming from various media sources. For this, one of the most widely used areas of information technology
— artificial intelligence — was involved in the research. As you know, Al includes a sufficiently wide and
complete set of models and methods for working out various practical problems. In particular, the authors
focused on "soft" calculations, that is, the use of neural networks, fuzzy sets, and genetic algorithms in
combination with methods from another area of Al — intelligent data analysis. All the above-mentioned
ideas are suggested to be considered in the rationale before creating a scientific project. In this article,
foreign and domestic sources will be analyzed in detail in order to identify common and distinctive features
with the author's ideas. Particular attention will be paid to those components that are not disclosed in other
works and are proposed for development in this project. The object, the subject of research, the goal will
also be indicated, the scientific and practical novelty of the implementation of the ideas disclosed in this
work will be revealed. In addition, the advantages of using the proposed methods for solving not only the
task of processing and evaluating information from various media sources will be described, but also the
benefit of their application in other critical military tasks will be shown. Thus, the authors set themselves
the goal of helping our defenders implement an approach based on the application of artificial intelligence.
This article covers only proposals with their detailed scientific justification. So, summarizing all of the
above, the work reveals a theoretical-applied approach at the level of revealing the basic ideas for creating
a project. In the following works by the authors, after the presentation of the research base, more attention will
be paid to already mathematical methods of description and coverage of the conducted experimental studies.
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order to steadily bring the current dangerous state to the

Introduction indicators of 2013, and in parallel to this, to imitate the

To date, the country has found itself in a difficult ~world level of free, strong, democratic, developed,

state, and not at all through its own fault. Everyone faced ~ independent countries as much as possible. The group of
new tasks, which citizens were forced to solve jointly in ~ authors of this project is invited to contribute to this
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desirable and expected goal for every Ukrainian. The
proposed approach does not cover something global,
abstract, but proposes to focus on one of the concrete,
current, urgent problems, namely, intellectual analysis
and processing of media data as active assistance to
intelligence services. Of course, this is not enough for the
needs of the army, but the authors are deeply convinced
that the processing of significant volumes of data
surrounding each of us from all sides of available media
sources using the most promising scientific and applied
direction - artificial intelligence, will be a non-passive
help to the state in order to expel the enemy as soon as
possible and ensure peace and economic development on
the territory of Ukraine.

The purpose of the article

The fundamental problem of the research is the
expansion of scientific knowledge of society in terms of
the practical use of intelligence data of the work of
special services.

The object of the scientific work is the information
model of data processing from various media resources,
which is planned to be studied with the help of practical,
and as an addition to them, theoretical, state-of-the-art
methods of artificial intelligence and intelligent data
analysis.

The subject of the research work is the structure of
the model of the system under investigation, that is, the
special processing of the received data (for example, their
clustering by a neural network) according to clearly
established indicators, its so-called filtering, and the
patterns of development of the system model in the
environment of a military situation.

Main material

In the process of analyzing the results obtained by
the authors of the project by direction, problem, topic,
object and subject of research, the following markers
were established, which determine what exactly the
contribution of the mentioned scientists is and why their
work needs to be continued, supplemented, and improved
[1; 14]:

1. The research problem and task were formed: the
definition of a specific problem or question that needs to
be studied and analyzed (improvement of the algorithm
for collecting and analyzing information from media
resources using artificial intelligence).

2. Conducted a detailed literature review: analysis
of existing research and works in the relevant area,
including information technology, artificial intelligence
and media studies.

3. Research methodology is presented:
determination of the methodological approach to
conducting research (choice of data collection and
analysis methods, use of machine learning algorithms,
etc.).

4. Data collection and analysis was carried out:
implementation of the data collection process from media
resources (website parsing, API data collection sessions,
creation of algorithms for collecting text, video and audio
information from media resources, development of own
tools for information accumulation) ; analysis and
processing of collected data (use of analytical methods,

statistics, machine learning to obtain valuable
information from data).
5. The development and improvement of

intelligent data processing algorithms has been proven:
work has been carried out on artificial intelligence
algorithms that will improve the collection and analysis
of media data (creation of new algorithms for text
processing, video classification, image analysis).

In addition, an analysis of the results obtained by
other scientists in recent years was carried out with
reference to specific publications [3-12], and:

1. The authors have identified an innovative and
interdisciplinary approach for conducting project
research, which combines eclements of information
technology, machine learning, and media research. This
approach can be called an information-intellectual
approach to the analysis of media data using artificial
intelligence. The novelty of this approach lies in the fact
that it combines important aspects of the modern
information ecosystem - media, artificial intelligence and
data - to solve complex social and technological tasks. It
allows not only to make the media more accessible and
informative, but also helps to solve socio-cultural issues
related to the consumption of media content and its
impact on society.

2. The experiment and validation are clearly
presented, for which the experiments and validation of
the developed algorithms were carried out (determining
the efficiency and accuracy of the results, comparing
them with existing approaches).

3. The authors did not ignore the ethical aspect,
namely, they paid special attention to the consideration
of ethical issues related to the collection and use of media
data, in particular, from the point of view of
confidentiality, privacy and secrecy of data (state secrets).

Therefore, it is possible to draw such an
intermediate conclusion that the formulation of the
conclusions of these authors based on the results of the
research they provided, when providing
recommendations for practical implementation or further
research, have a good scientific basis, but insufficient for
implementation.

As part of the performed studies of identification of
parameters of influence on the processes of data
collection and accumulation, scientific results based on
ideas and working hypotheses are expected [14]:

1. Apply the method of successive concessions to
determine the priorities of the impact parameters in the
fuzzy multi-criteria assessment of real and forecasted data.
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2. Atthe analysis stage, develop a SWOT analysis
model in combination with fuzzy systems methods to
obtain a fuzzy model for evaluating the selection of a set
of data.

3. To build a mathematical model in tree notation
for making optimal decisions under conditions of entropy
minimization based on Data Mining methods

4. Build a model of an expert system based on
production rules in the description of the genetic
algorithm method.

5. To improve the method of genetic evaluation to
replace the opinions of experts in the formation of a fuzzy
model of the evaluation of parameters influencing the
selection of a set of data.

Thus, the authors see the goal of the project in the
following way: the development of intelligent
information technology for the collection and
accumulation of media resource data, which will allow to
increase the efficiency of the processes of using data
from unmanned aerial vehicles and improve the quality
of decision-making regarding the selection of the most
suitable structured and correct data in the conditions of
martial law and recovery of Ukraine in the post-war period.

The authors defined the main tasks to be solved by
the project [2; 13 — 14]:

1. Development of a general structural and
functional scheme of software for collecting and
accumulating big data for unmanned systems of domestic
production.

2. Justification of the composition of technical
means for collecting and monitoring the environment by
unmanned systems.

3. Conduct an analysis of existing information
technologies used to determine the suitability of specific
media resources for existing information systems.

4. To carry out a systematic formalization of
various parameters of influence on the choice of a
technological approach to working with information.

5. Development of a complex sensor for
monitoring and measuring the volume of useful
information for UAVs;

6. Creation of information and analytical
subsystem software using artificial intelligence and
remote data processing technologies to collect and
display important information.

7. Development and integration of algorithms for
the protection of information in the subsystem of
collection, transmission and accumulation of data on the
results of monitoring the parameters of the state of the
UAV.

8. Develop integrated models and apply
information technology research methods to the
development of a system for identifying parameters of
influence on the accumulation of media resource data
using the analytical apparatus of fuzzy sets according to
the implemented scheme of strategic development.

9. To conduct experimental studies of the
operation of the automated system for identifying the
parameters of influence on the selection of these media
resources under the conditions of its operation by the
means of information, analytical and software developed
in the work.

As the events of recent years show, almost the entire
territory of Ukraine is a risk zone from the point of view
of the emergence of natural and man-made emergencies.
An important issue is the development of new
information technologies that will allow remote and
prompt expert assessment of the risks of emergency
situations due to the lack of accumulated data.

Innovative and interdisciplinary approaches
combining elements of information technology, machine
learning, and media research can be identified for project
research. This approach can be called an information-
intellectual approach to the analysis of media data using
artificial intelligence.

The novelty of this approach lies in the fact that it
combines important aspects of the modern information
ecosystem - media, artificial intelligence and data - to
solve complex social and technological tasks. It allows
not only to make the media more accessible and
informative, but also helps to solve socio-cultural issues
related to the consumption of media content and its
impact on society.

The main components and structural features of the
research project should include:

1. Formulation of the problem and research task:
definition of a specific problem or question that needs to
be studied and analyzed (improvement of the algorithm
for collecting and analyzing information from media
resources using artificial intelligence).

2. Literature review: analysis of existing research
and works in the relevant field, including information
technology, artificial intelligence and media studies.

3. Research methodology: determination of the
methodological approach to conducting research (choice
of data collection and analysis methods, use of machine
learning algorithms, etc.).

4. Data collection and analysis: implementing the
process of data collection from media resources (parsing
websites, APl data collection sessions, creating
algorithms for collecting text, video and audio
information from media resources, developing own tools
for information accumulation); analysis and processing
of collected data (use of analytical methods, statistics,
machine learning to obtain valuable information from data).

5. Development and improvement of algorithms
for intelligent data processing: work on artificial
intelligence algorithms that will improve the collection
and analysis of media data (creation of new algorithms
for text processing, video classification, image analysis).

6. Experiment and validation: conducting
experiments and validating the developed algorithms
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(determining the efficiency and accuracy of the results,
comparing them with existing approaches).

7. Ethical aspect: consideration of ethical issues
related to the collection and use of media data, in
particular, from the point of view of confidentiality,
privacy and secrecy of data (state secrets).

8. Conclusions and recommendations: formulating
conclusions based on research results and providing
recommendations for practical implementation or further
research.

9. Publication of research results: publication of
scientific articles, report abstracts, and/or report
reflecting research results (interaction with academic and
professional communities to exchange information and
receive feedback).

The material and technical base of the State
University of Trade and Economics meets international
standards for conducting scientific research (computer
equipment, software, laboratory equipment).
Auditoriums are equipped with demonstration
equipment, there are 50 computer rooms. The library
complex "SMART-library" is functioning with
computers, virtual reality helmets and personal gadgets.
The University has registered on the Research4Life
platform, which provides the opportunity for scientific and
pedagogical staff of the University and students to get free
access to the resources of leading publishers of scientific
literature, including Elsevier, Springer Nature, etc.

At the department where the project is planned to be
developed, specialized laboratories "Development and
testing of software" and "Cyber security” have been set
up. The laboratories include 39 modern computers and
specialized equipment: Controlled switch VM-1100S 25
Rm; Managed router D-Link DES-3200-52; MikroTik
hAP ac lite router; Cloner Clone 2 Bay HDD Docking
Station; Wireless video content management device; IP
video camera, etc. Installed special software: Cisco
Packet Tracer, PRTG Network Monitor, RAdmin,
Recover my files, Recovery tools, USB data recovery,
Easeus data recovery, VPN, Virtual Box, HDD Low
Level Format Tool.

Detailed content of expected results:

1. The model being created must process data from
various media resources, i.e. this includes audio and
video data obtained from the appropriate media;

2. Data of different formats will be brought to a
common format for the purpose of their direct processing;

3. The processing itself will be performed using
methods of artificial intelligence and intelligent data
analysis;

4. Depending on the applied method, the output
will be clusters or classes of data groups that will have a
priority scale from the highest to the lowest value for
attention in the further work of intelligence services.

Today, in the field of data processing by methods of
artificial intelligence and intelligent data analysis, or, as

they are also called, methods of machine learning, the
following approaches are most widespread: the use of
artificial neural networks with various variants of their
architecture, fuzzy logical sets of various types of orders,
methods of evolutionary programming. Each of the
above methods can also be combined with another
method in order to eliminate the disadvantages of each
one and strengthen the advantages of the joint
combination. This also includes classification methods
(decision trees, the support vector method, various
regression options), clustering (hierarchical, k-means),
ensemble construction, and associative rules. And this is
far from a complete list. The authors suggest using
exactly fuzzy sets to represent fuzzy logical derivation in
combination with genetic algorithm methods. And to
determine priorities, use the classification method with
extensive use of the technology of building forests on
binary search trees.

Since the methods of artificial intelligence will be
used for the work, which have a clear, rigorous and
proven mathematical apparatus in their work, their
totality proposed by the authors will not require such a
justification. Much more interested in the benefits of use
in practice. Therefore, the authors of this study will focus
on this. Indeed, not only the processing of data from
media resources will benefit from the proposed approach.
After all, data surrounds you from everywhere. Areas
such as area assessments for military operations,
assessment of safe routes for delivery or shipment of
cargo, etc., will also benefit from the model proposed in
this project.

The scientific novelty of the results of the scientific
work of this project is represented by the following
criteria:

a) obtained for the first time: synthesis of artificial
intelligence methods and intelligent data analysis,
namely fuzzy sets and evolutionary programming;

b) improved: classification method in machine
learning based on entropy for determining scale priority;

c¢) developed: a combination of the first and second
points for application in the subject arca of data
processing from various media resources.

The scientific and technical development in this
project is the following idea of scientific and technical
activity proposed by the authors, which is based on the
knowledge obtained as a result of the use of the
researched information model in increasing the
effectiveness of intelligence operations by means of the
analysis and evaluation of media data, which are selected
as a result of research in this in the subject area, and
gradually bringing the acquired knowledge to the stage
of their practical use in further scientific works and
projects.

After analyzing existing analogs in world science in
specific publications, the authors reached the following
conclusions [6; 7 — 10]:
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a) the vast majority of publications contain only
general features, the information provided does not
provide specific practical examples;

b) the focus is mainly on testing the results, but the
articles do not specify which model these results were
based on;

¢) in general, the presented results do not have a
specific implementation. All calculations given in the
available minimum of models are provided to solve some
abstract theoretical-scientific problems.

Conclusion

The information technology of collecting and
accumulating data of media resources with the use of
artificial intelligence is of great value for the
development of the country and the world community,
contributing to the improvement of the quality of life,
ensuring security and the development of science and
technology, namely:

1. Improving decisions in the management of the
country: with the help of collected and processed data, it
is possible to analyze the socio-economic situation in the
country, identify trends and forecast possible
development scenarios.

2. Ensuring national security: the collection and
analysis of data on media resources is important for
identifying possible threats to national security, including
disinformation, cyber attacks, and other threats related to
information warfare.

3. Improving the quality of life of citizens:
Information technology allows collecting data on air
quality, pollution levels, traffic, meteorological
conditions and other factors that affect the lives of
citizens.

4. Development of science and technology: the
development and implementation of such technologies
creates new opportunities for research into artificial
intelligence, data analysis and development of new
algorithms.

5. Global collaboration and The
collection and analysis of data at the global level helps
countries to jointly address global challenges such as
climate change, public health and economic development.

6. Effective crisis and emergency management:
Collecting and analyzing data from media resources can
be critical for managing crisis situations such as natural
disasters, epidemics, terrorist acts, etc.

innovation:
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IH®OPMALIVNHA TEXHOJIOTISI 3BUPAHHSI TA AKYMYJISIIIT JAHUX MEJIIAPECYPCIB
13 3ACTOCYBAHHSM HITYYHOI'O IHTEJIEKTY

Anomauia. YV yeil cknaonuii yac, y KoMy ORUHULACS HAWA KPAina, iHOOpMayitini mexHono2ii cmanu micio cunoio, ska
VCRIWHO BUKOPUCMOBYEMbCSL NPOMU 3a2apOHuybKux 0itl 60poca. 36potiHum cuiam, okpim Heo6xionoi gizuunoi donomoeu, 0060
cymmeso donomazaioms 8 ingpopmayiinii cepi, 30kpema i 3 60Ky HAyK080i cninonomu. Pi3ui nanpsamu ma 2any3i Komn 10mepHux
HAYK NOEOHYIOMbCS, abu ompumamu 0i€gutl Cnoci6 0 O0CASHEHHs OANCAHOT nepeMocu Mma 0082004IKYEAHO20 MUpy i 000poOymy.
Y emammi asmopu npononyiome ceoc bauenns 6 peanizayii mexnonozii 0 oyinku ingopmayii, wo IyHac 3 pisHux meoiaoxiceper.
Jlnst ybo2o 6 docniodcenHsx 6Yno 3a0issHO 0OUH 3 HAUOLILUL WUPOKO BUKOPUCIOBYEAHUX HANPSAMIS IHHOPMAYIUHUX MEXHONIO2I —
wimyunui inmenexm. Ak eioomo, Al exniouae 6 cebe 0o8oai wupoxul, NosHoyinHul Habip Modenell ma mMemooig Ol ONPAYIOEAHHS
PIBHOMAHIMHUX NPAKMUYHUX 3a0ay. 30Kpema, agmopu 3yNUHUAUCS HA «M AKUXY» 00UUCTEHHAX, MOOMO BUKOPUCMAHHI HEUPOHHUX
Mepedic, HeYimKUX MHOICUH MA 2eHeMUYHUX AN20PUMMIE Y NOEOHANHI 3 MemoOdamu we 00Ho20 nanpamy Al — inmenrexmyansnozo
auanizy oanux. Yci suwezeaoani ioei RpONOHYEMbCA pO3TAHY MU 8 OOTPYHIMYBAHHI 00 CMEOPEHHS HAYKOBO20 NPOEKmY. Y cmammi
0emanbHo NPOananizo8ano 3apyoisicHi i 6imuusHAKI 0dcepena 3 Memoro BUAGNEHHS CRITbHUX MA GIOMIHHUX PUC 3 ABMOPCLKUMU
ioesimu. Ocobnugy ysazy 3eeprero came HaA Mi KOMNOHEHMU, SKi He PO3KpUmi  iHuux pobomax i nponoHyiomscsa 00 po3poobnenHs
¥y yvomy npoekmi. Takooic 3a3naueno 06’ckm, npeomem OOCNIONCEHHS, Menty, PO3KPUMO HAYKOSY Ma NPaKmuyHy HOGU3HY 6i0
peanizayii idei npononosanoi pobomu. OKpim ybo2o, ONUCAHO nepedacu GUKOPUCMAHHA 3ANPONOHOBAHUX MemOoOi@ Oas
PO36’A3aHHA He MinbKu 3a0a4i OnpayloeanHs ma OyiHku iHgopmayii 3 pisnux meodiaddxicepen, a i HA8eOeHO KOPUCHb Gi0 ix
3aCMOCYBAHHA 6 THWMUX KPUMUYHUX 3a0aqax Giticbkoeoi cnpasu. Omoice, agmopu nocmasunu cobi 3a memy OOay4Umucsa 0o
0onomMo2u HAWUM 3aAXUCHUKAM ) peanizayii nioxody, wjo 3aCHO8AHUL HA 3ACMOCYBAHHI WmyyHo20 iHmenekmy. ¥ yili cmammi
BUCBIMIIEHO TUlie NPONO3UYIl 3 demanrbHum ix naykosum obrpynmyeannsm. Omoice, niocymogylouu yce guujesasnavene, 8 pooomi
HaBeOeHo MeopemuKko-npuUKIaoHUtl nioxio Ha pieHi poskpumms 0a306ux ioeil 00 CMeopenHs NPoEKmy. Y nacmynuux pobomax
asmopamu nicis npedcmagnents 6asu 0oCuioxceHHs 0yoe npudineno Oinvuie y8asu xice MAMEMAMUYHUM Memooam Onucy i
BUCBIMIIEHHIO NPOBEOCHUX eKCNEePUMEHMATLHUX OOCTIONCEHD.

Knwuoei cnoga: wmyunuii inmenekm; iHmeneKmyanvHuili aHANi3 OAHUX; HeEYIMKI cucmemu; egoioyiiine
npozpamyeanus
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