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Po3rasinyTo mpouecu Ta roToBi pilleHHs1 y KoM I0TepHili kpuminamicTuui. 3aBranus y
KOMII IOTEPHUX KPHUMIHAJICTIB € OAHUMH 3 HalcKIaaHimUX y rany3i iHdopmaniiiHux
TeXHOJI0riii. BaxkaIuBUM ejleMeHTOM Yy Npoueci J0CHiIKeHH KOMII I0TepPHOI TexXHiku € BHOip
HeOOXiTHHUX IHCTPYMEHTAJbHUX 3aco0iB (mporpaMHoro 3a0e3medeHHs]) y KOMII IOTepHiii
KpPUMiHAJICTHIN.

EnCase ForensiC € mnOTYy:KHHM TeXHIYHUM PpilleHHAM [JIsl JOCJiGKeHb Y Traiy3i
KOMII' I0TepHOi KpuMiHagicTuku. Bin sBasie co0or0 6ararozagauynnii MporpaMHuii KOMILIEKC,
SIKMii BUKOPUCTOBYIOTH y 0araTbox KpaiHax cBiTy.

KaiouoBi ciioBa: koMn'10TepHa KPUMiHAJIICTHKA, eKCHePT, moAis, inuuaent, MooiabHuii
Kpuminagicr 2013.

The processes and ready-made solutions in computer forensics have been described. In
the area of information technology the tasks of a computer forensicsinvestigator are regarded
as most challenging. Choice of an adequate forensic software tool is an important element in
computer forensics.

EnCase Forensic is a powerful platform for computer forensics investigation. It is a
multi-task software package used in lots of countries.

Key words: computer forensics, incident, investigator, forensics, EnCase Forensic.

Beryn

[linnpuemcTBa Ta JAepkaBHI OpraHizamii BCe 4dacTille NEPeXHBAIOTh IHIUACHTH Yy cdepi
iHpopmariitHoi 6e3neku. Butik TaemHoi iH(pOpMaIlii, mopymieHHs iHdpopMamiiHOi Oe3rekn, MaxiHalii 3
CJIEKTPOHHUMH  IUIATDKHUMHM ~ CHCTEMaMHd, BHKpaleHHA KoH(ineHUilHOl iHdopmauii, 3HHUIIEHHS
€JICKTPOHHUX JOKYMEHTIB CIPHUYHHSIOTH 3HAUHI 30UTKH Ta € pealbHOI0 3arpO3010 MisNTEHOCTI KOMITAHIH Ta
JiepKaBHUX CTPYKTyp. OTiKe, BUHHKAE HEOOXIHICTh Y PO3CIiAyBaHHI KOMII'IOTEPHUX 3JIOUMHIB, a TAKOXK
30MpaHHA J0Ka3iB 3 METOI0 MOAAaHHSA TMO030BY 10 cymy. Lli 3amadi chOrofHi € IOBOJI CKIATHUMH, aie i
HalBa)XJUBIIIMMY y KOMI IOTEPHIN KPAMIHAJICTHIII.

Komm'torepna kpuminanictuka (forensics) — mpukiagHa Hayka Npo pO3CIiTyBaHHS 3JI0YHHIB
(iHITMIEHTIB), TIOB'A3aHUX i3 KOMITFOTEPHOIO iHPOPMAITIET0, TIPO JTOCIIIHKEHHS IIU(PPOBHUX JTOKa3iB, METOIIB
MOIIYKY, OTPUMAaHHS 1 (piKcaIlii TaKuX J0Ka3iB.

Metow pobGoTum € oOrjsan, BU3HAUCHHA (YHKIIOHAJBHUX MOXJIMBOCTEH HalCydYacHILIMX
IHCTPYMEHTAIBHHX 3aC001B, 1[0 BUKOPHCTOBYIOTHCA Y KPUMIHANICTHII B KOMIT FOTEPHUX CHCTEMaX.

KoMmn'roTepHa kpuminaicTuka i 30MpaHHs 10Ka3iB
OCHOBHMM HampsiIMOM KOMII'FOTEPHOI KPUMIHAJIICTHKH € JOCHIJPKEHHS MAallMHHUX HOCIiB
iHdopmanii 3 MeTor (GopMmyBaHHS J0Ka3iB I cyny (MPOBEACHHS KOMITIOTEPHO-TEXHIYHHX CEKCIICPTH3,
00'eKTiB aBTOPCBKOIO IMpaBa), a TaKOX 30MpaHHSA ONEPaTHBHOI iH(oOpMaIii, sKy He OyIyTh
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BUKOPUCTOBYBAaTH K IOKa3H y cyni. KpiM Toro, 10 KOMI'IoTepHOI KpUMIHATICTUKY HaJekaTb i CyMiKHI
o0racTi, y SKHX JOCIIPKeHHSI KOMITIOTepHOI iH(opMaIlii Ma€ BaXIJIMBY POJIb. PO3CIIAyBaHHS iHINUICHTIB
iHhopMalliiiHOT Oe3MeKH B OpraHi3allisix, KOMIaHisIX, 0aHKIBCbKMX YCTaHOBAaX.

KpuMiHaNiCTHYHHUIA TPOLIEC, M0 MPOBOMAThH CIHEIIaTicTH Ta ekcrnepTd, [1] moaiasroTh Ha YOTHPH
eTarnm:

1) 36upanns camoi iHdopMalii sK Takoi, a TaKOX HOCIIB KOMITIOTepHOI iH(MopMaIlii
CYTIPOBOKYETHCS TMOMITKaMH aTpUOYTiB, 3a3HAUESHHIM JKEpel TTOXO/DKeHHS TaHUX 1 00'eKTiB. Y mporieci
30MpaHHs HEOOXiJHO 3abe3nedyBaTHCh MOBHOTA 1 MUTICHICTH (HE3MiHHICTB) iH(OpMaIi, a y ISSIKHX
BHMaAKaX i1 KOHDiAeHIiHICTh. [HKOMM Tix Yac 30upaHHs JOBOAMTHCS 3aCTOCOBYBATH CIIEIiaIbHI 3aXOIH
s Gikcanii HeTOBroBiuHOI iH(oOpMarii (HANPUKIAK, MOTOYHHUX MEPESKEBHX 3'€qHaHb ab0 BMICTY
OIIEPaTUBHOI ITaM'ATi KOMITIOTEPA);

2) IOCIiDKeHHsI eKcriepTamu 3i0panoi iHdopmartii mepeabayae 3UnTyBaHHs ii 3 HOCITB, 1€KOyBaHHS
Ta BWIYYCHHS HEOOXimHOI iH(oOpMaIlli, Mo cTocyeThes crpaBd. JlesKi MOCITIHKEHHS MOXYTh OyTH
aBTOMATH30BaHI EKCIIEPTOM, ajie MPH IIbOMY 3AHIIAETHCS JOCTATHBO PYYHOI Ta IHTEIEKTYalbHOI Tpatti. Y
TIPOIIeCi TOCITIIKEHHS TaKOK IOBUHHA 3a0€31edyBaTHCh IITICHICTE iH(hOpMAaIIii;

3) BuOpaHa iH(OpMAIlisS aHAMI3yeThCS I OTPUMAHHS BiAIOBiZeH Ha IOCTaBJIEHI E€KCIIEPTy YH
criemiamicty 3anuTaHHsa. [lix dac aHamily BHKOPHCTOBYIOTH JIMIIE HAyKOBiI ampoOOBaHI METOMH,
JIOCTOBIPHICTD SKUX IMiATBEPIKCHO PAHIIIIE;

4) ohopmIteHHsT Pe3yIIbTaTiB AOCITIIKEHHS 1 aHAl3Y Y BCTAHOBJIEHUHN 3aKOHOM Ta 3PO3YMIIMM IS
HecnenianicTiB popMi T0KyMeHT (BUCHOBOK).

Posb excnepTa y npoBe/ieHHi po3clilyBaHb

OCHOBHI XapaKTEPUCTUKH, SKAMH TIOBHHEH BOJIOAITH KBai(hiKOBaHUN eKCIIePT-KPUMIiHATICT
(investigator), 1ie 3maTHicTh OyTH KpeaTHBHMM y BHSBICHHI JOKa3iB, PETENBHICTh Y 3aCTOCYBaHHI 3HAHb i
BMiHb ITiJT 9aC TPOBEICHHS CKCIICPUMEHTIB, PO3YMIHHS IPAaBOBUX NHUTaHb, 0 BUHUKAIOTH Yy IIPOIIECi
po3ciimyBanb. CremiamicT TOBHHEH TpaTH poJb HEYNEPeHKCHOI TPEThOi CTOPOHH. 3aIliKaBJICHICTDH
eKCIepTa MOJXKE BIUIMHYTH Ha JIOCTOBIPHICTH OCTATOYHHMX pE3yJbTATiB, KPIM TOrO, MOXXE BUHHKHYTU
KOH(QJIIKT iHTEpECIB.

3aBlaHHA Y KOMI'TOTEPHUX KPUMIHANICTIB € OJHUMH 3 HaHCKIAJHIIINX y Taimy3i iHpopMariitHux
TEXHOJNIOTIH. BakJIMBOIO BUMOTOI € 3acCTOCYBaHHs JETEPMiHOBAHOTO, TIOBTOPIOBAHOTO IPOIECy
JOCIIJDKEHHS, SIKUM € 3pO3yMUIMM, BUPa3HUM 1 SIKOMOTa MPOCTUM. JlOTpUMaHHS [BOTO TPOIECYy €
HAWIIHHIIIO MO3UTUBHOIO PUCOIO IS eKcriepTa. TOMy MU IPOITOHYEMO BUKOPUCTAHHS €KCIIEPTOM TaKUX
€JIEMEHTIB!

v/ IlepexpecHa IepeBipKa BUABIECHUX PE3yJIbTATiB — 32 MOMKIMBOCTI BUKOPHCTOBYBATH OilIbIIe HiX
OJIHY mporpamy (IHCTpyMEHTaJIbHHI 3aci0) IUis IepeBipKU pe3yJIbTaTiB;

v/ [paBUWIbHE MOBOKEHHS 3 JOKA3aMH: €KCIEPT IMOBUHEH MNPEICTABMTH JOKa3H y Takiil camiii
HE3MiHHI Ta niticHii hopmi, y skii X OyIo 3i0paHo paninre (Hanpukiaa, GpikcyBaHHs KpuntorpadiaHux
xem-pyHkmiin MD5 ta SHA-1 i3 nociimkyBaHux QailyiiB € CX0KUMHU 10 “BIAOWTKIB MajbIliB” y CYJIOBIH
eKCIIepTH3i);

v/ MOBHOTA JOCIIPKEHHS YM PO3CIiyBaHHS: MiCIIsl BUKOHAHUX JOCIIKEHb €KCIIEPT MOBHHEH OYTH
30aTHUM JIOBECTH iXHi IOBHOTY 1 3aBEPLICHICTb;

v/ ynpasiiHHs apXiBaMu: 30€peKEeHHsI PE3EPBHUX KOIIiii MaTepialiB ClpaBy y BUMAIKY IPOBEICHHS
JOJATKOBUX POOIT YU eKCIIEPTU3 Ha BUMOT'Y 3aMOBHHKA;

v/ TexHiYHa KOMIIETEHTHICTh — €KCIICPT Mae PO3YMITH T€, IO BiH POOHMTH 3 METOK YHHKHEHHS
KOH(QJIIIKTIB UM CIIIPHUX CUTYyalild y MalOyTHbOMY;

v/ TOYHI BU3HAYCHHS Ta OOIPYHTYBAaHHS MPOIECY MOTPIOHI Ui HOPMAIBLHOTO PO3YMIHHS KPOKIiB Ta
PEe3yNIBTATIB JOCIIKEHHS TPETHOIO CTOPOHOIO;

v/ JIOTPUMaHHS 3aKOHOJABCTBA y KPHMIHAJIBHHUX CIPaBaxX, a TAKOX JOTPUMAHHS KOPIIOPATHBHUX
MOJIITHK Ta HOPMaTUBHUX JOKYMEHTIB Y BHYTPIIIHIX PO3CIiAyBaHHIX KOMIIAHIH;

v/ THYYKICTB: dYepe3 pPIi3HOMAHITHICTh IHIUIEHTIB, IO PO3MJISAJAIOTHCSA, €KCIEPTOBI MOTPIGHO
OCBOIOBATH HOBI TEXHOJIOTI] Ta MPOTpaMH JUIs YCIIITHOTO BUKOHAHHS MOCTABJICHUX 3aBIaHb.
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CyuacHi iHCTpyMeHTaJIbHI 32c00H T0CTiKEHHSI KOMI OTEPHOI TEXHIKA

BaxmBuM eJeMEHTOM Yy TpoLeci IOCTiIKEHHS KOMITIOTEpHOI TEXHIKM € BUOIp HEOOXiTHHX
IHCTpyMEHTAJILHUX 3ac00iB (MporpaMHOro 3a0e3neyeHHs) s MPOBEICHHS €KCIEePTU3 Ta PO3CiTyBaHb
IHIIU/ICHTIB, OCKUTLKYA BOHH OYBalOTh PI3HOMaHITHUMH, & JIEKOJIH HABITh 1 HETUITOBUMH.

CpOrosiHi € BeJMKa KUIBKICTh IPOTPaMHUX NMPOAYKTIB [2] Aist ochikeHb y raiqy3i KOMI'FOTepHOT
KPUMIHAIICTUKU: I eKCIEePTHU3 KOMM'IOTepiB, MOOIIBHHX TenedoHiB Ta cMapTdOHIB, aHaTi3y
OTIEPATHBHOI MaM'STi, KOMIT FOTEPHIX MEpPEexK.

Okpemoi yBaru cepel HHX 3aciayroBye MoTyxkHe TexHiune pimenns EnCase Forensic v7 [3]
(naitnoBimra #oro Bepcis V7.06), mo sBiasie coboro Oararo3agadyHUil MPOTPAMHHUN KOMIUIEKC, SIKHA
BHUKOPUCTOBYIOTH y 0araThox KpaiHax CBITYy. 3a mepioj cBoro icHyBanHs EnCase Forensic cras raxyseBum
CTAHZAPTOM B OTPHMAHHI Ta aHawi3i HHPPOBHUX JaHMX. Moro moTyxHi (GigbTpH Ta CKPUITH T03BOISIOTH
PO3CIiyBaTH 1HUMAECHTH 3 MOKJIMBICTIO IOAAJIBLIONO IEpelaBaHHs CHpPaBH N0 CyHy, IPYHTYIOUHCh Ha
JIOCTOBipHHUX J0Ka3ax. HaBith y cuity Toro, o EnCase Forensic € koMepitiitHuM mporpaMHAM POIYKTOM,
BiH JTOTIOMAarae oprafi3allisiM 3¢KOHOMHTH T'POIITi, CKOPOIYIOUH Yac PO3CiAyBaHHSI €KCIIEPTaMH MTOPIBHIHO
3 TpamuIliiHUMU crocodamMu 30WpaHHSA fAoka3iB. L[poro mocsararoTh BHACTIIOK BHKOPHUCTAHHS
KpPUMIHAQJIICTAMA THYYKHX MOKJIMBOCTEH TOIIyKY, CTaHAAPTHUX (IIBTPIB 1 PI3HOMAHITHHX CIICHApiiB
KOPHUCTYBAYiB, sIKi JOITOMararoTh aBTOMAaTHYHO aHAT3yBaTH 1 CTPYKTYpyBaTH BiIIOBIAHI aHi.

V mponykri EnCase Forensic v7 momano 6arato HOBHX €IE€MEHTIB i MOKIMBOCTEN [UIS TOCATHEHHS
OCHOBHOI METH — 30UTBINIEHHS €(EKTHBHOCTI Ta PE3yIbTATUBHOCTI poOOTH eKcrepTiB. Jims mocsrHeHHS
i€l metu B EnCase Forensic v7 6ys0 BBesieHO HOBHIA poOOUHii TIPOLIEC, 3a TOMOMOTOO SIKOTO JOCIIAHUKN
MOXYTh aBTOMAaTH3yBaTH THIIOBI 3a/1a4i, BUKOHYIOUM 00’ €MHUI MOIIYK, pO3Mi3HABATH BAXKJIMBI JeTalli Ta
CTBOPIOBATH TPaMOTHI 3BIiTH IIe MBUIIIE, HUK paHimre. Lleit minxigx MojkHA JIETKO aJanTyBaTH BiATOBITHO
Jo moTped pisHuX opranizariil. Ls peBomoniiina Moanikarist BHOCUTB iCTOTHI BIIOCKOHAJIEHHS Y TIPOIIEC
KOMII' FOTEPHOI eKCIIEPTH3H.

OCHOBHI MOMEHTH HOBOTO ITIAXOIY Y PO3CIiAyBaHHsX 3a qormomoror EnCase Forensic v7:

v’ 30upaHHs J@HUX € KIIOYOBUM MOMEHTOM B OTPMMAaHHi JOKa3iB. Excrieptd MoxyTh OyTH
BIICBHEHUMH Y MLiTiCHOCTI iH(popMamii Ta BiICYTHOCTI KomIpomeranii. Yci nokazm, 3i0pani EnCase
Forensic, cxBaneni cymamu Bcboro city. e ¢akro i ¢opmatu (EOL i LOL) mommpeHi sik cTanmapt
30epiranns gokasziB. Y 7-it Bepcii HoBi ainm (Ex01 i Lx01) moxyts Oytu 3ammdposani B EnCase
Forensic, momaroum 1mie OgWH piBeHb Oe3MeKkH s HaWHamiHHIIOro ¢gopmarty Qaiiaa B KOMITIOTEPHIH
KPUMiHAJTICTHIII.

v O0po0OKa JaHuX — KiIbKICTh 3i0paHUX JIaHUX 3 KOKHUM JHEM 30UIbIIYETHCS, 1 TOMY €KCIIepTam
HEOOXITHUHM MIBUIKHIA 1 HaAIHHUN crocid oOpoOku iH(opmarii s ycrnimHoro posciinyBanus. EnCase
Evidence Processor mae 3Mory aBTOMAaTH3yBaTH 3arajibHi 3a1adi, siki HEOOXiqHI JJIS MiATOTOBKH 310paHux
JIOKa3iB JI0 pO3CIiAyBaHHS; MOXe OyTH aganTOBaHUH i Pi3HI MOTPeOH eKCIEePTiB.

v T'nnbokuii kpuMinamictuunuii ananiz — EnCase Forensic — e Bimomuii 3marHicTioO 100yBaTH
JOKa3H, KOTpi MOXKYTh 3aJUIIATHCh HEMOMIUYCHHMH, KOJIH eKCIIEPTH aHaJi3yloTh MAaHi iHIIUMH
MPOAYKTaMHU.

v HakomuyeHHs BiJIOMOCTEH: BHKOPHUCTOBYIOUM HAIAIITOBYBaHI MIA0JIOHH, €KCIIEPTH MOXYTh
CTBOPIOBATH MPHUBAOINBI, MPOQECiiiHi 3BITH, SKi JIETKO YATAIOTHCS.

v’ ApXiB JaHHX: SKIIO €KCIIEPTY KONU-HEOYIb Y MallbyTHHOMY 3HA00UTHCS 1H(pOPMAILS PO SIKECh
MPOBEICHE PO3CIiAyBaHHs, TO BiH MOKe 3BepHYTUCH B apxiB EnCase Forensic v7. Koau po3ciimgyBaHHs
Oyze 3aBeplICHE, €KCHEepT KiIbKOMa KIIKaMH MHIII 3MOXKE 3aapXiByBaTH IOKas3W, 3HAXiAKH, 3BiTH,
OB’ s13aHi 3 Li€I0 CIIPAaBOI0, TAPAHTYIOUH NP LLOMY HE3MIHHICTh JaHHX.

Ocp nume feski 3 OCHOBHHX YAOCKOHAJIEHb 1 HOBHX MOXJHMBOCTEeH ans excrepriB y EnCase
Forensic v7.

ITiompumra cmapmeponis i Tablet PC: orpumanHs JaHUX 3 IPUCTPOIB, IO MpaIio0Th y Takux OC:

o AppleiOS

e Google Android ™ OS

¢ Rim 'Blackberry ™ OS
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e HPPalm ™ OS

¢ Nokia Symbian

e Microsoft's Windows Mobile OS

Boyoosane wugpysanns: mudpysanns ganux mpocto B EnCase Forensic v7c, BUKOPHUCTOBYHOUH
anroputMm AES-256.

THoxkpawenuti gpopmam paiinie ooxaszie. HOBUH, moKparneHuin ¢opmar dainis ExOl i LxOl,
noOymoBaHuit Ha ocHOBI mepeBipennx popmarie EOLi LO1, npusBene 10 3pocTaHHS MPOIYKTHBHOCTI.

EnCase Evidence Processor: aBromaru3ailis THUIIOBHX 3aBjaHb, MOB'SI3aHUX i3 PO3CIiyBaHHIM,
nepeadavac:

e BinHOBIICHHS ManoK

e Amnaui3 curHarypu ¢arina

e Amnaumi3 3axuIIeHnx (aiimiB

e Amnani3 xemry (MD5 i SHA-1)

e BusBieHHs ckiIageHux (aiis

e Tlomyk enexrponnoi normru (PST, NSF, DBX, EDB, AOL, MBOX)

e Tlomyk “crimis” B Iarepueri (IE, Firefox, Safari)

e [lomryk 3a KJIFOYOBUMH CIIOBAaMHU

e [HjexcyBaHHA

EnScript Module Processing: y EnCase Forensic v7 y mpouecop 3a 3aMOBUyBaHHsSM BOYIOBaHi
HACTYIHI MOZYi:

e System Info Parser

e |M Parser (AOL, MSN, Yahoo)

e File Carver

e Personal Information (CC, Phone Numbers, Email, SSN)

e Windows Event Log Parser

e Windows Artifact Parser

e Unix Login

e Linux Syslog Parser

HoBuii MexaHi3M iHIEKCYBaHHs: ONTHUMI30BaHHUH AJISl €KCIEPTIB-KPUMIHATICTIB pa3oM 3 MOTY>KHOIO
MOBOIO 3aIIUTiB.

[TinTpuMka HOBUX THIIB (aiiiB 1 pailoBUX cuCTEM:

e EXT4

e HSFX

e Microsoft Office 2010

e (O0pa3 iOS (iPad, iPhone, iPod)

Hoea niompumka wugpysanns: ninrpumka Checkpoint / Pointsec Full Disk Encryption. Onosiena
MOTOYHA MiATPUMKA MHUPPYBaHHS.

Hanawmosyeani wabnony. CTBOPEHHS KOPHUCTYBalbKMX IIAa0JIOHIB 3BITiB AJS  MOCIiIOBHOI
3BITHOCTI.

Odopmnennsn: BuOEpiTb OGOpPMIECHHA A KOXKHOI Cekuii B 3BiTI A 3aJOBOJICHHS MOTped
ayauTopii.

Ipocmuii excnopm:. 30epexxeHHsl 3BiTiB y pi3HuX GopmaTax Text, RTF, HTML, XML, PDF.

Bo6yoosanuii 36im 0 cmapmonig. 3a3manerinp 3alaHuil 3BiT, MO BigoOpaxkae IeTalbHy
iH(opMariito, oTpuMany 3i cMapTdoHa. € MoxuBicTh ekciopt y KML ¢opwmar.

Hoea naamgpopma ananizy E-mail: mocmimpkeHHs € Tak caMoO MPOCTe, SK 1 YUTAHHS JIMCTIB y
HOIITOBIM CKpHHBIN. J[0JaHi MOXKJIMBOCTI meperysiay e-mail st po3KpuTTs KOHTEKCTY Ta igeHTHudikarii
CIIBPO3MOBHUKIB, MOB'SI3aHUX i3 PO3CIiAyBaHHSM.

Mimxku: CTBOpEHHSI KOPHCTYBAJIBHUIBKUX MITOK 10 OyIb-SKUX (hailIiB, BKIIOYAIOUM 3aIHCH Xelll,
0 320e3MeYyI0Th eKCTIopT (allimiB It OTISAY iHIIMMHU ocobamMu.
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€ounuti nowyx: BOyoBaHe 1HICKCYBaHHS, IOIIYK 3a KIFOUOBHUMH CJIOBAMH 1 MiTKaMH.

Oco6nuBOi yBaru B raiy3i KpUMiHaTICTUYHUX JOCTIDKEHb MOOLTBHUX TenedoHiB Ta cMapT(OHIB
notpedye MOTyXHEe TexHidHe pimeHHs Moobunvnwiti Kpumunanucm 2013 [4] (maiiHOBima #oro Bepcis
v5.1), sikuit BUKOpUCTOBYIOTh y ToHan S50 kpaiHax cBity, 30kpema BenmkoOpuranii, CILIA, HimeuunHi,
Hinepnannax, Pocii i T.1. BukopucTtanus cneuianbHUX MPOTOKOJIIB JOCTYIY JO3BOJISE MPOrpaMi BUTITATH
ocHOBHiI maHi TenedoniB ta SIM-kapTOk, CIUCOK KOHTakTiB, aOOHEHTCHKI TPyNH, HOMEPH HIBHUAKOTO
HaboOpy, MPOMyIIeHi, BXiJHI Ta BUXiJHI A3BiHKH, moBigomienHs SMS, MMS ta enextponHOi momTH 3i
CTaHJAPTHUX TAIOK i CTBOPEHHX KOPHUCTYBaveM, BUAAJICHI TIOBIJOMICHHS (asie 3 AeTKUMHU 0OMEKCHHSIMH),
Jac i jaTy HaaxomkeHHs mosigomsieHb SMS no Ilentpy Bianpasku ITosizomiens (SMSC) mposaiinepa
3BSI3KY, PpO3KJIald KaJeHIApDHUX NOMiM, 3aBHAaHHS, TEKCTOBI HOTAaTKH, O€3MOCEpPEeIHbO BHECEHI
KopucTyBaueM; (ororpadii, Bimeo, memomii, maui cekmii Lifeblog (yci romosui momii B Tenedoni 3
reorpadiyHIMHU KOOpJMHATAMHM), JAOJATKH Java, (ailioBy cucreMy mam'sTi TeiaedoHy Ta KapTH Hmam'sTi
(pizanx (opmari), mani Tpadiky GPRS i Wi-Fi, romocosi 3amucu Ta aymiokiminu, THM4YacoBi (aiinm ta
3aKJIaJKd IHTepHET-Opay3epiB. KibKiCTh MOXKIHUBOCTEH, IO MIATPHUMYIOTHCS y KOHKPETHUX BHUIAIKAX,
3QJIOKUTh BiA Mojenedl MOOUTEHUX TeNeOHiB, a CIHCOK MOJeNe MOOITFHUX TIPHCTPOIB, IO
M ITPUMYIOTECS, ChOTOIHI CTAaHOBUTE 0J13bK0 6500 1 mocTiiHO 3pocTac.

OCHOBHI BUJH JaHUX, JOCTYIIHI IjIs1 BUIIydeHHS Y Moobunvuwiti Kpumunarucm 2013:

= QOcHoBHI aaHi nam'sti tenedony i gani SIM-kaptu

= CHoucoK ycCiX KOHTakTiB (30KpeMa HOMepH MOOINMBHHX 1 cTamioHapHHX TeaedoHiB, (akcis,
HoITOBI aapecu, hororpadii KOHTAKTIB Ta iHITY iHOPMAIIiFO PO KOHTAKTH)

= QOpranaii3ep (3ycTpidi, HOTATKH, HArayBaHHS PO I3BIHKH, PIYHMIII Ta IHI HAPOPKEHHSI, CITHCKHU CIIPaB)

= TloBimomienuss SMS (moBimOMIIEHHS, KypHAIl TOBIJOMIIEHB, MTAIIKH, BHUIAJECHI MTOBIMIOMIIEHHS 3
JeSIKUMH 00OMEKECHHSIMH)

=  TumuacoBi Qaiinm Ta 3aKIaJIKu iHTEpHET-Opay3epiB

= 3axwcr 1iticHocTi Aanux anroputMamu MD5, SHA-1, SHA-2, CRC, HAVAL, I'OCT P34.11-94

= JloBigOMJICHHS €JICKTPOHHOI MOIITH 3 BKJIAJCHHIMU

=  Kypnan tpadiky i ceciit GPRS, EDGE, CSD, HSCSD u Wi-Fi

= Qaiinu MyIbTUMENIS

= Bci aitm 3 mam'siti TeeoHy, a TAKOXK 3 KAPTH I1aM'sTi, 30KpeMa BCTAaHOBJICHI JIOJIATKH Ta iXHi JaHi

= Jlaumi sxypuamy “Lifeblog”, mo wictute comcox naifi 3 TenedonomM 3 reorpadiuHEMH
KOOPJIUHATAMH.

VYHikaabHI MOXKIUBOCTI, AOCTYIIHI Jiniiie MoOinbHOMY Kpuminamicty 2013:

v' Pobora 3i cmaprdonamu Ha 6a3i 10S, Android, Symbian OS, Windows Mobile i BlackBerry. O6csr
KOPUCHHX JJAHUX 3 IIUX MPUCTPOIB 3HAYHO MEPEBEPILYE MOKIUBOCTI IHIIUX MPOAYKTIB.

v Teorpadiune monoxenns noxiit (Xpouonorist noxiit). Mo6ineuuii Kpuminanict 2013 wamae mocryn
10 reorpadiqHOro moJjokeHHs moiii (XpoHounoris noiii). Bin Bu3Havyae i moka3dye Ha KapTi IMOJIOKESHHS
noJiil MOOIIbHOTO TenedoHy: MPUHHATHX 1 BiANpaBleHUX MOBiIOMIIEHb, QoTorpadii, KaaeHgapis i T.A.
CyuacHi MoOinpHI Tenedonn 1 ocobmuBo cMmapTQoHM Bce dacTime 30epiraroTh iHGOpPMALio NPo
MICIIe3HaXOKEHHS, B IKOMY BinOyyacs Ta 4d iHIIA Aif. A Taka onepaTHBHa iH(popmais, 6e3yMOBHO, i
Yyac po3CHigyBaHHsS Ja€ 3MOTy BCTAHOBUTH MICIIE3HAXO/KCHHS BIaCHHKA Tele(OHYy B MEBHUA MOMEHT
yacy. MoOineuuit Kpuminanmict 2013 Butarye reorpadiuni mani, mo 30epiraioTbcs SK Yy BHITISAL
KOOpAMHAT, TaK 1 y BUIJISAI HOMEpiB 0a30BUX CTaHLiMl omepaTropiB CTUIBHUKOBOTO 3B's3Ky. Ilicis
MEPETBOPEHHSI JaHWX PO3TAallyBaHHS BiJOOpakaeTbcsi Ha KapTi Oe3mocepeqHbO B Hporpami i Moxe
MacmTaOyBaTucs. TakoXX MOXIUBE BimoOpakeHHS B OKpeMOMy BikHI Opaysepa. Okpemoi yBaru
3aciryroBy€e XpOHOJIOTISl OAIN — 10JIaTOK, BCTAHOBJIEHE B OLIbIIOCTI cMapTdoHIB Ha mutaTdopmi Symbian
0S, ske 30epirae indopmartito mpo ocHoBHI moxii Tenedony: CMC, nmoxii xanennaps, dotorpadii i T.1.
TyT KIIOYOBHM MOMEHTOM € MOXIIUBICTh CIIBBITHOCHTH IIi JaHi 3 TIE€BHUMH TreorpadiyHIMH
koopanHatamMu. MoOinpamit Kpuminamict 2013, BHKOpPHCTOBYIOUM MdaHI TPOTpPaMu, Ja€ MOMKIHBICTH
BU3HAYUTH MiCII€3HAXO/PKCHHS BIIaCHHKA Telle)OHy B MOMEHT, KOJIH BiH 3iHICHHUB SIKYCh Mit0. MOOiThHUIA
Kpuminamicr 2013 — nie equna nporpama, sika BUTATYeE iHGOpMaIlito mpo reorpadidae MOJ0XKEHHS MOl 1
MoKa3ye MicIle Mo/ii Ha KapTi.
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v'  Amami3 intepHer-Opay3epiB. AHamizaTop iHTepHer-Opay3epiB it mporpamud  MoGinbHHI
Kpuminanict 2013 Butarye i mokasye TUMuacoBi (aiid, 1m0 CTBOPIOIOThCS B TenedoHI MpH Meperisiai
BeO-cTopiHOK. HamatoTeest crincok BinBiganux [HTepHeT calfTiB Ta aiinu, ckayaHi Opay3epoM MOOUIEHOTO
Tenedony (SK monepeHLO BCTAHOBICHUM, TaK 1 Opay3epamMu iHIIUX KOMITaHiH).
v BuilydeHHs JIaHUX 3 KOPHCTYBAIbKHUX IAIOK TOBigoMieHb. CMapT(h)OHH Ha JI0JATOK O CTAHIAPTHUX
Aok IOBIIOMJIEHb J03BOJISIOTH CTBOPIOBATH CBOi, HANPHUKJIA[, JUIS TIOBIIOMIIEHb IIEBHOTO THITYy ab0 Bix
MeBHOTro a0oHeHTa. Y TakWX Namkax 4Yacto 30epiraerbcs HaiiOinmbima 1ikaBa iHQopmamis. JKomgHa
nporpama, kpiMm MooOineHOT0 KpHMiHamicTa He CHpOMOXHA OTPHUMATH JOCTYN IO TOBIIOMIIEHb Yy
KOPHCTYBAIIbKUX TTaITKax.
v' Buiydenns iHpopmarii mpo BHIaJIeH] HOBiIOMIEHHS.
v' Tlpsamuii poctyn mo nanux. Jloctym mo cmaprdonis Windows Mobile, BinOysaerbes MuHarO4m
ActiveSync / Vista Sync Center, siki OTEHIIHHO MOXYTb 3MiHUTH JaHi B JOCIIKYBAHOMY TIPHCTPOL.
v' Jloctyn 10 )KypHaity mofii cmaptdonis Symbian OS, Bkiouae KpiM A3BiHKIB iH(pOpMAILito Mpo cecii
nakeTHOI mepeaaui manux (GPRS, EDGE, CSD, HSCSD i Wi-Fi).
v' Jloctyn 10 KypHaiy nozii cMaprdonis Ha 6a3i Windows Mobile.
v' BuuydeHHs MIiTOK IOJIiB KOHTaKTiB 3i cMaptdonis Symbian OS, 30kpema i 3MiHEHUX KOPHCTYBaYeM.
v' Builyd4eHHS MHOXXMHHHMX OJHOTHIIHHX IIOJIiB 3 IMPUCTPOiB Ha Gazi Symbian OS. Jlani He ryGusarTbes
TIPH BiJOOpakeHHI, SKIIO X TATH i MOAH(iKaTOpH 30iratoThes 3 BUTATHYTAMHI PAHIIIE ITOJISIMHE.
v' Posmmpenwuii Ha0ip iHdopMalii mpo KOHTaKTH. BuTar iHpopMalii mpo MpUHATIEKHICTh KOHTAKTIB 10
rpyn aOOHEHTIB 1 PO MpU3HAYEH] MBHUIKAX Habopax, sKi € HEMPSIMUM MTOKA3HUKOM YaCTOTH CITIJIKYBaHHS
BJIaCHUKA Tene(OHy 3 BKa3aHUMH a0OHEHTaMH.
v BuilydeHHs IaTH i 4acy OCTAaHHBOT 3MiHH KOHTAKTIB 1 MO/l KaJeHaps.
v' BuilydeHHs TOYHOTO 4acy BiIIpaBJIEHHS MOBIIOMJIEHD, sIKa MPHU3HAYAETHCS LIEHTPOM HaICHIaHHS
nosigomiens (SMSC) mpoBaiinepa 38's13ky. JoctynHo st cmaptdoHiB Ha 6a3i Symbian OS.
v TlpocTe miAKIIOUYEHHS TPUCTPOIB. BUTAT TaHUX BiOYBAETHCS Yepe3 CTaHAAPTHI Kabelli Ta ajanTepH.
He motpibHe nmogatkoBe mopore o0magHaHHS.
v VuikaneHuit FOrensic-nmporokon mis 10CTyIy 10 cMapT(OHiB, CTBOPEHHH CIIEiaIbHO s Oe3MEUHO-
ro BUJIyYeHHS MakCUMyMy iH(opmarii. BoxHowac cranaapthi npotokonu (AT, OBEX, SyncML), Buko-
pPUCTOBYBaHI IHIIMMH TPOAYKTaMH, PO3POOJEHI M CHHXpOHI3amii i MOXYTb 3MIHHTH JaHi
JOCITIDKYBAHOTO MTPHUCTPOIO.
v BuilydeHHs JIaHUX 3 EKCKIIIO3MBHUX MPUCTPOIB, Takux sk Vertu i Mobiado.

OpHak BUKOPHCTaHHS TAHOTO MPOAYKTY € MPOOJIEMAaTHYHUM JUIsl 0araThOX OpraHi3alliid y 3B'3Ky 3
fioro Bucokor Baprictio (1999 € ~ 22000 rpH.) A cX0x0ro abo aHAJOTIYHOTO aHAJOra MPOTPAMHOTO
NpOIYKTY Kiacy freeware Ha puHKY HeMae.

BucHoBok

JouineHuM € BUOIp eKcliepTaMH-KPHUMIHAIICTAMU TMOTY)KHUX TEXHIYHHMX PIlICHb JJIS PO3B'SA3aHHS
MOCTAaBJICHUX TMeEpe]] HUMH 3aJad, a TaKoX BHKOPHUCTaHHS 32 MOMJIMBOCTI KUIBKOX MpOrpam
(iHCTpyMEHTaJIbHUX 3ac00iB) TMEPEXPECHOi MEepPEeBIpKM OTPUMAHHUX pe3yibrariB. Takuii miaxig €
e(eKTHBHUM CIIOCOOOM Yy pO3CIilyBaHHI IHIMICHTIB BCEPEMHI KOMIIaHIA Ta Oprafizauiid y 3B'SI3Ky 3
HEBIMHHUM DO3BUTKOM Yy Tally3l BHCOKHX TEXHOJIOTid. AJle BHKOPUCTAaHHS ONHCAHHUX KOMEPUIHHUX
NPOrpaMHUX MPOIYKTIB € HEMOKJIMBUM sl OaraTboX OpraHizamiil yepe3 iXHIO BHUCOKY BapTicTh. Taki
NPOAYKTH MOXXYTh BHKOPMUCTOBYBAaTH BENMKi KOMIaHii 3 BiINOBIZHMMH ()iHAHCOBHMH MOKIIMBOCTSIMH,
HaNpHUKIa MPY PO3CIiAyBaHHI iHIMACHTIB iHPOpMaIiiiHOT Oe3MeKH.

OTxe, HallUM MOJANBIINM HAyKOBUM AOCIHiIPKEHHAM OyZe MOIIYK ajJbTepPHATHBHHUX BapiaHTiB 3
BUKOPUCTaHHSIM O€3KOIITOBHOI'O UM BiJKPUTOI'O MPOTrPaMHOI0 3a0e3MeyeHHs, po3po0Ka BIaCHIUX METOAUK
Ha 0a3i BiAKpUTOTO NMPOrpaMHOro 3a0e3MEeUYEeHHS Ta yIOCKOHAJICHHS ICHYIOUMX METOAOJIOTIH JOCIiIKeHHS
00'exTiB iH(OpMaLIHHUX TEXHOJIOTIH Y KOMI TOTEPHIA KPpUMiHAIICTHLI.

1. Kent K., Chevalier S, Grance T., Dang H. Guide to Integrating Forensic Techniques into Incident
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JOCJIJI)KEHHSI PEAJIIBALIIL METOAIB PO3NOILITY
KJIIOYIB HA BA31I CUCTEM EJHIITUYHUX KPUBUX
JJIA BACTOCYBAHHSA B MAJIONIOTY KHUX
BE3ITPOBIJHUX MEPEXAX

© moepun I1. T., 2013

Po3riasitHyTO MOXKIMBICTHL pPO3p00JIeHHSI NPOrpamMHOI MOJAeJi MeTOMIB Y3ro/JKeHHS
KJIKYiB Ha 0a3i cHcTeM eJiNTMYHMX KPUBHMX, BHKOPHCTOBYBAHHX Y MAJONOTYKHHMX
0e3nmpoBiTHNX Mepe:kax. 3 MeTOI0 CTBOPEHHSI MPOTOTHIY OyJ10 NPOAHANI30BAHO AJTOPUTM
signcryption, Ha sKOMY IPYHTY€ETbCSI apXiTeKTypa micucTemMu po3noginy kiawdis. [Iporpamua
MO/eJIb, CTBOPEHa 3a JONOMOrO0 MOBH OIMCY aNapaTHHUX 3ac00iB, € NepPCHeKTHBHOIO i
norpedye MoJaJabIIOr0 BUBYEHHs. 30KpeMa JOLULIBHO PO3IJISSHYTH ONTHMi3amio abo 3aminy
BHKOPUCTOBYBAHMX XelI-(PYHKUII i aJropurmy mmn@pyBaHHs, a TAK0K JOCTIIUTH KOPUCHICTH
BHKOPHCTAHHA CYNEPCHHIYJSIPHMX Ta HeCYNEePCHHTYJSIPHMX eJiNTHYHUX KpPHUBHUX, a0o
KPMBMX i3 BUIIIUMH XaPAKTEPUCTUKAMH MOJIS.

KurouoBi ciioBa: ceHcopHi Mepe:ki, 0e3npoBiIHi Mepe:ki, 3aXuileHi Mepe:Ki, MaJIONOTY K-
Hi Mepexi, y3roKeHHs: KJII0YiB, METOIH PO3MOALTY KJIIOUYiB, eJinTH4Hi KpUBi, Signcryption.

The paper discusses viability of developing a software model of the key agreement
method based on €lliptic curves system used in low-rate wireless networks. In order to create
the prototype, the signcryption algorithm underlying the subsystem key distribution
ar chitecture was analyzed. The programming model implemented on hardware description
language proves promising and requires further detailed examination. In particular, it would
be useful to consider optimization or replacement of hash-functions and encryption algorithm
used, as well as to study the benefit of using supersingular and non-supersingular elliptic
curvesor curveswith higher field characteristics.

Key words: sensor networks, wireless networks, secure networks, low-rate networks,
keys agreement, keysdistribution methods, elliptic curves, signcryption.

Beryn

ANTOPUTMH PO3MOIUTY KJIIOUiB JUIA 3aXUIICHUX MAIOMNOTYKHUX MEPEX MAIOTh BEIHMKE 3HAYCHHS,
ajpKe B 0araTbOX BHUIAAKAX BiJl IIbOI0 MOXKE 3aJIEKATH XKHUTTS JIIOACH.

Binbricte He3aNeXXHUX JTOCIIIKEHb MPOBOIATHCS 3[OUTBIIOTO B CTYJSHTCHKUX J1abopaTopisx, Ae
CHPSIMOBYIOTBCSl TIEPEBAKHO Ha 3JaMyBaHHSA ICHYIOUMX CTaHIApPTIiB Ta iX BIOCKOHaJeHHSA. MeHIa X
YacTHHA, SIKa CIIPSIMOBaHa Ha PO3POOJICHHS, OPIEHTYETHCSA HA JOCHIKEHHS TaKoi MPUHIMIIOBOI TEMH, SK
moOy/oBa TOBHICTIO aCHMETPUYHHX MEXaHi3MIB PO3MOJUTY KIFOYiB Ha OCHOBI CHCTEMH ENINTHYHUX
KpUBHX. Y LbOMY HampsMi AOCHIIKEHHA MOKH L0 37e0iNbLIOro IOKPHUBAIOTH TUIBKUM TEOPETHYHE
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