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BbIYMCIIMTENbHbIA METOJ, CUHTE3A PETYNAPHbIX HEJIMHEMHBIX Y3JIOB 3AMEH
C UCNOJIb3OBAHMEM HEABOMYHBIX KPUIMTOIPA®MUYECKMX DYHKLMH

Paccmampusaromes gviuuciumenshvle Memoobl CUHME3A PecyIsPHbIX HEUHEIHbIX Y3108 3aMeH OISl CUMMEN-
PUUHBIX KDUNMOSPADUUECKUX aneopummos npeobpazosanus undopmayuu. C UCnOIb308aHUCM MAMEMANUYLECKO20
annapama KoppersiyuOHHO20 U CReKMPALbHO20 AHANU3A 0OOCHOGIBAIOMCS KPUMePUU NOUCKA HeOBOUUHBIX KPUNIMO-
epapuyeckux QyHKyull Ol HEMUHEUHBIX Y3108 3AMeH CUMMEMPUYHbIX Kpunmoarzopummos. Ha ocrose ycosepuien-
CMBOBAHHBIX 8ECOBBIX KOIPDHUUYUEHINOE YeHOBbIX (DYHKYUL NOUCKA npedasaemcst OdlbHeliuee paeumue Memood
umumayuu omoicuea (SimulatedAnnealing), uccredyemces agppexmusnocmos npeoiazaemo2o nooxood.

Kiouesvie crnosa: S-6110K, 6bruuciumernvHolli Memoo CUHME3Aa, Memoo UMUMAYUL OMiCUed, 8ecosvle Kodgguyu-
eHmMbl, HETUHELHOCMb, ABMOKOPPENAYUS, KPUNMOSDADUUECKASL (DYHKYUSL.

SIBIISIFOTCSL KJTFOUEBBIM DJIEMEHTOM COBPEMEHHBIX CHM-
BeBepeHue

METPUYHBIX KPUNTOrpaQUIecKuX ajlrOpUTMOB, CPEIH

IMocTaHoBKa NMpoGiieMbl B 00IlEM BUJE W aHA-  KOTOPBIX HauOoliee M3BECTHBIMU SIBIISIOTCS CTAaHIAPTHI

Jiu3 auteparypbl. Henuneitnsie y3iel 3ameH (S-0moku) — OnmouHoro cuMmerpuyHoro mmgposanus (BCLI)DES,
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I'OCT-28147-89u AES [1]. S-610K nxm mpejcTaBiser
co00¥ HEeMMHEHHYIO ()YHKIIHIO OTOOPaKEHUS NBXOTHBIX
OUT B M BBIXOJHBIX. B ciyuae, korja Ha BBIXOHE S-
0JIOKa TOSBIISIFOTCSI BCE BO3MOXKHBIE M-OWTHBIE 3HaYe-
HUS U Ka)KJ0€ BHIXOJHOE 3HAUYEHHE PaBHOBEPOSITHO, S-
OJIOK Ha3bIBAIOT DPETYSPHBIM. PerynspHocThS-010Ka
SIBIISIETCST 00S13aTENIbHBIM YCIIOBUEM JUIS €r0 UCIIOJIb30-
Banus B coBpeMeHHbIX BCI. Kpome Toro, mis obecrie-
yenus ycroiunBoctu BCIIk atakam muddepenimais-
HOT'O M JITHEWHOT'O KPUIITOAHAJIN3a UCIIOIb3yEMBIE Y3JIbI
3aMeH JIOJDKHBI YJOBJIETBOPSTH TpeOyeMbIM IOKa3aTe-
JISIM HETMHEHHOCTU U aBTOKOPPEIISIIUH [2].

BerauciuTeIbHBIM METOIaM CHHTE3a KpUITOrpa-
(UUecKH CTOMKHUX PEryJISpHBIX Y3JIOB 3aMEH IOCBSIIe-
HO MHOXecTBO pabor [2 — 8]. OmHako, Kak MoKazan
MIPOBEACHHBIN aHalu3, IoKa3arelu (QOpMHpPYEeMBIX S-
OJIOKOB JTaJIeKH OT ONTHUMAJIbHBIX, C YBEIMYEHHEM HX
pPa3MEpPHOCTH HEKOTOpPHIE METOJbI CTAHOBSTCS BBIYHC-
JUTENbHO HepeanusyeMbiMu [3, 9]. IlepcrieKTHBHBIM
HAaIpaBJICHUEM UCCIIEJIOBAHUH SBJISIETCS HCIIONIb30BAHUE
MaTEeMaTH4eCKOro ammapaTa HEIBOWYHBIX KpHUIITOrpa-
¢uueckux (QYHKIMH, 4TO, KaK IOKa3aHO B JaHHOW pa-
0oTe, MO3BOJISIET CUHTE3UPOBATh PEryJIsIpHbIC HETHHEH-
HBIE Y3JIbI 3aMEH C TpeOyeMBIMH TOKa3aTeIsIMU Hell-
HEWHOCTH ¥ aBTOKOPPEIISIHH.

B nanHol pabore pa3pabaThHIBalOTCS HOBBIC KpH-
TEpUH BBIYUCIUTEIBHOTO TOMCKAa KpUNTOTrpaduuecKu
cToiKHuX S-070k0B. Ha OCHOBE yCOBEpIIEHCTBOBAHHBIX
BECOBBIX KOI((HUINEHTOB IICHOBBIX (DYHKIMI TOMCKa
npeyiaraercs qajbHelIee pa3BUTHE METOIa UMHUTALIUH
omxkura (Simulated Annealing). B ocHoBYy mpensarae-
MBIX (PYHKIMIH CTOMMOCTH TOJIOKEHBI CIIEKTPabHBIE U
KOppEJISIIUOHHBIE CBOMCTBA HEIBOMYHBIX KPHUIITOrpa-
¢uueckux (QYHKIMH, MaTeMaTHYECKUH ammapar KOTo-
pBIX npemtoxeH B [10].

OcHOBHOM pa3pen

BbluMCNIMTENbHbIH METOJ CHMHTE3a perynsipHbixX
HeNMHEMHbIX Y3NOB 3aMeH

AHaNM3 OTKPBITOW JIUTEPATyphl MOKa3ajl, 4To Ha
CETOMHSIIHUH JIeHb CYIIECTBYET PSJ BBHIYMCIHTEIBHBIX
METOZIOB CHHTE3a PpETYIAPHBIX HETHHEWHBIX Y3JI0B
3aMEH, cpeau KOTOphIX [2 — 8]: moOWTOBBIE METOJBI
(bit-by-bitmethods), Meromsl ciydaiiHOM T'eHepamuu ¢
¢wipTpanueii (random generation), METO TpaJUCHTHO-
ro nmogbema (hillclimbing), renerndeckue anropuTMBEI
(genetic  algorithms), MeTom wWMHTAIMU  OTXKHUTa
(simulate dannealing), meron nuddepenmansHON 3B0-
mormu (differential evolution), Meron onTuMHU3anUH
poem uactun (particles warm optimization) u ap. Ha
Halll B3I HanOosee 3¢ (EeKTUBHBIM METOJIOM CHHTE3a
PETYISIPHBIX S-OJIOKOB SIBIISIETCS METOJ WMHTAILHU OT-
skura SA. Tak, HampuMep, Ha OCHOBE NMPOBENECHHBIX B
pabotax [6, 13] cpaBHEHHI MMOKa3aHO, YTO UCIIOIH30BA-
HHE METOJa MIMUTALMH OT)KUra MO3BOJISIET PEai30BaTh
BBIYHCITUTEIBHBIN MMOUCK KPHUITOrpapuiecKux (yHK-

LU ¢ JTy4YIIMMU Ha CETOHSIIHUM JeHb MOKa3aTeNlsIMU.

OrnucaHue 1 aJrOpUTM METOJIa MIPUBEIECHBI HUXeE [6].
[Torck HauMHaeTCs ¢ HEKOTOPOro HA4YaJIbHOI'O CO-

crosaust S =Y. [Tapamerp T — HEKkuil KOHTPOJIBHBII

rapameTp, U3BECTHBIH Kak Temneparypa. T MHUIMAIU-
3upyeTcsl BBICOKOM Temmeparypoir To U mocTenmeHHO
cHmkaerca. [Ipy KakaoM 3HAa4YeHHHM TEMIIepaTyphbl,
BhINOJNHsACTCSL onpeneneHHoe uuciao MIL (Movesin
Inner Loop, maroB Bo BHYTpEHHEM IHKJIE) IIaroB K
HOBBIM cocTosiHusAM. CocTosiHue-KaHauaaTa Y BbIOMpa-
ercsl ciydaiHbIM oOpazoM u3 coceneid N(S) tekymiero
COCTOsIHMSA. BhIunciseTcs u3MeHeHne 3HaYeHHus (yHK-

wn  cost, 8=cost(Y)—cost(S). Ecumu 3Hauenme

cost(S) ynmyumaercs (T.e. 0 <0 s 331240 MUHAMH3a-
LK), TOTAA BBIIONHIETCS IIAr OTHOCUTEIBHO 3TOTO
cocrostus (S = Y); B IPOTHBHOM CJIy4ae OH BBITIONHS-
€TCsl C HEKOTOPOM BEPOSITHOCTBIO. UeM XyKe Imar, TeM
MEHBIIIE BEPOSITHOCTh TOI'O, YTO OH OyIIET IPHHAT; YeM
HIDKe Temriepatypa T, TeM MeHee BEepOsITHO, YTO YXY[-
maromui mar Oyner NpuHAT. BeposTHOCTHOE MpuHS-
THE pelIeHUs OIpenensercs reHepauuelt ciaydailHOro
yucna U B unTepBate (0...1) ¥ BBINOTHEHUEM yKa3aH-
HOT'O HM)KE CPaBHEHHSI.

Bhauane temmepaTypa BBICOKash M HPUHAMAETCS
MOYTH KaXKAbIHA IIar. JTo CAeaHo IS TOro, YTOOBI
TIOUCK HOCHJI HE JIOKaJIbHBIH, a TJI00aNbHBIN XapakTep.
ITo Mepe TOro Kak Temmeparypa yMEHBIIAETCSs, CTaHO-
BUTCS Bce Ooiiee TPYIAHO INPHHUMATH YXY/IIAIOIINE
mard. B KOHIE KOHIOB, OMYCKArOTCS TOJBKO YIyd-
IIAIONIME ATrd U MPOLECC 3aCThIBAeT. AJITOPUTM Ipe-
pBIBaeTCs, KOrJla BCTPEYAETCS KPUTEPUH OCTAHOBKH.
OOmmit KpUTepuil OCTAHOBKM (KOTOPBIN M OBUT IIpHMe-
HeH B Hameil paboTe) — OCTaHOBKA IOHMCKA MPH JOCTH-
JKEHUH 3aJaHHOTo uncia MaxIL BHYTpeHHUX IHMKIIOB,
100 Korjga OBUTO BBIMOJIHEHO HEKOTOPOE MaKCHMallb-
Hoe uncno MUL nocnenoBaTenbHBIX HEMPOAYKTUBHBIX
BHYTPEHHUX IHKIOB (T.e. 0€3 €IMHOr0 IMPUHATOrO Ia-
ra). [Ipu 5TOM NydIee JOCTUTHYTOE COCTOSIHHE COXpa-
HSIETCS, TOCKOJIBKY ITOMCK MOXET BBIUTH W3 HEro |
BITOCJIC/ICTBHM HE HAaWTH COCTOSHHE C MOAOOHBIMU I10-
KazaTeqsiMH. B KOHIlE Ka)JOro BHYTPEHHErO IWKIIa
TeMIiepaTypa MnoHwkaercsi. B Hameli paboTe Mcmonb3o-
BaJIOCh TEOMETPUYECKOE OXJIAKACHHE — YMHO)KEHHE Ha
KOHCTaHTY oxJiaxkaeHus o B uHTepBaie (0...1).

Coceneli pyHkuuu f MOXKHO ONpenenuTh CIenyo-
mmM obpa3oM. DyHKIMS g HAXOMUTCS TIO COCENCTBY C
¢bynkuei f, ecnu:

3x,y € 23 :£(0) % (). 8x) = f(y). &(y) = (%),
Vz e Zh\{x,y}: g(z) = f(x).

ANTOpUTM UMHUTAIMH OTKUra SA

S= S();
T= T(),
repeat {

for (inti = 0; [ < MIL; i++)
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{ BBIOpaTh Y € N(S);
O = cost(Y) - cost(S);
if (6<0)then S=Y;
else crenepuposats U = U(0,1);
if (U <exp(-0/T)) then S=Y;
H
T=Txa;

}

until (kpuTepuii OCTAHOBKHU HE IOCTHTHYT).

IMouck HauMHANICA CO COATAHCUPOBAHHOM, HO MPH
9TOM ciydaiiHOW QyHKImu. OIUH mar ainropurMa Me-
HSET MECTaMHM J[Ba OTJIMYHBIX dJIeMEHTa TaONuIpl HC-
TUHHOCTH (DYHKIMH, COXPaHsIsl ee cOamaHCHPOBaHHOCTb.

Paccmorpum mponenypsl  popmupoBanus (yHK-
IUH CTOMMOCTH cost (IIEHOBBIX (DYHKITHIT), UCIIONb3Ye-
MbI€ JJIsl cuHTe3a S-OJIOKOB 4epe3 CIIEKTpasbHbIE Xa-
PaKTepUCTUKU OYNEeBBIX (YHKIMH, BBEIEM COOTBET-
CTBYIOIIUE (PYHKIIMU CTOMMOCTH JUISI CHHTE3a S-0JI0KOB
4yepe3 CIEKTPhl HEABOMYHBIX KPUNTOrpadHUuecKux
GbyHKIHHA.

Hycrs ¢ynxims F(x):GF"(2) - GF™(2) 3amaer
S-6mok pasmeproctd nxm. Iycts mms BeGFT(2),
Fs(x) =p1f1(x) ®...® By fiy (x) — ymueiinas xombuua-
1y m BeIXomoB S-0Onoka F. Torma ﬁﬁ (©),13(s) — 3Have-
HUS TpeoOpazoBaHust Yonma-AgaMapa W 3HAYCHUs
aBTOKOPPEJIAILMK [Ist Kax10i Oynesoit pynkumn fj .

[Mockonbky HenuHEeHHOCTH OyneBoil (QyHKIUH

1

NL; =—
72
HEJTMHEHHOCTH MOXKET OBITh IpEJCTaBIeHa Kak 3ajada

(2“—max|15(0)) [}, To 3amaya MOBBIMICHHS
(0]

MUHAMH3AIUU a0COIIOTHOrO MaKCUMAaJIbHOTO 3HAYEHH S
koo ¢unmenra Yomma-Anamapa. M3HauansHo B 3aja-
Yax CHHTe3a S-OJIOKOB IO KPUTEPHIO BBHICOKOW HEIH-
HEWHOCTH Ul METOJla UMHUTAIMK OT)KUra UCIIOIh30Ba-
JIaCh ciemyromiast GyHKIMS CTOUMOCTH [6]:

cost(f) = WHT___(f) = max | F(w)]| .

ax

HOCKOJ'HJKy 3aadya IMOHMWXKXCHUSA aBTOKOPPEIAIUN
MPEACTABJIACTCA KaK 3aJada MUHUMU3AlIU MaKCUMaJlb-
HOI'0 3HAYCHMUA aBTOKOppeHHHHOHHOﬁ q)yHKHI/II/I, TOCOSt
(1)yHKHI/IH B ﬂaﬂLHeﬁmHX HCCIICAOBAaHUAX TpHUHsAIA CIIC-

Ayromui By [6]:
cost(f) = AC(f) = max| S EF(x ®s)|= max | £(s)].

OOBIYHO B MHOT'OKPUTEPUAIBHBIX 33/1a4ax MPUMEHS-
€TCs CIEMYIOIINH TOIXOA: BBIUUCIAETCI CyMMa OTJICNb-
HBIX cost QYHKIMH (10 pa3M4YHBIM KPUTEPHSIM), YMHO-
JKEHHBIX Ha BecoBble Koddduumentsl. Torna cost ¢pyHk-
1M B 3aJade CHHTe3a S-OloKa ¢ BBICOKOW HeIMHEHHO-
CTBIO M HU3KON aBTOKOppeIAIMel NpUHUMaeT BUf [6]:

cos t(f) = a- WHT, ., (f) + - AC(f).

[anee ObuTH pa3paboTaHbl YIydlIeHHbIE (YHKIHH,
KOTOpBIE OCHOBBIBAIUCH Ha CICAYIOLIEM MOJIOKCHHN.
H3BectHO, uTO paBeHcTBO IlapceBas

> (F(w))? =2°"

orpannuuBaer WHT,_ . (f) = max,, |13(W)| 3HAUYEHUEM

PaBHBIM KaK MHHUMYM 2, JlaHHas rpaHuIa JOCTHra-

n

€TCsI TOT/1a, KOT/a BBIOIHSIETCS PAaBEHCTBO |F(w)| =22
Jutst Kaxxmoro mi. Korma 3HaueHue HekoToporo ko3ddu-
LUEHTa |1?“(W)| MEHBIIIE 3TOM HIAEATbHON TPAHUIIBI,
Teopema IlapceBans yTBepKIaeT, YTO APYrHe 3HAYECHUSI
k03 unmeHToB |ﬁ(W)| JIOJDKHBI OBITH BBIIIE 3TOU

rpanunpl. Takum 00pa3oM, MOMBITKAa OrPaHUYUThH OT/Ia-
JICHHOCTh aOCOJIIOTHBIX 3HadeHWd Kod3((UIMEHTOB
VYonma-AnamMapa OT JaHHOM TpaHUIIBl SBISETCS BO3-
MOXHBIM CPEJICTBOM JIOCTIIKEHHUSI BBICOKOH HeEJMHEH-
HocTH. CIIEKTpBl HEKOTOPBIX (QYHKIHH COAep:KaT BCe
3HaveHus (110 MOAYJII0), paBHbBIE ATOH HIeaIbHOW Trpa-
Hunel. Takue QyHKIMK Ha3bIBAtOTCS OCHT-() YHKIUSIMH.
[Momumo oOnasaHusl HaWBBICIIEH BO3MOXHOH He-
JIMHEHHOCTBIO 3T (PYHKIMU MMEIOT HYJIEBYIO aBTOKOp-
pensiumto. CrenoBaTelbHO, (YHKIUS CTOUMOCTH

a IR

cost(f)= Y |15(o))|—22 (1)
eGF" (2)

SIBJISICTCSI BO3MOXKHBIM TOIXOJOM K ONTHMH3AINK He-
JMHEHHOCTH W aBTOKOppesiuuu. B Buay HecOamaHcH-
poBaHHOCTH OeHT-QYHKIMH TpuBeIeHHAs (YHKIHS
CTOMMOCTHCOStMOXKET OBITH yJTy4IlleHa Uil HAXOXKACHHSI
cOamaHCHPOBAaHHBIX KpunrTorpaduueckux ¢GyHKImit. B
6] 6bu10 BBeneHO 0000IeHue GpyHKImu croumoctH (1),
KOTOpOE MPHHSUIO CIIEAYIOIMN BT

- R
cost(f)= Y ”F(O))|—X‘ . @)
®eGF" (2)

[Mapamerpsr X u R, Ha3piBaemMble BECOBBIMU KO3 (-
¢durenTamMu, 00CCIICYMBAOT CBOOOMY Ui JKCICPH-
MEHTUPOBAHHMS M ITOUCKA ONTUMAJbHBIX 3HAYCHHH.

ITo ananmorum ¢ QyHKUMSMH CTOMMOCTH OTHOCH-
TENBHO crekTpa Youmma-Anamapa Buaa (2), GyHKIUU
CTOUMOCTH OTHOCHUTEIBHO CIEKTpa aBTOKOPPEIAIHUOH-
HOU (h)YHKIIMH UMEIOT CJICTYIOIIUN BHUI:

cost(fh)= > [res)|-x[" . 3)
seGF"(2)
TpamuimuoHHO, 1EHOBBIC (YHKIIMH MPUMEHSIIOTCS
JUTS. ONITUMM3AIMK OTIENIbHOU OyneBod ¢yHkiuu. Jlms
BCEro € HEJIMHEHHOro y3ia 3aMeH cost (QyHKIUH,
OCHOBaHHbIE Ha CIeKTpe Yoima-Anamapa, MOXKHO
0000IIUTE CISAYIOIUM 00pa3oM [6]:

wsth= Y ¥ [R@-x" @

BeGF™ (2) @eGF" (2)
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U aHAJIOTUYHO IS COst (l)yHKHHﬁ, OCHOBAHHBIX Ha aB-
TOKOPPEIAIUOHHOM CIIEKTPE:

wosth)= Y Y pe-x". ©)

BeGF™ (2) seGF" (2)
Jlis ONTUMM3ALUK 110 KPUTEPUSM HETUHEHHOCTH
U aBToKoppersiiuu B [13] ucnonp3oBanack cieayromas
(YHKIMSI CTOUMOCTH:

cost(f)= D > ”1:“[3(0))|—X]‘R]+

BeGF™ (2) oeGF" (2)

+ z z Hrﬁ(s)|—X2

BeGF™ (2) seGF" (2)

(6)

R,

B mepBoii yacTu nmpoBOXMMEBIX B JaHHOH pabdote
WCCIIEIOBAaHUH HCIIONB30BATIMCh (DYHKIUH CTOMMOCTH
Buaa (3), (4), ¢ 3aMEHOM CIIEKTPaJIbHBIX KOI(PPHUIMCH-
TOB Youma-Agamapa U Ko3(QQpHUINESHTOB aBTOKOPPEIs-
LMOHHBIX CHEKTPOB OyieBbIX (pyHKIMI Ha MpeaoKeH-
Hele B [10] k03()(UIMEHTBI COOTBETCTBYIOIIUX CIIEK-
TPOB HEJBOMYHBIX (PYHKIIHUI.

Bropast 4acTh MpOBOMUMBIX MCCIESIOBAHUI COCTOSI-
Jla B COBEPIICHCTBOBAHUM (DYHKLUIH CTOMMOCTH (KpHTe-
pus moucka Kpunrorpaduueckux (QYHKIHIA), KOTOpoe
OCHOBBIBAETCS Ha CIIEAYIOIIEM MONoKeHHU. V3BecTHO,
YTO P ONTUMH3AIMY KpUIITOrpaduiecKkoi GyHKINH 110
HEJIMHEHHOCTH W aBTOKOPPEJSIIMK OHA TIO0 CBOMM CIIEK-
TpalbHBIM XapaKTepPUCTHKaM (CIIEKTPY KOpPESIHU C
JIMHEHHBIMHA (YHKIMSMH M aBTOKOPPEJISAIIMOHHOMY CIICK-
TPY) CTPEMHUTCS K CHEKTPAIbHBIM XapaKTepHCTUKaM OeHT-
(GYHKIMI, 4TO W OBUIO HCIIONB30BAHO B TPEIBIIYIIHX
pabotax [6, 13] npu paspabotke dyHkuumi Buga (1) — (6).
B TOXXe BpeMsi, OUeBHIHBIM HEJOCTATKOM TaKOTro IOX0/a
SIBJISICTCSL  UCIIONIB30BaHUE OMHOTO  ((hMKCHPOBAHHOI'O)
3HAYEHUs] CTAaTUYECKOro Kod((UIMEeHTa, K KOTOPOMY
CTpEMSITCSL BCE CIIEKTPAIbHBIE 3HAUYEHHUS ONTHMU3HpYe-
Mol kpunrorpadudeckor pyHkimu. [Ipu 3ToM 3HaUeHMs
CHEKTPATIbHBIX KOI((QHIIMEHTOB HUeaNbHON (YHKIUH
(v OeHT-(DYHKIIMU) COCTOSIT U3 JIBYX BO3MOXKHBIX 3Ha-
YeHui it OyNeBbIX QYHKIMH, U U3 TpeX 3HAUCHHH IS
BBezieHHBIX B [10] HenBonyHbIX ¢yHKumit. [Ipu BBeneHnn
)K€ IOMOJHUTENIBHBIX OrpaHWYeHHs] Ha cOalaHCHUpPOBaH-
HOCTbh, KOJIMYECTBO BO3MOXKHBIX 3HAYECHHH CIIEKTpaib-
HBIX K03 uIMeHTOB elie Ooiee Bo3pacTaer.

Ipu pa3paboTke HOBBIX (YHKIIMII CTOMMOCTH TIPE-
naraercs B (2) — (6) 3aMEHUTh CTATUYCCKUI BECOBOM KO-
sddumeHTX Ha TaKk Ha3blBaeMble ITMHAMUYECKHE BECO-
Bble KO3((UIIMEHTEHI, T.e. BecoBble KOA((MHUIMEHTBI, MpH-
HHUMAIOIINE Pa3jINuHble 3HAYEHMs IS Pa3INYHBIX BXOJ-
HBIX WHJEKCOB CIIeKTpa. B nmaHHOW paboTe B KauecTBe
3HAYEHUH MHAMHYECKUX BECOBBIX KOI((UIMEHTOB HC-
TIOJIB3YIOTCSl  CIIEKTpaJIbHBIE 3HAYeHUs] OEHT-()yHKIUIA.
[pennaraemple QyHKIMH CTOMMOCTH UMEIOT BHII:

cost(f)= Y [F(@)-Bo)| : 7
weGF" (2)
cost(®)= ()~ r5)["; 8)

seGF" (2)

cost(f) = Y [F@)-Bo)| " +
weGF" (2) ) (9)
+ Y R -r6)|

seGF"(2)
e B((o), 5 (s) — CHIEKTpasbHbIE 3HAYEHHUs HeIHHell-

HOCTH M aBTOKOPPENALUU CIydaliHOM HeJIBOUYHOM
OeHT-QyHKIMHU B.

Takum 00pazoM, B OCHOBE NPEJIaraeMoro BBIYHC-
JIUTENILHOTO METOJa CHUHTE3a PEryJIsIpHBIX HETMHEHHBIX
Y3JIOB 3aMEH CHMMETPHYHBIX KPUITOAITOPUTMOB JIEKHT
MPUMEHEHHE MaTeMaTUYeCKOro armapara HeIBOMYHBIX
kpunrorpaguueckux ¢yHkuumit [10], meTomoB koppesi-
LIMOHHOTO M CIIEKTPAJILHOrO aHalli3a, a TaKke Ipeio-
JKEHHBIX B JJAHHOW pa0OTe YCOBEPIICHCTBOBAHHBIX IIEHO-
BeIX ¢yHKIMI (7) — (9), ¢ ucnonp30BaHUEM JUHAMUYE-

CKHX BECOBBIX KOI(DQHIMEHTOB 1§(0)), Iy (s) . Ycosep-

LIICHCTBOBAHHBINA TaKUM 00pa3oM METOJl UMUTALIUN OTXKH-
ra TMO3BOJISIET, KaK IOKAa3aHO HIDKE, Pealn30BaTh BBHIUHUC-
JIUTENBHBINA TTOUCK PETYISPHBIX Y3JIOB 3aMeH C Tpedye-
MBIMH NTOKa3aTeNIMU HETUHEHOCTH 1 aBTOKOPPENSLIUU.

Pe3ynbrathbl
3KCNepPHMEHTasbHbIX MCCNefOBaHMM

Jlisi oATBEpKACHUST TIOCTOBEPHOCTH U 0OOCHO-
BaHHOCTH IOJYYEHHBIX TEOPETUUECKHX PE3YNIbTaTOB B
JTAHHOW paboTe NPOBEAEHBI DKCIIEPUMEHTAIBHBIE HC-
cieioBaHus 3(PPEKTUBHOCTU MPEIIaraeMoro BHIYUCIIHU-
TENIFHOrO METOJa CHHTE3a PEeryJspHBIX HEIWHEHHBIX
y3710B 3aMeH. [lepBasg yacTh uccienoBaHui Obula Ipo-
BEJ€Ha C WCIOJB30BAHUEM CIEKTPOB HEIBOUYHBIX
(YHKIMH CO CTaTUYECKHUMHU BECOBBIMH KO3 pHIIEHTA-
MU B QyHKIMAX croumocTH (4) — (6) MeToga UMUTALNH
OT)KHUTa, BTOpasl 4acTh MCCIENOBAHUN — C HCIIONb30Ba-

HHUEM JMHAMUYECKUX KO>()(pUIUEHTOB ﬁ(m),rB (s) B

¢ynxmsx croumoctd (7) — (9).

[Mapamerpsl anroputma Juisi BCEX HCCIIEIOBAHUM
OBUTH 3aJ]aHBbI CJIETYIOIIUMH:

—0 = 0,95 — mapaMeTp TeOMETPUYECKOro OXJIa-
KIICHUS;

—MIL = 500 — yncno maros, npeanpuHAMAaEMbIX
BO BHYTPEHHEM IIUKIIE;

— MaxIL = 300 — MakcuManbHOE YUCIIO BHYTpPEH-
HUX IUKJIOB [TOVCKA;

—MUL = 50 — MakcuMaJbHOE YHCIO IOCIEN0Ba-
TENFHBIX HENPOIYKTUBHBIX BHYTPEHHHX LIUKIIOB;

— KOJIMYECTBO MPOOEToB alirOpUTMa Uil KaXKAOTo
Habopa napamerpos paBHO 10.

B xone skcniepuMeHTOB ¢ QYHKIUSMH CTOMMOCTH
Buzaa (4) — (6) UCHOIB30BAINCH PA3JIUYHbIE 3HAYCHHS
cratuueckux koddduimenro X u QukcupoBaHHOE
3HayeHueR = 3.

dopmupoBanuck S-01oku pa3mepHocTel 8x2, 4x4,
6x4. Y311bl 3aM€eH BBIXOIHON pa3MepHOCTHU 4 MpencTaB-
JISUACH Yepe3 OfHY HeaBouuHyio GyHKimo Hax GF(2%).
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[lonyueHHbIe AKCIIEPUMEHTAIBHBIE PE3YIBTATHI
it S-61okoB 8x2 mpuBezneHsl B Tabm. 1. Jlydqmmii mo-
Jy4EeHHBIH Pe3yabTaT BBIIENICH )KUPHBIM IIPUPTOM.

Tabmuma 1
[ony4yeHHbIC pe3yNbTaThI A1 S-0J10K0B 8X2
Crmoco0 mo- Crartuueckue Jlunamugeckue
CTpOEHUS ko3 unueHTsl | K03)OUIUCHTHI
CIEKTPOB NL AC NL AC
WHT, cp. 110 56 114 24
WHT, xynu. 108 56 116 24
ACT, cp. 110 48 114 24
ACT, xymu. 112 40 114 24
WHTHACT, |y | 40 | 114 | 24
XYL
WHE;ACT’ 112 | 40 | 114 | 24

Kak BHIHO M3 MOJYYEHHBIX PE3yIBTATOB HCIOJNb-
30BaHUe (DYHKIUH CTOMMOCTH C JUHAMHYECKUMH BECO-
BBIMU KOA(HUIIEHTAMH TTO3BOJIMIIO MOBBICUTH TOKa3a-
TEIM CTOMKOCTH HEJIMHEHHOCTH W aBTOKOPPEISLUH
(OpMHUpPYEMBIX Y3JIOB 3aMEH.

B Tabn. 2 nmpuBeneHO cpaBHEHUE MOITYYEHHBIX pe-
3yJAbTaTOB C JIYYIIMMH W3BECTHBIMHU pe3yJbTaTaMH,
UCIIONIB3YIOMINX TPAaJUIMOHHBIN MOAXOJ OMHCaHHUI S-
0JI0Ka B BHJE COBOKYITHOCTH KOMITOHEHTHBIX OYJIEBBIX
¢ynxmii [4 — 8].Kak BUIHO U3 NpUBEAEHHOH TaOIHIIBL,
MOJy4YEeHHbIE SKCIIEPUMEHTAIbHBIE Pe3yabTaThl Mpeia-
raeMbIM METOJOM C HCIIOJNb30BaHUEM (DYHKIUH CTOU-
MOCTH Ha OCHOBE CIIEKTPOB HEJIBOMYHBIX (DYHKUUH |
CTaTHYECKUX BECOBBIX KOA((PHUIMEHTOB XOPOIIO COoria-
CYIOTCSI C DKCIIEPUMEHTAIBHBIMU PE3yIbTaTaMU BbIYHC-
JUTEIBHBIX METOAOB TPaAUIMOHHOrO moaxona. Hc-
TMOJIb30BaHNE JTUHAMHUYECKUX BECOBBIX KOI((UIINEHTOB
MO3BOJIMJIO TOJMYYUTh JIy4IIME€ H3BECTHBIE HA CEro-
JHSILITHAH JIEHb pe3ybTaThl Uit S-0JI0K0B 8X2.

Tabnuua 2
CpaBHeHHUE C pe3ybTaTaMu
TPaIUIMOHHOT O IMOAX0/a, CHHTE3 S-0I0K0B 8X2

Meropn cuHTE3a NL | AC
Crnyqaiinas reHepays 108 | 56
I'eHeTHYECKHE aITOPUTMBI 110 | 48
Wmwurarms omkura (0yneBbl pyHKINH) 114 | 32
Wmwuranus omxura (HeBOMYHbBIE (yHK- 112 | 40
TIHH)
Nmutanus omkura (HeIBOMIHbBIE (PYHK- 116 | 24

UM, TUHAMUYECKUE BECOBBIC KOA(hU-
LIUEHTHI)

B Tabn. 3 mpuBeneHB! Jydline MOTyYeHHBIE pe-
3ynbTaThl st S-0mokoB 4x4 u 6x4. Kak BumHO U3 npu-
BEJICHHOM TaOJHIIBI, TPUMEHEHHUE TIPEIaraeMoro moj-
XO/la TIO3BOJISIET ITOBBICUTH HEIWHEWHOCTH (hopMmupye-
MBIX S-0110k0B6X4.ITom00HBIE S-0J10KH (Pa3MEpHOCTH
6x4) npumensitorcst B DES-nogo0HbIX mudpax.

Kak moka3ain npoBeaeHHbIN aHamu3 S-010ku DES
M0 CBOMM KpUNTOrpa)UueckKuM II0Ka3aTessiM HeJTMHEH-

Hoctu NL u aBtokoppensiuun AC nanekd OT ONTH-
MaJbHBIX (cM. AanHble s S1-S8 B Tabmn. 4). Pa3pabo-
TAaHHBI BBIYUCIUTENBHBI METON Ipelyiaraercs Hc-
nonb3oBath it cuHTe3a DES-nomoOHBIX S-010KOB ¢
YAYYUNIEHHBIMH KPUNTOrpa)UuecKUMHU  TOKa3aTeNsIMH
croiikoctn (B Tabi. 4 mpUBENEHBI XapaKTEPUCTHKH
(opMupyembIX y370B 3aMeH S1*-S8%).

Tabnuna 3
[Nonyuennsie pe3yabraThl i S-0510koB 4x4, 6x4

S-6mok | Meron umutanum omkura | NL | AC
4x4 ByneBsl pyHKINM 4 8
4x4 Oynxuun Hag GE(27) 4 8
6x4 ByneBsl pyHKINM 22 24
6x4 Oynxupn Hag GE(2Y) 24 24

Tabnuna 4
HccnenoBanne kpunrorpapuyeckux CBOHCTB
PErYISIpHBIX Y3JI0B 3aMeH 6x4

S-6110K NL AC DDT pax
S1 14 48 16
S2 16 56 16
S3 16 48 16
S4 16 64 16
S5 12 40 16
S6 18 48 16
S7 14 52 16
S8 16 48 16
S1*-S8* 24 24 10

Crnenyer OTMETHTD, YTO I 00ECTICUCHUS CTOUKO-
ctr DES-noo0HbIX nm¢ppoB K anddpepeHnnaabHOMy |
JIMHEHHOMY KPHUIITOAHAJIN3Y C(hOpMHUpOBaHHBIE S-OIOKH
HEOOXOAMMO OIIEHMBATh HE TOJIBKO IO IOKa3aTelsM
HEJTMHEHHOCTH M aBTOKOPPEISIIIMY, HO UC Y4EeTOM JIpY-
T'MX KPUTEPUEB, YIUTHIBAIOIIUX CaMy CTPYKTYpY mdpa
[14]. B aTom cMmbicie oueHka 3¢ (GeKTUBHOCTH (HOPMHU-
pPyeMBIX S-OJIOKOB C y4€TOM OrpaHWYEHHI, HaKIIaAbIBa-
€MBIX OCOOCHHOCTSIMH OCHOBHBIX IpeoOpa3oBaHHi
BCIII, a taxke anpoOamnus IOJY4YEeHHBIX PE3YJbTaTOB
SIBJISIFOTCS TIEPCIIEKTUBHBIM HAIIPABJICHUEM JabHEHIINX
HCCIIEJOBaHUI.

BeiBOAbI

BBenennoe teoperuueckoe 0000IIeHHE W Tpes-
JIOKCHHBI MATEeMAaTUYECKUH ammapar HEJIBOUYHBIX
Kpunrorpaguyeckux (HyHKIUH MO3BOJUIN YCOBEPIICH-
CTBOBAaTh BBIYUCIHUTCIBHBIA MeTOA (OpMUPOBAHUS
HEJIMHEHHBIX Y3JI0B 3aMEH (METOI MMHUTAIIMU OT)KUTA).
3a cyeTr COKpalIeHHs KOJMYECTBA ONTUMHU3AIIUOHHBIX
CIICKTPOB KpHITTOrpaduyeckux (yHKIUH, OMUCHIBAIO-
Imx S-0JIOK, CYINIECTBEHHO YCKOPSETCS BBIYHCIIUATEIIb-
HBIA TIOUCK HEJIMHEHHBIX Y3JIOB 3aMEH C TPeOyeMBIMH
KpUNTOrpauIeCKUMU CBONHCTBAMH.

[TonydeHHBIE peE3yabTaThl 3KCIEPUMEHTAIBHBIX
HCCIICAOBAHMIA Y(PPEKTUBHOCTU MPEITI0KEHHOTO METO-
Jla BBIYHCIIUTEIILHOTO IMMOMCKA C UCIOJIb30BAHUEM I[EHO-
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Kibepnemuxa ma cucmemnuii ananiz

BBIX ()YHKIUH CTOMMOCTH M CTATHYSCKHUMH BECOBBIMH
k03 pHIMEHTaMH COTTIACYIOTCS C M3BECTHBIMHU JKCITE-
PUMCHTAIBHBIMHA PE3YJIbTaTaMU I TPAJUIOHHOTO
moaxona. Mcmonmp3oBaHWE MPEIVIOKEHHBIX B JTAHHOM
paboTe MUHAMHYECKHX BECOBBIX KOA(D(GHUIIMEHTOB B
MpeyiaraéMbIX (YHKIIUSIX CTOMMOCTH ITO3BOJIAIOT CY-
IICCTBEHHO MOBBICUTH A(PPEKTUBHOCTh METONa HUMHTA-
UM OT)KUTa — TOJYYCHBI JIYYIINE W3BECTHBIC Ha CEro-
TMHAIIHUA TeHb PE3yJIbTAThl 110 HETUHEHHOCTH M aBTO-
Koppensauu s S-0imokoB 8x2. [[nst S-OokoB 6x4
yIAJIOCh TIOAHATH 3HAYCHHE MTOKAa3aTels HeTMHEHHOCTH.
Takum 00pazoMm, pa3paOOTaHHBIN BBIYMCITHUTCIBHBIN
METOA TO3BOJIACT (OPMHUPOBATH HEIMHEHHBIC Y3JIBI
3aMEH C YJIYYIIICHHBIMH CBOMCTBAMH M HCIIOJIH30BaTh
uX Uis coBepiieHCTBoBaHUS DES-1omoOHBIX cHMMeET-
PHUYHBIX KPUNITOAJITOPUTMOB.

[lepcrieKTUBHBIM HaNpaBJICHUEM TAJTbHEHITNX HC-
CIICJIOBAHUM SBIACTCS PAa3BUTHE MAaTEMAaTHYECKOTO
ammapaTta KpHUITOrpadUuecKuX HEABOUYHBIX (OYHKIHIHA
JUT 33724 CUHTE3a OMEKTHBHBIX S-OJIOKOB, JKCIIEpH-
MEHTaJIbHBIC HCCiIenoBaHus 3()(HEKTUBHOCTH Mpeiara-
€MOro MOJXOMa IS Y3JI0B 3aMEH OOJIBIINX pa3MEpHO-
cTel, 0000IeHNe BBE/ICHHBIX B JIAHHOW padoTe JquHa-
MHYECKUX BECOBBIX K03(HUITUEHTOB.
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OBYUCIIFOBAJIbHUM METOJ, CHHTE3Y PETYJISPHUX HENIHIMHUX BY3JIIB 3AMIH
3 BUKOPUCTAHHAM HEABIMKOBUX KPUMTOTPADIYHHUX dDYHKLIU

0.0. Kyzrenos, C.O. Icaes, B.B. ®ponos

Posensoaiomvest obuucniosanvii Mmemoou cunmesy pe2yispHux HeiiHilHux 8y31ie 3aMin Ol CUMEMPUYHUX Kpunmozpagiy-
HUX aneopummie nepemeopenus ingopmayii. 3 6UKOPUCMANHAM MAMEMAMUYHO20 ANApamy KOpelAyitino20 ma CNeKmpanbHo20
auanizy ooOIPyHmMOBYIOmMbCsi Kpumepii ROULyKy HeO8IKogUX Kpunmozpagiunux yukyit 0 HeiHiiHuX 8y3/1i6 3aMiH CUMempuy-
Hux Kpunmoanecopummie. Ha ocnoei yoockonanenux gazogux xoegiyicnmis yinogux yHKyiil NOWLyKy npononyemucs NoOAAbUUL
po3sumok memoody imimayii eionany(Simulated Annealing), 0ocaioxcyembcs eghpekmusHicmb NPONOHYEMO20 NIOX0OY.

Knrouogi cnosa: S-610k, obuucnosanvhuii memoo cunmesy, mMemoo imimayii 6ionany, 6azosi Koegiyicnmu, HeniHitinicmy,
agmoxopenayis, Kpunmozpagiuna GyHkyis.

COMPUTATIONAL METHOD OF REGULAR NONLINEAR SUBSTITUTION COMPONENTS SYNTHESIS
WITH THE USE OF NON-BINARY CRYPTOGRAPHICAL FUNCTIONS

A.A. Kuznetsov, S.A. Isaev, V.V. Frolov

Computational methods for the synthesis of regular nonlinear substitution components for symmetric encryption algo-
rithms are considered. With the use of a mathematical tool of correlation and spectral analysis the search criteria ofnonbinary
cryptographic functions for nonlinear substitution components of symmetric encryption algorithms is substantiated. On the basis
of the improved weighting coefficients of the search cost functions further development of the method of simulated annealing is
proposed, the effectiveness of proposed approach is investigated.

Keywords: S-bloc, calculable method of synthesis, method of imitation of annealing, weighing coefficients, non-linearity,
asmoxopenayis, cryptographic function.
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