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CNOCOB KOHTPONNSA JINHUNA CBA3U
TENEKOMMYHUKALMOHHOWN CUCTEMbI OBJTAYHOIO AHTUBUPYCA

ﬂaHH(l}l cmamaouA noceAUeHa pa3pa60mi<e u oyeHke cnocoba KOHmMPpOJIA JIUHULL C653U meﬂeKO]\/lMyHMKaquHHOZZ Ccuc-
membl 001AYH020 anmueupyca. Hoesusna cnocoba KOHmMpO.Jis aunuti cesizu TKC zaxmouaemces 6 yueme «CKoOmMnpomemu-
POBAHHBIX) bum oanmvix CNeYUalIbHblx cucHamyp, nepedaeaeMblx 6 obnaumnvie AHMuUeUpPyYCHble cCucnembl. Omo nossonum
CHU3UMb 6€POANMHOCNTb MaHunyﬂ}mmZ Mema()aHHbmu, nepeéa@aeMbmu 6 Y3JIbl NPOCPAMMHOCO cepeepa.

Knwueswie cnosa: qu)OpMaquHHO-meﬂeKOMMyHMKaLlMOHHble‘ cemu, obnaunvie anmueupycaul.

BBepeHue

IMocTtanoBka mpoOJieMbl ucciaegoBaHUsA. ABTO-
pamMH TpeIUIoKeH MeTofl 0e30IacHON MapIIpyTH3aluH
MeTaJ[aHHbIX B 00JIauHble aHTHBHUPYCHBIE cucTeMbl. Oc-
HOBHBIMH COCTaBJISIFOLIMMHU METOJIA SIBIISTIOTCS:

— anroputMbl  (POPMHPOBAHUS MHOXKECTBA Map-
LIPYTOB MEpeAadn MeTaIaHHbIX;

— crioco0 koHTpost uHui cBsizu TKC;

— MOJEJIM CHUCTEMBI HEHpOCETEBBIX JKCIEPTOB
0e30MacHO MapUIPYTU3ALHH.

JlaHHas cTaThsl MOCBSIIEHA CIIOCO0Y KOHTPOJIS JIH-
HUH CBSI3U TEJIEKOMMYHHKAIIMOHHOM CUCTEMBI 00JIauHO-
T'O aHTHBHUpYCA.

HoBusna cnocoba konTtpons nunuii cBszu TKC
3aKIII0YAeTCSl B y4eTe «CKOMIPOMETHPOBAHHBIX» OUT
JIAHHBIX CIENUANIbHBIX CUTHATYp, IepeaBaeMbIX B 00-
JIauHble AHTHBUPYCHBIE CHCTEMBI. JTO TO3BOJHT CHH-
3UTh BEPOSTHOCTh MAHMITYJISALMA MeTaJaHHbIMH, Tepe-
JIaBa€MBIMH B Y3JIbI IPOrPaMMHOTO CEpPBEpPa.

OcHoBHas 4YacTb

Hccnenoanus nporecca oOCayKuBaHust HH(popMa-
LIMOHHBIX ITIAKETOB METAJaHHBIX B MHOTONPOTOKOIHHOM
Mapmpytuzatope TKC mokasany, 9To OCHOBHBIMHU €O
AJIEMEHTaMH, BIUSIONMMH Ha BEPOSTHOCTHO-BPEMEHHbBIE
TIOKa3aTell KayecTBa OOCITY)KUBaHHUS SIBILSIIOTCS: KOMMY-
TaTop, JenakeTu3aTop, OJO0K YIIpaBiIeHUs MapLIpyTU3aTo-
POM, 3allOMHUHAIOIIEe YCTPOUCTBO Oydep mamsTH) U aHa-
Jm3aTop JHui cBszu (puc. 1.) [11—17].

OTIMuUTENFHONH 0COOEHHOCTHIO TIPE/ICTABICHHOTO
MapuIpyTU3aTopa SBJISETCS BKIIOYEHHUE B €ro COCTaB
aHaymM3aTopa JIMHUKA CBSA3W W acCOLMATHBHOIO OJIOKa
HEMpOCETEeBBIX IKCHEPTOB, MOCTPOCHHOTO HA OCHOBE
HelipoHHol cetn APT-1. Yka3aHHble OJOKH BBITIONHS-
10T 33Ja4il MOHHTOPHHra KaHajla CBSI3U U YIIPaBJICHUS
MPOLIECCOM MAapIIPYTU3AIMU B YCIOBHSX BO3MOXKHBIX
3JI0yMBIIIJIEHHBIX NOAKIOUYEeHUH. B mpemiaraemom an-
roput™Me 0€30MacHOM MapUIpyTHU3alyd Takue OJIOKH
MIPE/NOJIaraeTcss MCHONb30BaTh B KaXKIOM Y3JIE CBSI3H
(YC) TenekoMMyHUKAalMOHHON cucTeMbl. st TOro
YTO0Bl MapIIpyTH3aTop MOr' (h)YHKIMOHHUPOBATH, HEOO-

XomuMo c(opMHpOBaTh WH(OPMAIMIO O COCTOSHUH
COEIMHEHUH, HCXOAAIINX U3 TAaHHOTO Y3JIa.

Kaxxnomy coeanHeHHIO NpUCBaMBaeTCs oOIpese-
JIEHHBIM BEKTOp HapaMeTpoB, KOMIIOHEHTHI KOTOPOIo
XapaKTepU3yIoT ONMpPEeIEHHYI0 COCTABISIONIYIO (hU3H-
yeckoro coenuHeHnsd. OIHUMM U3 BaXHEHIINX Mapa-
METPOB, KOTOPbIE HEOOXOANMO YUUTHIBATH MIPU BEIOOpE
JANBHEHIEr0o TYTH MaplIpyTU3alud  HH(pOPMAIHH,
SIBIISIETCSL THIT KaHala CBS3M, €r0 MPOITyCKHAasl CIoco0-
HOCTb ¥ (pyHKIIMOHAJIbHAsI OE€30MaCHOCTb.

JIJ1s1 HEeKOTOPBIX KaHAJIOB CBSI3M XapaKTEPHCTHKH,
UCIIONIb3yeMble Ul BHIOOpa MapIIpyTOB NpH Ieperade
METaJaHHBIX B OOJa4YHble AHTUBUPYCHBIE CHUCTEMBI,
MIpUBEJIeHbI B Ta0II. 1.

[TapameTpsl MpOMYCKHOW CHOCOOHOCTH M (DYHK-
LMOHAJIbHOW OE30MacHOCTH TPENCTABISIIOTCS 3Haue-
HUsIMH B uHTepBaie oT 0 10 1, KoTopble XapaKTepu3yroT
THUIT KaHajla U KaOeJs CBSI3W 10 CPaBHEHHIO C Iapamer-
pamu, BBIOpDaHHBIMH B KaueCTBE JTAJIOHHBIX U UMEIO-
IIMMU MaKCHMaJIbHbIE 3HAYEeHHs MPOIYCKHOW CIoCo0-
HOCTH ¥ (DYHKIMOHAJIBHOH 0€301IaCHOCTH.

dopmupoBaHue 0Oyuaroleid BEIOOPKU ISl CUCTe-
MBI JKCIIEPTOB MPOM3BOAUTCS MYTEM aHaU3a JIMHUH
CBSA3M, KOTOpasi UCHOJIB3YETCs B paccMaTpUBaeMO Jio-
KaJbHOW ceTd. BTop)eHne MOXKeT OBITh OCYIIECTBIEHO
yTEM MPSMOTO TOACOCAMHEHHSI K KAHATY CBSI3H U CUH-
THIBaHMM WH(OPMALMM C TIOMOIIBI0 TEXHUYECKHX
cpenctB. BcenmepctBue 3TOro nomkHa OBITH BO3MOXK-
HOCTh ONPEeETIeHNs OMBITOK MOAKIIOYEHUS K KaHay.

Cremyer 3aMeTHTh, YTO OCHOBHAsI OMIACHOCTH 1107100~
HOT'O POJia 3IOYMBIIIUICHHBIX BTOP)KEHUN TPHUXOAUTCS Ha
HekoHTponupyemble ydacTku TKC, To ecTb y4acTku riio-
OAIBHBIX U PETMOHAIBHBIX CETel, B KOTOPHIX Yallle BCEro
rcronb3yroTes kanaibl Tuma E-1 u E-2.

[IpoBeneHHbIE HCCIEOBAHUS MTOKAa3aIH, YTO B Ha-
cTosfIIee BpeMsl, HECMOTPS Ha BBICOKYIO CTOMMOCTh U
CIIO)KHOCTb, CYIIECTBYET MNPHHLUIHNAIbHAS BO3MOX-
HOCTh ITOJICOEAMHEHUS K BOJJOKOHHOONTHYECKOH JINHUU
ces3u (BOJIC) u HecaHKIIMOHMPOBAHHOTO JOCTYIa K
JITAaHHBIM, TepeJaBaeMbIM N0 YKa3aHHBIM KaHajlaM CBs-
3u. CriocoObl HECAHKIIMOHMPOBAHHOTO JOCTYIa MOXXHO
KJaccu(UIIMpOBaTh MO IBYM Tpymiam (puc. 2).

© AA. CvmupHos, A K. Tuneik, A.H. [Ipees, C.A. CmupHOB
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Puc. 1. CtpykTypHas cxema MHOT'OIIPOTOKOJIBLHOTO MapIIpyTH3aTopa
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Tab6muna 1

XapaKTepI/ICTI/IKI/I, HCIOJIB3YEMBIC IJIA BI)I60pa MapuipyToB IpH nepeaadye MEeTaJaHHbIX
B o0JIauHbBIE AHTUBUPYCHBIC CUCTEMbI

AHanu3upyeMasi XapaKTepUCTHKa
IMpomnyckHas ctocoGHOCTh DOyHKIMOHATBHAS 6€30MaCHOCTh
Tun xaHana Cropocts nlr_)lc?rrl);zdlf;gﬁ Tun xabens ulzliiaaﬁ:gf? %’I;;:-
fiepenatu CIOCOOHOCTH MACHOCTHU

Ethernet 10 M6ur/c 0,8 KoakcnaapHbIil Kabenb

Ethernet 100 Mobwur/c 0,9 «TomcTeIi» KOak. Kaben 0,31

Ethernet 1000 M6wut/c 0,95 «Toukuii» Koak. kabenb 0,22
Kanan T-1 1,544 Mo6ur/c 0,45 TeneBU3NOHHBIHN KabeIb 0,15
Kanan T-2 6,312 Mowurt/c 0,61 Buras mapa
Kanan T-3 44,736 Mowut/c 0,85 DKpaHUPOBaHHAS 0,6
Kanan T-4 274 Mo6urt/c 0,93 HeskpanupoBanHnas 0,5

Kanan 56 56 T'6ut/c 0,33 Boi10KOHHO-ONITHYECK Ui
Kanan E-2 8,488 I'out/c 0,65 MHOTrOMOIOBBIH 0,8
Kanan E-1 2,048 Tour/c 0,55 OIHOMOIOBEIM 1,0

MeTogbl HeCaHKUMOHWPOBaHHOIo A0CTyMNa K ONTOBONIOKOHHbIM NMUHNAM CBA3U

Mo cnocoby nogcoeanHeHns

Mo macwrabam
B3aUMOAeNCTBUA

Mo cnocoby pernctpauuu n
ycuneHus

Bespa3spbliBHbIA Pa3spblBHbIA JlokanbHbIRA

MpoTsKeHHbIA

MaccueHbIR AxkTueHbI |l KomneHcaLUMOHHBIRA

Puc. 2. Cioco0ObI HecaHKITMOHUPOBaHHOTO AocTymna k BOJIC

Hawubonee onacHbIMH, C TOUKH 3pEHHs ChbeMa Me-
TaJlaHHbIX, MEPeJalolIuXcs Ha MpOrpaMMHBIE cepBepa
(aHANM3aTOPBHI METAJIAHHBIX) MPEICTABIISIOTCS Pa3phIB-
HBIC CITOCOOBI HECAaHKIIMOHHPOBAHHOIO mocrtyma. Mc-
TIONB3Ysl JAHHBINA CIIOCO0, 3JI0YMBIIUICHHUK UMEET -
POKMIA CIIEKTp BO3MOXKHBIX BO3JIEHCTBHH Ha OOJNaYHYIO
QHTUBUPYCHYIO CUCTEMY B LIEJIOM, HAUWHASL OT IPOCTOTO
nepexBaTa, 3aKaHYMBasi IMOJMEHOW MeTaJaHHBIX. YCT-
po¥cTBa pa3pbIBHOTO HECAHKIIMOHWPOBAHHOT'O JIOCTYIa
MO3BOJISIIOT OCYHIECTBIISAITH OoJiee HAaJeKHBIM CheM JaH-
HbIX. OHAaKO pa3phIBHOE MOJKIIOYEHHE TpeOyeT Bpe-
MEHHOTO OTKJIIOYEHHS JHHUH CBSI3U, YTO MOXET IIO-
CIIY)KHUTh CUTHAJIN3AIMEH 0 HAJIMYMU 3JI0YMBIIUIEHHOTO
BTOp)KEHUS! (HECMOTPS HA BO3MOXKHBIE MOIBITKH 3J10-
YMBIIIIEHHUKOB MaCKUPOBKH TaKOH aTakH).

Bonee He3aMeTHBIM MO BO3MOXKHOCTH OOHapy»xe-
HUS, KOHCYHO, SBJIAETCS Oe3pasphIBHBIN CHOCOO ITOI-

coenuHeHus. B aToM crioco0e a1 cheMa CHrHana Hc-
TIOJB3YETCsl M3JTydeHUe, BO3HUKAIOIIEE ECTECTBEHHBIM
o0pa3oM B pe3yJibTaTe paccesHHs CBeTa Ha My(Tax,
COE/IMHUTEISX, YCTPOMCTBaxX BBOJA M BBIBOJIA ONTHYE-
CKOW MOIIHOCTH, CaMOM OIITUYECKOM BOJIOKHE. [Ipu
5TOM BO3MOXXHO HCIIOJIb30BaHUE MACCUBHBIX, aKTHBHBIX
1 KOMITEHCALMOHHBIX CIOCOOOB PETUCTPAIMN IAHHBIX.
[MaccuBHbIe criocoObl 00MaIa0T BHICOKON CKPBIT-
HOCTBIO, TaK KaK NMPaKTUYECKH HE MEHSIOT MapaMeTpoB
pacnpoctpanenus usnydaemoro curtana B BOJIC. On-
HAKO ASTOT CIOCOO HMMeEEeT HEIOCTaTKH, CBSI3aHHBIE C
HU3KOM YYBCTBUTENBHOCTHIO. [ToaTOMy 1i1si mepexBaTa
METaJ[aHHbIX 3JIOYMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh
Y4acTKH, Ha KOTOPBIX YPOBEHb OOKOBOTO H3ITy4EHUS
noBeIIeH. J{axe mocie GopMHUpPOBaHUS CTAIOHAPHOTO
pacripezienieHus 1Mojisl B BOJIOKHE HeOoJbIast 4acTh pac-
CESIHHOTO M3JIYYEHHs BCE K€ MPOHUKAET 32 MpEIeIbl
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000JIOYKH U MOXKET OBITH KaHAJOM YTEYKH IepenaBae-
MBIX METaJaHHBIX.

Bo3MOKHBIC TIPUYHMHBI U3JTYYCHHUS W PACCEHBAHUS
B BOJIC u, coOTBETCTBEHHO, aTaK HECAHKI[MOHUPOBAH-
Horo nocryna k BOJIC npencraBneHs! Ha puc. 3.

Kak moka3aay ucciienoBaHus, aKTUBHBIC CITOCOOBI
MTO3BOJISIFOT TIOJYYHUTh CUTHAJT OOJNBIICH MOIIHOCTH H,
COOTBETCTBEHHO MOBBICHTH 3()()EKTUBHOCTh aTaKH He-
cankuroHupoBanHoro ngocryna k BOJIC. Onnako npu
9TOM IPOUCXOIUT U3MCHECHUE MapaMeTpOB (MOIIHOCTH)
pacnpoctpansitoierocs mo BOJIC curnana, 4ro Takxke
o0JieryaeT BO3MOXKHOCTh OOHAPY)KCHUS aTaKH.

Ananu3 croco6oB cbeMa maHHbIX ¢ BOJIC moka-
3aJl, YTO JJIs BBITOJHEHUS JaHHOW oOIepalud Ha (u3u-
YECKOM YPOBHE KaKOTO-TH0O0 y4acTKa, MOKHO HCITOJb-
30BaTh JIOKAJbHOEC BO3JCHCTBHE Ha €ro BOJIOKOHHBIC
CcBeTOBOIBL. IIpM TakoM BO3IEHCTBUU U3MEHSIOTCSA WX

l’wly HCHNG
Bmemmn:m( mon Ppenenerckoe
OTPRKEHHE

CobcreernOR
nomome}me

Iornomenue Ha
poHAx OH"

OIITHYECKHE CBOMCTBA, YTO U MPUBOJUT K «BBHITEKAHHIO
curHaiga. MeToZ0B BO3JIEHCTBHS Ha BOJIOKHO MOXKHO
MIePEYNCIUTh HECKOIBKO!

—  u3rub BOJIOKHA;

— M3MEHEeHHe JUaMeTpa BOJIOKHA (Hampumep, Imy-
TEM JaBIICHUS)

—  MHKPOHM3THOBI BOJOKHA;

— aKyCTHYEeCKOe BO3ZEHCTBUE Ha BOJIOKHO;

— BO3JEUCTBHE XMMUYECKHUMU PEaKTHBAMH.

[IpoBeneHHbIe HWCCIEIOBAaHMS ITIOKa3ad, 4YTO U3
9THX METOAOB OIHMM M3 HambOoinee 3()(HEKTHBHBIX IS
3JI0YMBINIJICHHUKOB SIBIISIETCS. METOJ] M3ru0a BOJIOKHA
(mO3BOJISIET OPraHU30BATh HANPABIICHHBIN BBIBOJ U3IIY-
yenus). M3meHsist paguyc u3rnda BOJOKHA, 3JI0YMBIII-
JICHHUK MOYKET JIOOUTHCS CHSATHS TAKUX BEJIIMYUH ONTH-
YEeCKOW MOIIHOCTH, KOTOPOW eMy OyZeT BIIOJTHE J0cTa-
TOYHO IS TIepeXBaTa METaJaHHBIX

Paneescroe
paccesHne
d«xi

Paccesnme
JIaBa-Mu

\N\“ ;L\AAMW\NM» \/\/\P&\«WJWVW\/\/\B%W

MECTO CBAPKH ! Si0, 'OH Sded W
Hamyuenne Ba
Paccesmne o e cu MaKpoH3THO2X
Hamyqerne Ha HEOTHOPOOHOCTAX, Bprnosaa Hanygenue Ha
HEPaBHOMEPHOCTH H HEKOHIIEHTPHTHOCTH p . p Aoat=A Pacceme Pamana
CCPAUEBHE BOIOKOH B MECT CREpKH Pom \& > Propor MHEKPOUSTHGaX

wi%/\/\/wvw Y MW

e

MECTO CBapKH

mmx

Puc. 3. [Ipuunnsl HecaHKIMOHUPOBaHHOTO HocTyna kK BOJIC

OpHako, cleayeT 3aMeTHTh, aOCONIIOTHO He3aMeT-
HBIM 3TOT METOX He sBiseTcs. [IoCKonbKy MOIIHOCTB
OTBOJAUTCS] IPUHYIUTEIHHO, TO MOIKIIOUEHHE BBI3OBET
CHIDKEHHE YPOBHSA MOIIHOCTH Ha TNPHUEMHON CTOpOHE
nuHUHA. [109TOMY OCHOBHBIM METOJIOM OOHApYyKEHUS
3TOro crocoda HeCaHKIMOHWPOBAHHOTO JIOCTYIIA SIBJISI-
€Tcs KOHTPOJIb HajJ YpOBHEM MOIIHOCTH Ha NMPUEMHOU
cropoHe. Ecim ycTpoiicTBO KOHTpOIIS 0OHAPYKUBAET ee
CHIDKEHHE, TO OHO JIeNlaeT BHIBOJ O HAJUYUU HECAHK-
unoHupoBanHoro goctryna k BOJIC u MoxxeT npuHSATH
pelieHne o MepeHanpaBiIeHUN MeTaJaHHBIX Ha Ipo-
TpaMMHBIE cepBepa M0 IPyroMy MapHIpyTy.

[IpoBeneHHbIE HCCIENOBAHUS IOKa3ajld, YTO all-
maparypa, pacloJIOKeHHasi Ha CTOPOHE MPOrpaMMHOIO
cepBepa KOHTPOJIS ¥ aHaJIM3a METaJlaHHBIX B OOJIAUHBIX
AHTUBHUPYCHBIX CHUCTEMax, KpOME OCHOBHBIX CBOHUX
(GyHKIMH TODKHA BKIIIOYATh B ce0sl CUCTEMY KOHTPOJIS
1 OOHapy)KeHHs1 HECaHKIIMOHHPOBAHHOIO JocTyma. B
3a/ady TOM CHCTEMBI OJDKHBI BXOIWTH: HAaONIOICHUE
3a cocrosHueM BOJIC, KOHTpONb NPUHUMAEMOrO CHI-
Hala W Iepejada e€ro B MHTEIEKTYyalbHBIM accouua-
TUBHBIA OJIOK HEHPOCETEBBIX PELICHUH, B KOTOPOM U

MPUHAMAETCSI PEUIeHHe O HAJIWYUKM HECaHKIMOHUPO-
BaHHOro noctymna k BOJIC.

Amnanu3 nurepaTypsl [6, 7] mokasai, YyTO OCHOB-
HBIMH TIOKa3aTesiMi 3(pQEKTUBHOCTH, UCIIONb3yEMBIMH
TIPY pEIIeHUH MTOCTABIICHHBIX 3a71a4 SIBJISIFOTCSL:

—  BEpOSITHOCTH OOHAPYXKEHUS — Pygy;

—  BEpOSTHOCTH JIOXKHOTO cpabaThiBanus — P;

— o00beM wHH(pOpManMu, NepexBaThIBAEMOI Ha-
pymureneMm — k (Our).

Ecnu 3HaueHus aTUX MoKa3aTeneii Jexar B paMKax
JIONYCTUMBIX TIOPOTOB, TO JIaHHAs CHUCTEMa SIBIISIETCS
3 PEKTHBHOM.

IMpoBenem aHanm3 (QyHKIMOHMPOBAHHS paccMmart-
pUBaeMOl TelIeKOMMYHHKAIIMOHHON CHUCTEMBI 00Jay-
HOM AaHTMBUPYCHOW 3allUTBl M BBIACHUM (DaKTOPBHI,
BIHSIONINE Ha e () (EKTUBHOCTS.

0O0603HaunM vepes s, cocrosiaue BOJIC B orcyrer-
BUE HECAHKI[MOHUPOBAHHOTO JIOCTYIIA, a Yepe3 S; — Co-
crosuue BOJIC npu 1aHHOM 37I0YMBIIIJIEHHOM BO37eH-
cTBHM. 3amavdeil aHaIM3aTopa JWHUHN cBs3u (puc. 1) siB-
JISieTCSL OIIpeZielIeHue MOMEHTa W3MEHEHHUS! COCTOSHUS
BOJIC.
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N3 pabot [1 — 17] U3BECTHO, YTO CHTHAJ, HOCTY-
MO HA BXOJ NMPUEMHHUKA 00JIa4HOM aHTUBHPYCHOM
CHCTEMBI, TPENCTaBIsIeT COOOH IOCIE0BATENbHOCTD
OuT, BEIPAKEHHBIX B BHJE UMITYJIbCOB cBera. [lapamer-
pamMH 3THUX HMIIYJIbCOB SIBJSIFOTCS WX JUIMTEIBHOCTB,
YPOBEHb OINTHYECKOH MOIIHOCTH, a TaKkKe (QYHKIUS
pacrtipesenenus 3Toid MomHocTd. [loakiroueHue K Ju-
HUM BHEITHMX HECAHKIIMOHUPOBAHHBIX YCTPOWCTB, BBI-
30BET M3MEHEHHs B JITUX Napamerpax. [IpmHnmaemas
OINITHYECKass MOIIHOCTh CHU3UTCH,
W3MEHHUTCS U ee pachpeieneHue.

Anmnapatypa JeTeKTHPOBaHUS B MpPUEMHHUKE O00-
JIAYHOW aHTHBHUPYCHOW CHCTEMBI paboTaeT ¢ J0CTaTou-
HO MOIIHBIMHM ONTHYECKHMH CUTHAJIAMH, M MOTOMY CO-
OTHOIIEHHE «CHUTHAI/IIyM» Uil Hee OyAeT OoNbIInM.
DMITUPHYECKH, B TECTOBOM PEXHMME HECJI0KHO MPOBEC-
TH aHaJIW3 ero padoThl B YCJIOBUSIX OOMEHa MeTajaH-

COOTBCTCTBCHHO,

HBIMH U KOMAaHJI Mepe/iadn yIpaBIeHUs MPOrpaMMHOMY
KJIMeHTY, W HAWTH 3aBUCHMOCTh MEXIy H3MEHEHHEM
MPUHAMAEMON ONTHYECKOW MOIIHOCTH U BEPOSTHOCTS-
MU OOHAPYKEHHUS U JIO)KHOTO cpabaThIBaHUSL.

Crenyer 3aMeTHTb, YTO CHCTEMBbI aHaM3a (aHasu-
3aTOpBI) MIEPEaBAEMOro CUTHAJA SIBIISIFOTCS OMHUMH H3
MPOCTHIX TUATHOCTHYECKHX cucTeM. Ha mpueMHoi# cTo-
poHe (cepBepHON YacTH) O0JaYyHOr'O0 aHTHBHpYCA aHa-
JMU3UpPYETCs MPOLIEANInil curHal. B ciydae npoBeneHust
kubepataky (HECAHKIIMOHUPOBAHHOIO IOCTYIIA) TPOKC-
XOIUT (PUKCAIHsT M3MEHEHU T MOIITHOCTH CHTHAJIA.

OnHUM U3 OCHOBHBIX HEJOCTATKOB MOTOOHOTO PO-
Jla CHCTEM SIBJISICTCSI OTCYTCTBHE MAHHBIX O KOOPWHATE
(BpeMeHHOI XapaKTEepUCTHKE) MOSBUBIIICHCS aHOMATIHH.
DTO MOBBINIAET BEPOITHOCTh JOKHBIX CpabaTHIBAHHUN B
cucreMe. Ha puc. 4 HarmsiqHo WUTIOCTpUpYeTCs NaHHAS
CHUTYaIIHsL.
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Puc. 4. I'paduk pacnpeneneHus BEPOATHOCTH ISl ONITUYIECKOH MOITHOCTH
Ha JierajJbHOM MPUEMHHUKE MIPU HATMYMUA U OTCYTCTBUU aHOMAJIUU

[pu mosiBIeHNN aHOMAJIUH ONTHYECKAsT MOIITHOCTb

CHI)KAETCS, © MaTeMaTHYECKOe OXKUAaHNE BEIHIHHBI Z
2
cTanoBTCA paBHbIM A | 4 ee awcniepons — —2— .

Kak BumgHO W3 rpaduka puc. 4., HapsIy ¢ Impa-
BUJIBHBIM OOHApY)KEHUEM 3JI0YMBIILICHHBIX BTOPKECHUIH
B JIMHUW CBSI3U, UCIIOJb30BAaHHWE OJHOIO aHaIU3aTopa
0e3 JIONOJHUTENBHBIX «HHTEIUIEKTYAIBHBIX)» CPEICTB
OOHapYKEHHsI TONMYCKAeT CUTYalUIO JIOKHOTO OOHapy-
JKEHUsI UJTU MPOITYCKa aHOMAJIUH. DTO MOXKET MPOU30M-
TH, €CII YPOBEHb MOIIHOCTH CHUTHAJIa CTaHET MEHbIIE
(y1ubo GoJIbIIIe) MOPOTOBOTO 3HAYCHHUS Y O] BIUTHHEM
KaKux JIM0O OOBEKTUBHBIX (DAKTOPOB (HAIpUMEp, CTa-
peHue 000PYIOBAHMS).

B paborax [6, 7] s pacyera BepOSITHOCTEH JIOXK-
HOr'0 OOHApPY)KEHHS WJIM TPOITyCKa aHOMAJHH Tpeiia-
raeTcs UCIOIb30BaTh BBIPAYKEHUSL:

-(z=4)"
2

1 oi
P =—— eszz;

10 \/E o, J
JIN

()

—

-(z-A} )

L,y
Pnpon = ;H 62 %dz ,
JN

2
rae A u (cf) — MaTeMaTH4YecKoe OKUIaHHE U JAWC-

)

—0

Hepcust CIIyd4ailHpIX BEIMYHMH Y, IPH HAJIMYUH HECAHK-
IIUOHUPOBAHHOTO JOCTYIIA.

Jlis ycTpaHeHMsl yKa3aHHOTO HEJOCTaTKa paso-
ObeM TepenaBacMble JaHHbIC HA MHOXXECTBO YUaCTKOB
OoIUHAaKOBOH anmuTensbHocTH N OuT. [Ipu 3TOM Hccneny-
€M BEIIMYMHY y; — lTapaMeTp YpOBHS CHTHaja B i-il Mo-
MeHT BpeMeHH. [lycTh maHHas ciydaiiHas xapaKTepu-
CTHKa OTBEYaeT HOPMAJILHOMY 3aKOHY paclpe/lelICHHSI:

1 -y M)
P(y)=———¢ " , (3)
V2o,
rae 7\4, G — MAaTeMAaTHYICCKOC OXUIAAHUC N AUCTICPCHUA
cnyqaﬁHoﬁ BCJIMYHHBI y; COOTBETCTBCHHO.
CyMMy BeHUYMH Yj, ONpeAeIsieMbIX B aHATIH3aTOpe
JIMHUUA CBSI3U JJIA BCEX Y, COOTBETCTBYIOIIUX ITOJIOXKH-

125



36ipHux naykosux npays Xapxiecokoeo yuisepcumemy Iosimpsanux Cun, 2016, sunyck 2(47)

ISSN 2073-7378

TCJIbHBIM HUMITYJIbCaM, 0003HaUYMM Kak Z H CpaBHUM C
Ioporom v::

z-1y )
PR

rae N — HHTepBaJ aHaIM3a.
ITo pesynpTaTam Takoro cpaBHEHHS B CHCTEME
HEUpPOCETEBBIX DJKCHEPTOB NPUHUMAETCS PEUICHHE O

HaJIMYUH HECAaHKIIMOHUPOBAHHOTO JocTyna. Ecimu ataku
He OOHapyXHMBAETCs, TO 3TOT MPOLECC MTOBTOPSIETCS ISt
crenyroniero uHTepana N.

Statechart-auarpamma, WILTFOCTPUPYIOIIAS JaHHBINA
mpoliecc, NpeacTaBiIeHa Ha pucC. 5.

Ha »aT0ii nuarpamme ompezensercss COCTOSHUE
ananmuzatopa BOJIC B mpoiiecce mepeaaud MeTajaH-
HBIX.

{oBHapyxeHne aHomanui}

Puc. 5. Statechart-auarpamMmma, WUTFOCTPHPYIOIIAS MPOIECC OOHAPYKEHUS AHOMAITHIH
B TIpoIIecce Mepeadn MeTaIaHHbIX

W3 guarpaMmbl BUITHO, YTO IOCJIENOBATEIBHOCTD
MepearoMXcsi OUT JAaHHBIX pa30MBaeTcsi Ha y4acTKH
omuHakoBo# murenbHOcTH N 61T (N;...Ns). B Hekoto-
pBIIi MOMEHT BpeMeHHU (COCTOSIHME 2) MPOXOIHUT aTaka
HecaHKIMOHUpoBaHHOro foctyna k BOJIC. DtoT MoO-
MEHT IPUXOJUTCS Ha HEKOTOpPbIi OUT ydactka N,. Cuc-
TeMa JIOJDKHA TPHUHATH PEelIeHUe, YTO HauWHasl C 3TOTr0
OuTa, Bce ocTaJbHbIE Ce0sl CKOMIPOMETHUPOBAIH (U3Me-
HUWIN TapaMeETPBI).

VYuer sToro ¢axra nmo3Boiser Ha yyacTke Ns, OT-
crosieM oT ydactka N, B oOmiem ciydyaem Ha T ydacrt-
KOB, aHaJM3aToOpy OOHAPYXUTh aHOMAJIMIO B IPHHSITOM
CHTHAaJIe.

[TycTb X — ymcno our, nepenannsix B BOJIC nocne
MPOBEACHHON KHOepaTaku («CKOMIPOMETHPOBAHHBIX)
Ha uHTepBaie N,.

Torma ofmee 4YHCIO «CKOMIPOMETHPOBAHHBIX)»
OWT TaHHBIX OYIET PaBHO:

Xi=x,+N-T+T,, (5)

rac Tpa — BpEMs, paClpoOCTpaHCHUA JaHHBIX O CUTHAJIC

AQHOMAaJIHH.

JlaHHBIE O YHCIIC CKOMIIPOMETHPOBAHHBIX OUT He-
00XOIMMO HCIONB30BaTh MPU IEPECcUeTe KOJIUYECTBA
MeTaJlaHHbIe, MMePEHANPABIAEMbIX 0 HOBOMY HECKOM-
MPOMETHPOBAHHOMY MapIIpyTy.

Taxkum ob0pa3zom, pa3paboTaH crocod KOHTPOIS
JIMHUN CBSI3M TEIEKOMMYHHUKAIHOHHON CHCTEMBI, OTIIH-
YAFOIIUIACS OT M3BECTHBIX BBEJCHHEM MPOIEAYPhI yUIeTa
«CKOMITPOMETHPOBAHHBIX» OUT JAHHBIX CIENUATBHBIX
CHTHATYp, MepeaBaeMbIX B OONa4HbIC aHTHBHPYCHBIC
CHCTEMBI.

Hcnonp3oBaHue AaHHOTO criocoda IO3BOJHT BBI-
SBIATH U3MeHeHHue xapakrtepuctuk BOJIC B mponecce
¢ynximonupoanust TKC, (momyduts HE0OXOIMMBIE
JaHHbIC T Havaya Mpoueaypsl OOYYeHHUsS HEHPOHHBIX
9KCIIEPTOB) M BHIJABATh HEOOXOMMbBIC CUTHAIBI aHOMa-
nuii (BO3MOXXHBIX KHOepaTak) B JIMHHSAX CBS3H B CHCTe-

My HEHpOCETEBBIX HKCIEPTOB O€30MacHON MapIIpyTH-
3aLUM.

OTO MO3BOJUT CHHU3HUTH BEPOSTHOCTH MaHHITYIISI-
UMA MeTaJaHHBIMH, IIepelaBaeMbIMA B Y3IIbl IIPO-
TpaMMHOTI'0 cepBepa.

BbiBOoAabI

JIJ1s1 IOCTOSTHHOTO MOHHMTOPHHTA M PEIeHHUs 3a]1a-
4y riepe)OpMaTHPOBAHUSI MapUIPYTOB CBSI3U C Y3JIOM
IPOrpaMMHOIO cepBepa pa3paboTaH cIocod KOHTPOILA
nuauit cszu TKC.

Hcnonp3oBaHue AaHHOTO criocoda IO3BOJHT BBI-
SBIATh U3MeHeHue xapaktepuctuk BOJIC B mponecce
¢ynxmonupoanust TKC, (momyunts HE0OXOIMMBIE
JIAaHHBIE JUIs Hayajia MpOLeAypbl 00y4eHHs: HEeWPOHHBIX
9KCIIEPTOB) M BBIIaBATh HEOOXOJMMbIE CHT'HAJIBI aHOMa-
THi (BO3SMOXKHBIX KHOEpaTak) B JMHHUSX CBSI3U B CHCTE-
My HEHpOCETEBBIX SKCIIEPTOB O€30MacHON MapIIpyTH-
3aIHn.

OTIMYUTENFHONH OCOOEHHOCTBIO TPEIIOKEHHOTO
crioco0a sBIIsIETCSl BBEICHHE TPOLIEAYPHI ydeTa «CKOM-
MIPOMETUPOBAHHBIX» OUT MaHHBIX CHEUAIbHBIX CUTHA-
Typ, TIepeaBaeMbIX B 00JayHbIC aHTUBUPYCHBIE CHUCTE-
MBI.

OTO MO3BOJUT CHHU3HUTH BEPOSTHOCTH MaHHITYIISI-
UUA MeTaJaHHBIMH, IIepellaBaeMbIMA B Y3IIbl IIPO-
IpaMMHOT'O cepBepa.
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CNOCIB KOHTPOJIO NIHIN 3B'A3KY TENEKOMYHIKALIWHOI CUCTEMU
XMAPHOI'O AHTUBIPYCY

0O.A. Cwmipros, A.K. [limuk, A.M. [lpee, C.A. CmipHOB

Jlana cmamms npucesuena po3pobyi ma oyinyi cnocody KOHmMpoIo AiHil 36'A3Ky menekoOMyHIKayitiHoi cucmemu xmap-
nozo anmugipycy. Hosuszna cnocody konmponio ainiti 36'a3ky TKC nonseac 6 00aiky «ckomnpomemoganuxy» 6im oanux cneyi-
ANbHUX CUSHAMYP, NEPeOaHux 8 XMapui aumusipychi cucmemu. L{e 003601ume 3HU3UMU UMOGIPHICMb MAHINYAAYIL Memaoa-

HUMU, NepedaHuMu 8 831U NPOSPAMHO0 cepeepa.

Knrouosi cnoea: inghopmayiiino-menexomyHikayiiini mepeici, XMapHi anmugipycu.

METHOD FOR CONTROL LINE COMMUNICATION SYSTEM TELECOMMUNICATION
CLOUD ANTIVIRUS

A.A. Smirnov, A.K. Didyk, A.N. Dreyev, S.A. Smirnov

This article focuses on the development and evaluation of a method of controlling communication lines telecommunica-
tion system of the cloud antivirus. The novelty of the method of controlling the communication lines TKS is taken into account
"compromised" bit special signature data transmitted in the cloud antivirus system. This will reduce the possibility of manipu-

lation of metadata transmitted in the application server nodes.

Keywords: information and communication networks, cloud antivirus.
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