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METHOD OF TROUBLESHOOTING IN THE NEURAL NETWORK ENVIRONMENT 
OF INTELLECTUAL DECISION SUPPORTING SYSTEMS 

The issues of error detection in artificial neural networks are considered. They are related to conflicting opin-
ions of experts and / or limited (imperfect) description of the subject area. Approaches to their debugging are ana-
lyzed. Ways to improve existing approaches to debugging errors such as “forget about exclusion” are shown. Pos-
sible ways of application of the received decisions for debugging of errors “intersection of critical events” are 
shown. A formalized definition of the error of the neural network intelligent system is proposed, taking into account 
the requirements for efficiency and accuracy of information presentation. The issues of the influence of incorrect 
organization of machine learning on the accuracy of classification of elements of the neural network intellectual 
system are considered. The possibility of applying network contrast methods at the preparatory stage for testing the 
knowledge base of the intelligent decision support system is proved. This reduces the likelihood of errors of this type 
for these systems. The classification and analysis of algorithms for sampling knowledge from an artificial neural 
network are given. It is shown that to detect these types of errors it is advisable to use a modified GLARE algorithm 
with the adaptation procedure. Block diagrams of algorithms for debugging the knowledge base of an intelligent 
decision support system using the obtained theoretical solutions are presented. The scheme of the organization of 
testing process on levels of detailing for integration and modular testing is offered. This approach can be used to 
implement testing processes of Agile methodology, in particular: Agile Modeling, Agile Unified Process, Agile Data 
Method, Essential Unified Process, Extreme Programming, Feature Driven Development, Getting Real, Open UP, 
Scrum, Kanban. 
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Introduction 

General Problem Statement. Increasing the func-
tional and computational complexity of tasks imple-
mented by software of intelligent systems (IS), continu-
ously leads to an increase in their volume and complex-
ity of development. Accordingly, as the complexity of 
the software increases, the number of detected and un-
detected defects and errors of the software increases. 
This significantly affects not only the quality of IS 
software, but also in general as a result of solving the 
tasks assigned to the intelligent decision support system 
(IDSS). 

Significant expansion of the areas of application of 
IS has allowed to separate critical subject areas. Errors 
or poor quality of software in these areas can cause 
damage that far exceeds the positive effect of their use. 
For such critical areas, IS malfunctions are unacceptable 
in the event of any input changes, hardware failures or 
partial failures, and other emergency situations. 

In [1] it was proved that the problem of error de-
tection and elimination is exacerbated by increasing the 
complexity of the tasks solved by the software. It also 
threatens catastrophes in systems that perform critical 
functions of managing large and particularly important 

objects or processes. 
This trend has an increasing dynamics over time. 

This entails the need to develop appropriate algorithms, 
models and methods. They will provide the required 
quality of software in general and software of intelligent 
systems that use the mechanism of neural networks, in 
particular. This statement is based on the current state of 
existing approaches to the design of IDSS. 

Analysis of the Recent Research and Publica-
tions. General principles and approaches to the creation 
of control systems for complex systems are widely rep-
resented in the works of Burkov V, Novikov D., Ga-
lin D., Weinberg G., Richard C. Dorf, Bishop R., Dolin-
ina O. [2–4] and others scientists. A number of scien-
tific substantiations of the solution of the problem of 
debugging knowledge bases are reflected in the works 
of Suwa H., Scott A., Shortliffe A., Nguen T., and oth-
ers [5–7]. 

The most striking, in terms of scientific results, are 
works based on methods of static debugging without 
obtaining solutions from the expert system. Unfortu-
nately, the known scientific results have a rather subjec-
tive effect on the formalization of structural errors. This 
approach does not allow the software developer to claim 
that statically correct knowledge bases will guarantee 
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the required quality of decisions (errors in knowledge 
caused by a duplicate system of reasoning). The most 
difficult to detect are errors such as “forgetting about 
exclusion” and “critical combination of events”. They 
lead to mistakes in decision-making and are often the 
cause of great material damage and human  
casualties [5]. 

Testing is used to detect errors in knowledge. 
However, automated testing for knowledge bases also 
requires additional time and money. They are aimed at 
formalizing the plan for the implementation of certain 
rules of a particular subject area, accompanied by the 
construction of appropriate models. 

Another advanced way to create intelligent sys-
tems that also require further study is to use a three-
layer perceptron as a type of artificial neural network. 
Therefore, the urgent issue is the development of adap-
tive methods of establishing knowledge bases that use 
existing forms of knowledge representation, and thus 
allow to achieve the required level of reliability of deci-
sion-making intelligent systems. 

Aim of the Research. The aim of the article is to 
develop a method of debugging in the neural network 
environment of intelligent decision support systems. 
The complexity of solving this problem, according to 
many experts in the field of systems analysis, is primar-
ily due to the presence in IDSS such properties as in-
consistency of knowledge, activity, non-identity, and 
others. 

Main part 

In [5] the concept of error of the neural network in-
telligent decision support system is introduced. A de-
tailed analysis of the applicability of this definition to 
various subject areas (in particular, to traffic control 
systems) showed the following. For knowledge bases 
that support the work of ACS in real time, this defini-
tion can be slightly modified, taking into account the 
requirements for efficiency and accuracy of expert in-
formation. Given the above, under the error of the neu-
ral network IDSS we understand the fact of erroneous 
assignment of an event (group of events) 

1 2{ , ,..., }i nX x x x  to a class  that actually belongs 

to the class (classes)  (classes ): 
kk

1nk ,..., nk k

( ) K
i k iP X k X X   , (1) 

where – the function implemented by the neural
network model;  

P

1 2{ , ,..., }i nX x x x  – the set of events;  

1{ ,..., }nK k k  – the set of source classes. 

Errors related to defects in the software implemen-
tation of neural network IDSS and failures of informa-
tion processes, and methods for their detection are de-
scribed in detail in the literature [6]. Therefore, it is as-
sumed that these errors can be formally detected in the 

stages preceding testing. Errors caused by conflicting 
opinions of experts and / or limited (imperfect) descrip-
tion of the subject area are subject to more detailed con-
sideration. These errors to some extent have certain fea-
tures, but in general they are reduced to two classes: 

1) errors associated with the incorrect organization
of the process of machine learning neural network deci-
sion-making mechanism and processing of expert in-
formation; 

2) errors associated with the peculiarities and in-
consistencies of the subject areas. As a rule, this is 
manifested in the omission or disregard of a number of 
input factors. An incorrectly organized machine learn-
ing process is considered to be a learning process as a 
result of which the neural network has not reached ac-
ceptable classification accuracy or has lost the ability to 
generalize due to retraining [7–10]. To identify the fact 
of incorrect organization of the machine learning proc-
ess, it is proposed to use a mechanism based on the 
methods described in [7]. 

Suppose there is a set Z  of pairs of input and, re-
spectively, output vectors: 

1 1 2 2{ , , , ,..., , }n nZ X Y X Y X Y       .   (2) 

As components of the set Z  we define the obliga-
tory minimum number of subsets: educational 1Z , con-

trol 2Z  and validation 3Z : 

1 2 3Z Z Z Z   .             (3) 

Based on the definition of the purpose of machine 
learning – minimization of the objective function of the 
total quadratic error of the neural network [11], which 
can be interpreted as the accuracy of classification: 

21
( )

2
s s
j j

j s

E y  d , (4) 

where s
jy  – the obtained value of the output neuron 

when applying to the network input the value of the 

observed event 

j

s , s
jd  – the expected value of the out-

put neuron  when applying to the network input the 

value of the observed event 

j

s . 
Note that in accordance with the accepted error 

search mechanism, in the process of machine learning, 
the system error  is checked not only on the subset E

1Z , but also on the control subset 2Z . The total error in 

the training and control subsets takes a constant value 
and stops the decrease if the current configuration of the 
artificial neural network cannot learn to solve the prob-
lem. That is, the control mark of the transition to neural 
network retraining is determined by the fact of stabiliza-
tion of the error value and stopping its reduction in the 
control subset 2Z . At the same time, it is necessary to 

pay attention to the constant control of the value of the 
error in the learning subset, as it can decrease and affect 
the value of the set Z  as a whole. The accuracy of the 
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classification achieved as a result of training and com-
pliance with the requirements of the standards [12] must 
be verified on a validation subset 3Z  by testing [10]. 

The analysis of IDSS of the automated air traffic control 
system showed that the approaches to testing described 
in [8–10] require additional expansion of the elements 
of the set Z . To do this, it is proposed to use methods 
and algorithms for implementing cross-validation [14]. 

If the accuracy of the classification after training 
was higher than stated in the terms of reference for the 
development of IDSS, the neural network is considered 
successfully trained. But a trained neural network can 
make mistakes related to the incorrect organization of 
machine learning neural network mechanism. This is 
most often manifested in the incorrect classification of 
events. This situation is determined by the nature of 
these errors and the statistical similarity of belonging to 
the wrong class and belonging to the correct class. In a 
multidimensional feature space, this means that these 
errors are described by points that are close to the class 
boundaries: 

* ** *( , ), (| ( , ) , ) | )j nk k
i n j jk k K D X X X (D X 

j

 ,   (5) 

where X  – the input vector of the j-th event; 

*
jk

X  – a subset of events related to the class ;*
ik

*

)jk
D X X

j

( ,j – a measure of the proximity of the

event vector X  and the required value of the event 

*
jk

X ; 
  – the allowable deviation value determined by 

the technical conditions and subject area of the IDSS 
knowledge base.  

Depending on the value , you can detect all the 
errors identified by expression (5). In this case, for the 
events characterized by (5), the neural network system 
will make a decision, which is that for a particular input 
vector 



jX  to determine its belonging to an existing 

class is impossible. Thus, the correct learning of the 
artificial neural network, the absence of errors in the 
implementation of system software and the correct exe-
cution of computational processes in general do not in-
dicate the absence of errors in decision-making due to 
external inconsistencies of the subject area and generate 
errors such as “forget about exclusion” and / or “ critical 
combination of events”. For errors of this type, the neu-
ral network decision-making mechanism, using an es-
tablished set of facts 1 2 ,{ , ..., }nF fa f fact ct act  of an 

event iX , makes a conclusion about the belonging of 

this event to the class . This is a correct 

decision on the formal description of the structural and 
logical scheme of the knowledge base, but incorrect on 
the physical essence. This is caused by some combina-

tion of facts 

( )ik:i ik X X

1 2
{ , ,...,

n
}x x x xF fact fact fact , which in 

the disjunction (exclusive combination) uniquely iX

determines non-belonging to the class : ik

1 2
,...,

nx x x ifact fact X X    

i

( )ikfact .     (6) 

The presence of a combination of facts of an ex-
ceptional combination (6) is a feature of the subject 
area. If such a combination of facts is not taken into 
account at the stage of formalization of the elements of 
the subject area, the IDSS will give an incorrect result 

, based on the derivation mechanism for the class 

, based on the assessment obtained on the basis of 

statistical proximity 

( )iР X

ik

X  to the class ( )ikX . In [6] the

issue of formalization of the error of the decision-
making mechanism based on an artificial neural net-
work is considered. Taking into account the results pre-
sented in [6] and the judgments given above, we deter-
mine that the error of the type “forget about the excep-
tion” for the neural network IDSS occurs if: 

1 2

1 2

{ , ,..., },

,...,

.

n

n

x x x x

x x x i

i i

fact fact fact

fact fact X X

X k

( )( )

( )

ik

F

fact

Р

 

    

 

  (7) 

Note that at the time of deciding on the unambigu-
ous presence of this error, the knowledge base must be 
statically correct. That is, there are no errors in software 
implementation and errors associated with failures of 
information processes. In this case, to detect errors in 
the classes “forgetting about exclusion” and “critical 
combination of events” in the training set, it is enough 
to build a test set and conduct a test procedure of artifi-
cial neural network, making logically transparent struc-
ture of expertise in the trained neural network. Why is it 
necessary to extract the decisive rules. The scheme of 
the process of converting the data of the training set of 
the artificial neural network ISPR into the appropriate 
information structure, taking into account the value of 
the error level is shown in Fig. 1. 

зрозр  

зрозр  

Fig. 1. Scheme of the process of converting the data  
of the training set of artificial neural network IDSS  

in the appropriate information structure, taking  
into account the value of the error rate 
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Taking into account th above and in order to form 
a log

ge, it is proposed to carry out di-
rect 

contrast techniques involves the re-
mova

consider the method of 
addin

e 
ically transparent structure of expert knowledge 

and their selection at the first stage, it is proposed to 
apply methods based on neural network contrast algo-
rithms [6; 15] (while increasing the interpretability of 
the neural network).  

In the second sta
sampling. In the context of the implementation of 

the first stage, attention should be paid to solving the 
problem of contrast during neural network training, 
which will significantly reduce the likelihood of errors 
described above.  

The use of 
l of certain scales and neurons. Their influence on 

the output is insignificant and they provide expert in-
formation in the form of a sparse logically transparent 
neural network information structure. To implement the 
network contrast strategy, it is proposed to use methods 
that can be equally applied to both synapses and inho-
mogeneous inputs of neurons. 

As an example, we can 
g a penalty term to the target function – the so-

called “structural training”. The decisions obtained by 
this method are based on fines for large (in absolute 
value) weight of the synapse. As the objective function 
is selected, for example, a function of the form: 

* 2
n

,
1 ,

( )i i j k
i j k

H y y w


     . (8) 

The criterion of least squares is taken as the first 

term

k p
utput 

signa

 are re-
move

im

tly / at least M from N conditions 
C1, C

for s

class

rithms that consider the information struc-
ture 

lic description of the essence of the 
subje

result of its applica-
tion 

formed by the expert.  

lgorithm depends line-
arly 

mplicity of software 
impl

several knowledge bases in ISPPR, the 
testin

by the above 
steps essentially a production knowledge base, which 
in the next step is reduced to a logic circuit that is used 
to generate a test set and conduct testing. 

es:  
– algorithms that implement a direct interpretation

of the weights of neurons [17–18];  
– algorithms that distinguish ranges of values of

input, intermediate and output neurons due to clustering 
of neural network information structure [19–20];  

– algo
of the intelligent neural network as a “black box” 

and its corresponding reactions to changes in input val-
ues [21].  

The analysis of the selected classes of algorithms 
for the sampling of knowledge from the intelligent neu-
ral network and the approaches implemented by them, 
showed the following. To detect errors such as “forget 
about exclusion” and “critical combination of events” it 
is necessary to use algorithms that allow machine output 
to obtain a symbo

ct area. They are semantically similar to the de-
scriptions provided by experts who analyze the same set 
of input features.  

The obtained symbolic descriptions of entities 
must be directly interpreted in natural language and un-
ambiguously define quantitative and qualitative con-
cepts and characteristics of the subject area. From this 
point of view, the GLARE algorithm has proven itself 
well for sampling knowledge. As a 

the received information structures have a clear 
kind and close syntax of the description of rules in natu-
ral language 

GLARE does not impose restrictions on the size of 
the training sample and the number of input and output 
neurons.  

The execution time of the a

 ( y  – necessary, *y  – current output signal of a 

networ on the i-th exam le of a training sample). 
To simplify the neural network with several o

on the above parameters. In addition, this algorithm 
is characterized by the relative si

ls in the first term for each example, the values of 
all output signals of the network are summed. Penalty 
for the weight of the synapses ,j kw  (second term) is 

included with the regulatory we  . Its value de-
pends on the balance between the accuracy of the prob-
lem and the simplicity of the network structure. 

Upon completion of the training, synapses

ight 

ementation and high speed.  
The sequence of stages of debugging of the neural 

network ISPR is shown in Fig. 2.  
If there are 
g process, including regression testing, is repeated 

for each of the knowledge bases of the system sepa-
rately (Fig. 3).   

Algorithm settings allow you to vary the complex-
ity and accuracy of the decision rules in a wide range. 
The above allows us to conclude that to remove the de-
cisive rules, it is advisable to use the GLARE algorithm 
as a base, for which adaptive procedures should be used. 
The system of decision rules obtained 

d, the weight modulus of which is close to zero 
(does not exceed a small value  ). In other words, the 
contrast is performed, in fact, s ultaneously with the 
training. In the second stage it is supposed to use algo-
rithms that allow sampling the decision rules of the 
form MofN [15–16]: 

IF at least / exac

2, …, CN are satisfied, THEN ..., OTHERWISE  (9) 
According to the principle of operation, algorithms 

 is 

ampling knowledge from the intellectual neural 
network can be formally classified into the following 
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BEGIN

Neural 
network 

KB

Open the report 
log

Neural network 
contrast

A selection of 
decision rules

Logical scheme 
KB

Test set 
generation

KB testing

Closing the 
report log

Errors 
detected?

Correct 
KB

END

KB debugging 
module 

Training of neural 
network KB

Formation of the 
educational set

Bug fixes

No

Yes

Fig. 2. The sequence of stages of debugging the neural network knowledge base 

Fig. 3. The sequence of stages of debugging a group of neural network knowledge bases 
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Testing errors are used to correct the learning set 
and retrain the ISPPR. After completing the process of 
testing knowledge bases, the integration testing of the 
modules of the system of fig. 4. A mandatory element of 
the testing procedure is to keep a log of the test report 
and eliminate the identified errors.  

The analysis of ways to implement the modular 
and integration testing approach in the design process of 
ICPS software showed that the most effective is the use 
of flexible design methodology Agile, which is adapted 
to the design process of software ICPS. 

Fig. 4. Scheme of presentation of the testing process by the level of detail of the IDSS 

This is due to the possibility of obtaining an actual 
assessment of the level of quality and reliability of IDSS 
software, respectively, for each backlog sprint. The ac-
tual assessment obtained must be verified for compli-

ance with the requirements set by the experts. The 
scheme of adaptation of the received decisions in Agile 
methodology is given in fig. 5. 

Fig. 5. Scheme of adaptation of the obtai ed solutions in the Agile methodology 

In addition, the use of the proposed approach will 
allow to assess the compliance of time and financial 
costs in conventional units (Story Point) for each sprint. 

layer perceptron are characterized by an error such as  
“forget about exclusion”. Due to 

n

Conclusions

In the course of research it is revealed that for in-
telligent decision-making systems the presence of the 
following classes of errors made at expert formation of 
knowledge bases is possible: 

 internal contradiction, redundancy, incomplete-
ness; 

 errors in the rules of the knowledge base; 
 errors related to the external contradiction of the 

subject area: “forgetting about exclusions”, “critical 
combination of events”. 

Neural network knowledge bases based on a three- 

the balanced structure 
of the knowledge base after the learning stage, the errors 
of the class “incompleteness”, “redundancy” and “con-
tradiction”, which are characteristic of the production 
knowledge base, are absent. The revealed features of 
errors in ISPPR knowledge bases allowed to offer algo-
rithms of debugging of neural network knowledge 
bases.  

They include: contrast of the neural network, se-
lection of decision rules from the neural network based 
on the modified GLARE algorithm, which provides for 
the use of an adaptive procedure; bringing the decision 
rules to an equivalent logical network, on the basis of 
which a test set can be formed, followed by a testing 
procedure.
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лок типу “забування про виключення”. Пока-
-

організації машинного навчання на точ-
ність ації елементів нейромережевої інтелектуальної системи. Доведено можливість застосування методів 
контрастування мереж на підготовчому етапі до тестування бази знань інтелекту
яття рішень, що дозволяє зменшити ймовірність виникнення помилок даного типу для 
класифікацію алгоритмів вибірки знань з інтелектуальної нейронної мережі, виконано їх аналіз та показано, що для
в  помилок доцільно використовувати E з процедурою адапта-
ц . Наведено блок-схеми алгоритмів відлагодження БЗ ІСППР, що використовують отримані теоретичні рішення. 
З  тестування за рівням  тесту-
в для реалізації процесів тест ile Modeling, Agile 
U  Data Method, Essential Unified Process, E ture Driven Development, Getting 
R

 системи управління, під шення, штучна нейронна мережа, 
в ромереж, база знань. 

ШИБОК В НЕЙРОСЕТЕВОЙ СРЕДЕ ИНТЕЛЛЕКТУАЛЬНЫХ СИСТЕМ 
ПОДДЕРЖКИ ПРИНЯ

А.И. Тимочко, С.В. Осиевский, А  Беляев 

шибок в искусстве иворечивостью мне-
н тью (несовершенством) опи ласти. Проанализированы подходы 
к заны пути совершенствования существующ адке ошибок типа “забывания об ис-
к и применения полученны есечение критиче-
с анное определение ош льной системы с учетом 
т ти и точности представления инф ы влияния некорректной 
о лассификаци . 
Д ь применения методов контрастирован овительном этапе к тестированию 
б ы поддержки принятия  вероятность воз-
н ипа для указанных систем. Прив ация алгоритмов выборки знаний интел-
л выполнен их анализ и показано, чт занных типов ошибок целесообразно 
и  GLARE с процеду  блок-схемы алгоритмов от-
л  теоретические ре анизации процесса тести-
р  интеграционного и модул быть применена для реали-
з методологии, в частно rocess, Agile Data 
Method, Essent eme Programming, Feature Dr , Open UP, Scrum
Kan

й-
ронная сеть, отладка нейросет

Research Associate  
of Ivan Kozhedub Kharkiv 
National Air Force University, 

МЕТОД УСУНЕННЯ ПОМИЛОК В НЕЙРОМЕРЕЖЕВОМУ СЕРЕДОВИЩІ ІНТЕЛЕКТУАЛЬНИХ СИСТЕМ 
ПІДТРИМКИ ПРИЙНЯТТЯ РІШЕНЬ 

О.І. Тимочко, С.В. Осієвський, О.О. Тімочко, П.В. Бєляєв 

Розглянуті питання виявлення помилок в штучних нейромережах, що пов’язані з суперечливістю думок експертів
та/або обмеженістю (недосконалістю) опису предметної області. Проаналізовано підходи щодо їх відлагодження. 
Показані шляхи вдосконалення існуючих підходів щодо відлагодження поми
зано можливі шляхи застосування отриманих рішень для відлагодження помилок “перетин критичних подій”. Запропо
новано формалізоване визначення помилки нейромережевої інтелектуальної системи з урахуванням вимог до оператив-
ності і точності подання інформації. Розглянуті питання впливу некоректної 

 класифік
альної системи підтримки прийн-

зазначених систем. Наведено 
 

иявлення зазначених типів  модифікований алгоритм GLAR
ії
апропоновано схему організації  процесу и деталізації для інтеграційного та модульного

ування Agile-методології, зокрема: Agання, що може бути застосована 
nified Process, Agile xtreme Programming, Fea
eal, Open UP, Scrum, Kanban. 

Ключові слова: автоматизовані тримка прийняття рі
ідлагодження ней

МЕТОД УСТРАНЕНИЯ О
ТИЯ РЕШЕНИЙ 

.А. Тимочко, П.В.

Рассмотрены вопросы обнаружения о нных нейросетях, связанные с прот
ий экспертов и / или ограниченнос сания предметной об
 их отладке. Пока их подходов к отл
лючении”. Показаны возможные пут х решений для отладки ошибок “пер
ких событий”. Предложено формализов ибки нейросетевой интеллектуа

ормации. Рассмотрены вопросребований к оперативнос
рганизации машинного обучения на точность к и элементов нейросетевой интеллектуальной системы
оказана возможност ия сетей на подгот
азы знаний интеллектуальной систем  решений, что позволяет уменьшить
икновения ошибок данного т

ти, 
едена классифик

ектуальной нейронной се о для выявления ука
спользовать модифицированный алгоритм

лученные
рой адаптации. Приведены

адки БЗ ИСППР, использующих по
 детализации для

шения. Предложена схема орг
ия, может ования по уровням ьного тестирован

ации процессов тестирования Agile-
ial Unified Process, Extr

сти: Agile Modeling, Agile Unified P
iven Development, Getting Real , 

ban. 
Ключевые слова: автоматизированные системы управления, поддержка принятия решения, искусственная не

ей, база знаний. 




