Mpo6nemu po3BUTKY Td BAOCKOHANEHHS
€AUHOI HaLiOHANbHOT cUCTeMM 3B A3KY

C/10B0 HAYKOBUS

- after receiving the negative test result, the probability that we will receive an unsuitable message P(D,|T,) = P(D,, TJ/P(T,) =
= 0,8928;

- the probability that after receiving the negative test result, we will get a suitable message (error of type ] is P(D,|T,) = P(D,,
T,J/P(T,) = 0.1071.

According to the results of the research, the following conclusions were drawn:

- the accumulation of test results and their inclusion in a tables based on Bayesian methods positively affects on the accuracy of
obtaining the appropriate probabilities;

- different probabilities characterize the sign on which spam testing is performed. At large values of type | and Il errors it is possible
to draw a conclusion regarding the quality of the test is low. So the sign could be excluded from the list of signs;

- changes in testing technology can affect the results of obtaining the appropriate probabilities. When changing the testing techno-
logy it is necessary to reject the outdated values of statistical data;

- accumulating new data and rejecting outdated, processing data using Bayesian methaods, evaluating data — we can assume that
this is a described model of DSS with artificial intelligence that carries out artificial intelligence machine learning on the signs of spam.
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3ArPO3Y BIJ IHTENEKTYAJIbHUX IH®OPMALINHWK CUCTEM MOWYKY
A1 KPUTUYHUX IHOPACTPYKTYP

Po3rnaHyTo nHTaHHA NPoABY YPa3AHBOCTI eIeMeHTIB iHTeNeKTyanbHoi iHhopmayiinoi cuecTemu nowyky ingropmayii. InTenex-
TyanbHa inthopmayiiina cucTema nowyKy iHgiopmayii po3rnafacTbea AK cKNagoBa YacTHHA KPHTHYHOI iHGHPACTPYKTYPH CHCTEMM
yApaBniHHA B CKNagHii opraHizayiinii cucremi. Kputwuna inghpactpykrypa — ye cuctema, B AKii sigmosa (noBHicTio a6o
YacTKoBo) ypa3NMBOro enemMeHTa MoXe CnpHYHHHTH NIAHYIOKOK BigMOB Y CKNaAHiH oprani3ayiinii cnctemi B3aEMonos'93aHnK
iHWHK enemeHTiB i TOMY 3Ha4HO BNAKBAE Ha 6e3neKy i Ao6po6YT y pi3HuK cthepax 3abe3neyeHHs OCHOBHHK JIIOACLKHK NOTPEG.
Y KXI ctonitri KpuTHyHi iHghpacTpyKTYpH cTal0Th BCE GiNbl 3aNe)XHHMHK Bifj HOBOTO BHAY 3arpo3 — ynpoBagXeHHA CY4acHHK
TEXHONOrii Ha OCHOBI WTY4HOro iHTenexty. [pyHTYIouMCh Ha LMK TEXHOJIOTIAK, CTBOPIOIOTLCA iHTENeKTYanbHi CHCTEMH, Bifj AKHX
3aNeXHTb OCHOBHA GHYHKYIOHANbHICTD KPUTHYHOI iHGhpacTPyKTypH. BHHHKAE NMUTAHHA: YK MOXHA JOBIpATH iHTENeKTYyanbHHM
cHcTemManm aBTOMarHyHo NPHIAMATH PilleHHA, AKWO B HHX € YPa3nuei eneMeHTH i npucyTHii mogcokui thaktop? Tomy 3anex-
HiCTb KPUTHYHHKK iHGIPACTPYKTYP Bif IHTENEKTYanbHUK CHCTEM NPOABAAETLCA HE TilbKW B TOMY, AKi TEKHONOTIT Ha OCHOBI WTYY-
HOro iHTeNeKTy BHKOPHCTOBYIOTLCA, @ W Y TOMY, AKa OpraHi3ayis ynpaBaiHHA NPUIAHATa caMuMK iHgpacTpykTypamu. Ananis
3aNeXHOCTi KPHTHYHHMK iH(IpacTPyKTyYp Big 3arpo3 € cKAagHol 06YHCNIOBaNbHOIO Npobnenoto. Y ybomy BOCTiKEHHI NogaHo
onuc npo6nemu nposABY ypa3nHBOCTI eNeMeHTIB iHTeeKTyanbHoi iHghopMmayiiHoi cHecTemy nowyKy iHghopmayii, Aka BXOZHTL [0
cknagy iHghpacTpyKTYpH cHCTEMM YNpaBiiHHA cKNagHoi oprauizayilinoi cuctevn. Mertow yici cTarti € BHABNEHHSA ypa3/IHBHX
e/1eMEHTIB iHTeNeKTyanbHuK iHhopMayiliHuX cHCTeM MOWYKY, a TAKOX BH3HAYeHHA iX HACNIAKIB ANA 3abe3neyeHHs 6e3neky i
CTabinbHOCTI iHhPacTPYKTYPH Ta OKPECNIeHH: 3aKoiB WOA0 3aKHCTY.

KniouoBi cnoBa: iHTenexTyanbHa iHthopmaliiiiHa cucTemMa noluyky iHdopmaLii; KpuTdHa iHpacTpYKTypa; Bpas3nuei eneMeHTH.

BCTYII

Y cyuacHOMy cBiTi Mepe:xxy IHTepHeT BHUKOpPUC-
TOBYIOTH SAK JOBimKoBuUil iHcTpymeHnT. Hocuth 3ra-
IaTU CJIEHTOBi CJI0Ba «IIPOTYIJIITh MUTAHHA». 3aco-
6oM oTpuMaHHA iH@opMaIlii cayryiTh OOITYKOBi
cucrtemu, HanpukJaan Google, Bing, Yahoo!, Baidu,
Yandex Ta iH., AKi € HEeBiZ €MHOIO YACTUHOI iHTEP-
Hety. Ilomyk imdopmarii BUKOHYIOTH iH(pOpMAIiii-
HO-TIOIITYKOBi CUCTEMU i3 3aCTOCYBAaHHAM TEXHOJOTil
mrygHoro inTenekty (II), aki chorogHi MarTL HAa3BY
inmenexmyanvui inopmayiini cucmemi NOWYKyY.

InrenexTyanbHa iH(popMalifiHa cucTeMa IIOUIYKY
(IICII) — 1e oguH i3 BUAiB aBTOMATM30BAaHUX iHQMOP-
MalIl[iffHuX cucTeM, 3acHoBaHUX Ha 3HaHHAX. LICII €
KOMILJIEKCOM IIPOTPaMHUX, JIHIBICTHUYHUX 1 JIOTiKO-
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MaTeMaTUUYHUX 3aC00iB IJId MiATPUMaHHA IisIbHOCTI
JIonuHu i momyky imdopmanii y peskumi posmimpe-
HOTO JiajIory Ha IPUPOJHINl MOBI 3 BUKOPHUCTAHHAM
texnoJioriii IITI. PesyapraTom ynposagsxenus IICII e
TIOIIYK i aHanis iHdopmaririi, BifKpuToi B myoaivHOMY
indopMmalifiHoMy IpoCTOpi; BUABJIEHHSA 3rafioKk (Ha-
TAKIB, HeIpAMUX OOKas3iB Ta iH.) 3agaHuX 00 €KTiB
crmocTepeskeHb (IIepcoHu, opramisarii, akTu, momii);
3JaTHICTh 00PO0IATY BEJUKi 00CcATY HaHUX i OTPUMY-
BaTU HEeOOXiMHY pesieBaHTHY iH(OpPMAIlil0; CTBOPEHHS
piBHUX iHTEPAKTUBHUX 3BiTiB HMOTPiOHOI TeMaTUKH, 3
MOKJIMBICTIO IPUBEEHHA iX 10 HEOOXiTHMUX cTaHIap-
THU30BaHUX ()OPM 3BiTiB MOTPIOHUX TUMIB, HAIPUKJIIAT
aHaJIi3 aKTUBHOCTI AKEpeJ i3 JOCIiIKyBaHUX TeM,
aHaJi3 MomyJasapPHOCTI mepcoH (oprauisarii) Ta ix.
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¥ [1] nokasaHo, 110 iH(GOpPMAaIliliHO-iHTEIeKTya b-
Hi cucTeMi pOBIIAZAIOTHCA AK YacTHWHA KPUTHUUHOL
inppactpyrrypu (KI) (Critical Infrastructure — CI)
CUCTEMH YIIPABJIiHHA B CKJAMHIA opraHisamiinHii
cuctemi (COC). IICII € omHiero 3 BuAiB iH(popMAaIiii-
Ho-iHTeseKTyanbHOI cucremu. OcobiuBocti KI pos-
rasHyTO B [2—4], me mokasaHo, 1o O0yab-axa COC
Mae ypasuusi 06’exkTu (KputuuHi enementu, Critical
Elements — CE).

Ypasnueuii 06’ekm — 11e cirabka JIAHKA B CHCTe-
Mi, AKa He3aTHA IPOTUCTOATH IIKiAJIMBUM BILINBAM
(Barposam), MisT AKUX IOPYIIYE TEXHOJOTIIO yIpas-
JdinHa. JAximo meil 00’eKT mocizmae BaKJIMBe MicIie
B CHCTeMi, TO HOT0 MHOIIKOAKEeHHA (BTpaTra) MoKe
nopusBecTu A0 KaTtacTpodiunmx Haciainkis. Pospis-
HAIOTH JIOACBKY, TeXHIiUHy Ta im(opwmaliiiny ypas-
auBicTh. JlIoACchKa ypasamBiCTh BUHMKAE BHACJIITOK
ICUXOJOTiUYHUX BIIUBiB. TexHiuHA — IIe pe3yabTaT
BUHUKHEHHSA HECIPAaBHOCTI B MexaHi3Max yIpas-
JiHHdg cuctemoro. Indopmariina ypasjauBicTs € Ha-
cIimkoM HelepeabadyBaHOTO BILINBY iH(GopMAaIlii Ha
mpolec NMPUHAHATTA pillleHb. 3arposa i ypasjamBUi
00’eKT — IIe mepeayMOBU BUHUKHEHHA KPUTHUUYHOTO
cTa"Hy iH(ppacTpyKTypu. ¥YpasauBicTe B iH(pOpMA-
mifiHIA cucTeMi € moi€el0, 3a AKOI KOMIIPOMETYETHCS
onuH abo KijbKa acmeKkTiB 6esmexku imdopwmartii (mo-
CTYITHiCTB, KOH(DiZeHI[ifHicTh, IiJicHicTh i mocTo-
BipHicTs). HasBHicTh ypassmBoro o6’eKTa CTBOPIOE
ciabKy JIaHKY, III0 MOYKe IIPUBBECTY [0 IMOPYIIeHH:
6esmexu imgopmarrii. IIpupoaHo, 1110 BILJIUB 3arpo-
31 Ha TEXHOJIOTiI0 YIPABIiHHSA MOKEe CIPUUYUHUTH
KPUTUYHUHA cTaH AK ii cKJIamoBux, Tak i Bciei COC
[2-3].

Y XXI crouiTTi KpuTHUHI iH(ppacTpyKTypHu cra-
IOTh BCe OiJIbII 3aJIe;KHUMU BiZf HOBOT'O BUIY 3arpos
— YIOPOBaJKEHHS CcydyacHUX iH(pOpMAI[iMHUX TeX-
HoJtoriit Ha ocuosi IITII. ChorogHi Ha OCHOBI T€XHOJIO-
riii IIII cTBOpPIOIOTHCA PidHOMAHITHI iHTeleKTyaIbHi
cucremu (IC), y mammomy Bumnaakry e IICII, Big axux
s3asieskuTh GyHKionansHicTs KI [4; 5]. 3anmexHicTs
KI Big IICII mposaBAseThCA He TiJIBKU B TOMY, AKi
TexHoJ0Trii Ha ocHOBi IIII BuKOpHCTOBYIOTHCS, a 1 ¥
TOMY, SKi HAaCHAIAKMU MOMKYTH JaTH YPas3JIUBi eJIeMeH-
tu IICII. ToMmy BUHUKae MUTAHHA: YU MOKHA JOBi-
partu IICII aBTOMaTUUYHO NpUIMATH PillleHHS, AKY
iHgopmariro 3i6paTu, AKi BUCHOBKU POOUTH, AKIIIO
B HUX € YpasJMuBi eJIeMeHTHU i IPUCYTHIN JIIOACHKUI
darTop? 3BiAcu Mera Ifiei cTaTTi — mpoaHaidyBaTu
MeXaHi3M BIUIUBY iHTeJEeKTyaJlbHUX TEeXHOJIOTiH Ha
ypasausi enremenTu IICII gyis posyminHSA 3HAUMMOCTI
X 3arpos, a TAKOYK BUSHAUNTY HACJIIJKY IJid 3a0e3-
neueHHd 6esnexu iHdgpacTpyxkTypu COC i okpecautu
3aXO0U II[OZ0 3aXUCTY.

ITocmanoeéxa npobremu. Bigomo, mo IICII pos-
TJASAAAIOTHCSA K iHCTPYMEHT IOIIOMOTH 0co0am, IO
OpUAMaTh PillleHHA i AKUM HOTpiOHA aKTyasbHA
iHgopmMmarlii g TPUUAHATTS pillleHb, HAIPUKJIALI
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IOJIiTUKaM, MapKeToJoraM, pi3HOro poAy aHAJIiTH-
KaMm i ynpasiainmam. IIi cucremu Ha OCHOBI KJIfouo-
BUX CJIIB IpUHMAIOTH PillleHH:A II0ox0 BUOOPY i miz-
6opy indopmarrii, axka Moke OyTH BUKOPUCTAHA IJIs
OpUUHATTA pimmtenHa nifg uac yupasaiaaa COC. IICII
BxoauTh n0 ckaany KI 6yas-axoi COC i Tomy moske
CTBOPUTH YMOBHU HeOe3IIeKU AJIs opraHisailii, B aKiii
BoHa mpaiioe. HebGesmeka y Tomy, 1o y OyAb-IKOL
IICII 060B’sa3K0BO € ypasaubi exementu. HebGesmexa
BUHUKAE TBOAKO.

Ilo-miepitrte, AKINO SAKUNUCH YpPa3JUBUN eJIeMEHT
mepecTae IPAIIOBATA BHACJHIMOK TOMHJIKU (306010)
y po0oTi, HampuKJaja TOMUJIKHK iHAeKcallii B 3aco-
0i pixcyBanHs i 360py im(opmarlrii; abo 36010 3acoby
mepefaBaHHSA BiNIOBIIHMX MaHWUX Ta IOBiIOMJIEHB;
abo BimMoBH 3aco0y 30epe)keHHs imdopmarii; abdo
TOMUJIKY 3ac00y aHaJizy, o0poOKu i mogaHHA iHdop-
Martii, To 1e mpusBee A0 BTPATU IIEBHOTO 00CATY aK-
TyaabHux HOBUX mauux. Toxi IICII 6yme popmysatu
BiMOBiAi Ha OCHOBi BiKe He aKTyaJbHUX HAaHUX. A
e MOJKe IIPU3BECTH 0 IIOMUJIKY ITiJf Yac MPUAHATTS
pimreHHA.

ITo-gpyre, icHye mpobJiema peJieBaHTHOCTI OITi-
HIOBaHHA iH(opmaril gaa kiiedra. [ificHo, wme-
TPUKA TAKOTO OIiHIOBAHHSA B OiJIBINTOCTI BUHAAKiB €
cy0’e€KTHUBHOIO: II[0 CTAHOBUTH iHTEpec IJS OJHOTO
KJIieHTa, MOKe OyTH aOCOJIOTHO HEBAYKJIUBUM AJIsA
iHmIOrO. YHACHIMOK TeXHIYHMX a00 IIPOrpaMHUX II0-
MUJIOK, 3 OMHOTO OOKY, Ta IPo0JeMu PeeBaAaHTHOCTI
OIliHIOBaHHA iH(opMaIlii, 3 IPyroro, MOPOAKYETHCS
upobaema mosipu go IICII.

3Bificu BUHUKAE 3aBJaHHA BUSHAUUTU yPasIUBi
enemenTu IICII Ha ocHOBIi aHAaI3y iX (pyHKIIiIOHYyBaH-
Hsa B COC BiJHOCHO TOTEHITiHO MOKJIUBUX 3aTPO3.
006’ekr mocaimsxenusa — IICII. IIpeamer moc.timsxeH-
HA — TEOPEeTUUHi, METOAWYHI Ta MPAKTUUYHI acmek-
T KputudHocTi dhyHKiionyBauua [ICII (BuaBieHHsA
ypasJanuBUX eJIeMeHTiB).

Ananiz ocmannix 0ocnidxcenv i nyérikayii.
ChorofHi B:Ke HAKOMUYEHO 3HAYHUUN TEOPEeTUUYHHH i
IPaKTUYHUN MaTepias i3 piBHUX acleKTiB PO3BUTKY
IICII, manpukaan, y [6] pOBKPUTO MUTAHHSA, IPUCBA-
YeHi PO3BUTKY, YIPOBAJKEHHIO, BUKOPUCTAHHIO iH-
TeJIEKTyaJbHUX iHQopMaIifiHUX TeXHOJOriil Ta cuc-
TeM y pPisHUX cdepax KUTTEAIAIBHOCTI CyCcOiJIbCTBA.
¥ [2] mokasano, 110 B COC 3aBKAM iCHYEe KPUTUUHU
eJIeMeHT, BILIUB Ha AKUHN 3 OOKYy HeOeslleKu MOiKe
TPU3BECTHU A0 KPUTUUHOTO CTaHY BCio cucteMy. ¥ [3]
BUCBITJIEHO POJIb i MicIle iH(opMmaIifinoi iHppacTpyK-
TYypU MiJ Yac BUHUKHEHHS SABUINA KPUTUYHOCTI B
COC. ¥V [7] po3rasaHYyTO KPUTUUYHI TeXHOJOTII Ta iXHil
BILIUB Ha cucTeMy. AJjie B 3a3HAUEHUX JKepesax Bia-
CYTHi MOCJIiI}KEeHHA acIeKTiB KPUTUUYHOCTI (PyHKILi-
ounyBauuda IICII. Takum yrHOM, aHAJiI3 BiTUMBHAHOL
Ta 3apybisKHOI JiTepaTypu 3a TeMOIO JOCTiIKeHHS
acmekTiB KputmuHocTi (QyuKmionyBanua IICII mo-
3BOJISE€ MiHITH BUCHOBKY IIPO HEZOCTATHICTHL HAYKOBO
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OOTPYHTOBAHUX IIOJaHb i BUCHOBKIB ITPO 0COOJIUBOCTI
dyHKI[IoOHYBaHHA TaKuX cucteM. [1d HemocTaTHA pO3-
pobieHicTh i BuBUeHicTh mpobsemu noBipm mo IICII
CBiIUMTH IIPO AKTYaJbHICTh TA CBOEUACHICTH TEMU.

OCHOBHA YACTHHA
Ocob6aueocmi nobydoeu IICIT

Bimowmo, o dyukunionyBarua IICII 3acHoBaHO Ha
mexHOoN02iAX aHANi3Y iH0eKCcYy8aHH iHpopmayil npo
0OKYyMeHnmu Ta CemManmuinoz0 NOWYKY 1 xewysanhi
[8].

Texuosorii ananisy iHgekcyBanHsa iH(popmarrii mpo
JOKYMeHTY 0a3yIoThbcA HA indeKcy8aHHi inpopmayii,
IIT0 03HAUYa€ MPUCBOEHHA TOKYMEHTY HAaO0py KJIIOUO-
BUX CJIiB a00 KOMiB, AKi BKa3yOTh 3MiCT TOKYMeHTA i
BUKOPHMCTOBYIOTHCA SIK 3aCi0 IIPHCKOpPEHHSA omeparrii
foro moIryKy. ¥ mpolieci iHeKCcyBaHHA 301 MCHIOETH-
cd mepekJajl 3MiCTy MOKYMEHTIB i3 TpUPOIHOI MOBU
Ha IMITYy4YHY iHopMaltifiHo-mmonrykoBy moBy (IIIM), y
pesyJbTaTi YOTO CTBOPIOETHCA MOIITYKOBUI 00pas Io-
KYMeHTAa 1 MOMIyKOBUHA 00pas 3aluTy. 3a JOIIOMOTOIO
IIbOTO IIEePEKJIAAY BinOyBaeThcA 3ropTaHHA iHdOpMa-
mii, 1110 3HAXOAUTHCS B JOKYMEHTi, i IIepeTBOPeHHs
ii ga ITIM y Bursasani ingexcy, pyopuku, Koy abo ae-
CKpUIITOPA, KJIFouoBoTo cyoBa [10].

DyHKIiIMI iHIeKCyBaHHSA BBaKalOTHCA: 3aKpi-
IJIEHHA JIOTiYHOI CTPYKTYypHu KJaacudikail JaHUX;
CTBOPEHHS 3B’ A3KY MiK apecoio PO3MiIleHHs JaHUX
y Tabaunax 6a3 maHUX, PyOpuMKaMu, BiamimaMu Ha
KHUKKOBUX TOJUIAX IPU CUCTEMATHUUYHill poacTa-
HOBIIi; 3amuc pe3yJabTaTiB cucrematusarii B 0i6.io-
rpadiuHuxX 3ammucax, y caMux BUAAHHAX Tomio [11].
TumoBy cucreMy KOMILIEKCHOTO iHIEKCyBaHHSA B iH-
TepHeTi 300paskeHo Ha pucyHKy [12].

[HTEnekTyanbHe iHOeKCyBaHHs [JOKYMEHTIB Ha BeGi

! | !
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OCHOBHOIO IIepeBaroi0 BUKOPUCTAHHSA iHIeKCyBaH-
HA € 3HAUHe IIPUCKOPEHHS IIpoIecy Bubipku abo BuU-
JydeHHA gaHuX. Bigomi Buam ingexcyBanusd [12]:

e KOHTpoJIboBaHe (controlled indexing), ke KOH-
TPOJIIOETHCA MAITUHHUMHY CIOBHUKAMU CUCTEMU;

e BinbHe (free indexing) — KoopAMHATHE iHIEKCY-
BaHHA TEKCTY MOKYMEHTAa KJIIYOBUMU CJIOBAMU, AKi
BUOMPAIOThCA 6e3IocepeIHbO i3 caMOro TeKCTY YU J10-
JIy4aroThCcA B MONIYKOBOMY oOpasi nokymenTa (ITO])
06e3 BUKOPUCTAHHSA OyAb-AKOTO HOPMATHUBHOTO CJIOB-
HUKA;

e HanauinKoBe (redundant indexing) — momoBHe-
gHA [IOJl nexkcuunumu ogumuunavu IIIM, moB’d-
3aHUMHU TapaJUTrMaTUYHUMU BiHOIIEHHAMU 3 JIeK-
CUYHUMU OOUHUIAMEN mouaTkoBoro IIO], 3o0Kkpema
iHZeKcaMu iHIITUX PiBHIB IIPpU BUKOPUCTAHHI CUCTEMU
baraTopiBHeBOI iHZEKcaIii;

® BepXHbOPiBHEBe, abo Bucxinue (pedigree index-
ing) — pisHOBU HAIJIUIIKOBOTO iHIEKCYBaHHA, AKe
xapakTepusyerbca Tum, 1o IIOI] mOIOBHIOETHCS
JIEKCUYHUMU OOUHUIAMHY (BepXHIMU iHAEKCcaMu) Te-
3aypyca, AKi CTOATH Ha BUIIIOMY I1a0JIi iepapxii, HixK
Ti, 110 BUKOPUCTOBYBAJUCH V (POPMYBaHHI ITOYATKO-
Boro I1O/1;

e onHoacuexkTHe (single indexing) — yBOAUTH Y
II0[I nexcuuHi ogmHMUIN, AKi XapaKTepu3yoOTh TeMa-
TUYHUN 3MIiCT JOKYMEHTA;

e paraToacuekTHe (multiple-aspect indexing) —
MeToJ iHmeKcyBaHHA, mpu axomy B IIOJ] BXomATH
JIEKCUYHI OOUHUILL, III0 XapaKTepus3yoTh KiJbKa Te-
MaTHUYHUX ACIHEeKTiB 3MiCTy OIIpambOBAHOI'0 JOKYMEH-
Ta, Ta iHII BUAY iHAEeKCYBaHHS.

Bigmosiguno mo [8—12] ingexcyBauua B IICII mae
3MOTYy:

® 00pO06JIATY 3HAUHI 00CcATY iH(pOopMAaILii;

® 32/T0OBOJILHATHY BEJIUKY KiJIbKiCTh 3aIIUTiB Pi3HOTO
PiBHSA CKJIAHOCTI;

e HAJABATH PO3IOMIJIEHUHA AOCTYII OO BCiX HOKY-
MEHTiB opraHisallii B oJHOMY BiKHi;

® 3ifiCHIOBATY OJHOUYACHUU MOMIYK JOKYMEHTIB Yy
BCiX MiAiMKHEHUX 0 Hel iHopMaIiiHuX cucTeMax;

e OyTH 3aCTOCOBaHE IJIA SKiCHOrO aHaJi3y PUHKY
(KOHKYpeHTiB, monuTy i mpomosurii, BiATyKiB cIro-
JKMBaYiB, MOJIM i TeHIEHIIiI), a TAKOK CepeoBUIIA, B
AKOMY iCHY€e KOMIIAaHis;

e aHa/IidyBaTH HECTPYKTYpOBaHi
pony TeKCTiB Be6-CTOPiHOK.

HeposikoMm iHZEKCHUX CXeM € YIOBiJIbHEHHS IPO-
ecy BiJHOBJIEHHS HAHUX, OCKIIBKH TPU KOKHOMY
JTOoJaBaHHI HOBOTO 3aIlMCy B iHAeKCOBaHUU (aiija Io-
TPiOHO TaKOK mOJATH HOBUII iHAEKC B iHIeKCHUI
daitn. Iagexkcuuit daiin (index file) — ue daiia, B
AaxoMmy 36epiraerbcsa ingopmaria ingexcy. Biu € gaii-
JIOM 0COOJIMBOTO TUITY, B IKOMY KOYKHUI 3alKC CKJIA-
Mae€ThCA 3 IBOX 3HAUEHDB: JAHUX i MOKaKYNKa HoMepa
sanucy. Tepmin «iHZeKc» TicHO moB’sAs3aHUil i3 1O-
HATTAM «KJOUY». TakKuM UMHOM, iHIEKCHUI Qaiii

raHi, pisHOrO
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€ KPUTUYHUM eJIEMEeHTOM, OCKiJIbKU HoT0o BTpaTa abo
HeKepoBaHa 3MiHa CTBOPIOE IMOMUJIKY B IIOIIYKY iH-
dopmarrii.

CemanmuvHul nowyx — Iie TeXHOJOTiA MOIIYKY
indgopmarii, 3acHOBaHA Ha BUKOPUCTAHHI KOHTEK-
CTHOTO (CMMCJIOBOI'0) 3HAUEHHA 3aluUTyBaHUX (pas,
3aMiCTh CJIOBHHKOBUX 3HaUYeHb OKpPEMHUX CJiB abo
BUpa3iB IIpu nomrykoBoMmy sanuti. I'oJoBHUM Heno-
JiKOM CeMaHTHUYHOTO MHOIIYKY IOPiBHAHO 3 TEXHO-
Jorielo iHAeKCYyBaHHA € TOM (haKT, 110 aJIrOPUTMU
00pOoOKM 3MiCTy TEKCTiB 3aJjiesKaTh BiJi 0cO0JIMBOCTE
KOHKPETHOI aHaJIi30BaHO1 IPUPOIHOI MOBH, TOOTO IT0-
TpiOHe CTBOPEHHS CIIeI[iaJbHUX aJTOPUTMIB AJIA pis-
HUX TIPUPOJHUX MOB. IIpu mpoMy I KOYKHOI Ipu-
poamoi MOBM Ma€e OyTH BpaxXOBaHO ii CHHTAKCUYHI Ta
CeMaHTHUYHi 0C00JIMBOCTI, BIJHOCHHM MiX CIIOBAMU Ta
in. Ile moB’s13amo0 3 mapamokcamMu MOB. HampukJian,
Yy POCilichbKili MOBi € TaKUI ITapajioKC: «Tapeika cmo-
um Ha CTOoJe, a BUJIKA Jexdum Ha CToJie, HO TapesKa
Jlexcum B CKOBOPOJE, & CKOBOPOIa CMOuUMm Ha CTOJIE» .
B ykpaincbkiii MOBi «Tapiika cmoimb Ha cTOJi, a
BUJIEJIKA JleH# UMb Ha CTOJi, ajie TapijKa Jexumsv y
maTejgbHi, a maTeJbHs cmoims Ha CcToJIi». B aHrmini-
cbKiit moBi «a plate is on a table, a fork is on the ta-
ble, the plate is in the skillet, the skillet is on the
table». fAx Gaummo, omHAaKOBiI 3a (PYHKI[IOHAJILHUM
MpU3HAUEHHAM KYXOHHI IIpPeIMeTH B CJIOB AHCHKUX
MOBaX MOXKYTH CTOATH 1 JIeKaT! Ha CTOJIi OMHOUYACHO,
a B aHIJIINICBKiN MOBi «is on/in» mpocTo BKasye, IO
mpeaMeT €. 3Bific aJrOPUTMU CEMAHTUYHOTO IIOIITY-
Ky B pisaux MmoBax pisui. IIpukian mokasye, 110 pe-
ajisarmia miaxomiB ceMaHTUYHOTO IIOIIYKY B GararTo-
MOBHUX CHCTEMAaX € AyiKe cKaagHoio. Tomy anropurm
KOHTEKCTHOTO (CMMCJIOBOTO) 3HAUEHHS 3alTUTYBaHUX
dpas € KPUTHUYHUM eJIEMEeHTOM Uepes3 iMOBipHiCcTh BuU-
HUKHEHHSA MOMUWJIKU B PO3YMIiHHI.

Xewyeannam, abo xew-iHOeKCYy6aHHAM Ha3U-
BAETHCSA TEXHOJIOTisA IIBUAKOTO IIPAMOTO IOCTYIIY
mo imgopmarrii, 1o 36epirae sammcu Ha OCHOBI 3aja-
HOT'0 3HAUEHHA AeAKOTO I0JIA, IIPU IIbOMY 30BCiM He
000B’sI3K0OBO, 00 mOJie OYJI0 KJIIUOBHUM. XeIIyBaH-
HS Ja€ 3MOT'y He 3Ba)KaTH Ha HeOOXigHiCTh miaTpumy-
BaTHU i IeperyasamaT iHgeKcu. XellyBaHHsa BiapisHs-
€ThCA BiJl iHIeKCYBaHHA TUM, 1110 y Qailii Moxxe 6yTu
Oyab-sgKa KiJbKicTh iHIEeKCiB, aje TiIbKY OJHE XeIll-
mnoje, B AKOMY 3alliCaHA YHIKALbHA Xeu-QYHKYiA,
KOTpa 3BY:KY€ [ialmasoH A0 ONTHUMAJIbHOI BeJIWYM-
HU. CHOTOMHI 116 BUKOPUCTOBYETHCS MJIsT CTBOPEHHS
KPHUITOBAJIIOT, HAIPUKJIAL GiTKONHIB.

OcHOBHIi 0COGJIMBOCTI TEXHOJIOTII XeITyBaHHS:

® KOKHUI 3amuc y 0asi maHmxX po3MiIIyeThcsa 3a
aJpecoro, fAKa OOYMCIIETHLCS 3a JOIMOMOIOIO CIIelli-
aJIbHOI XeIn-(pyHKIIil HA OCHOBI 3HAUEHHA AEAKOTO
XeII-moJisg, a obumcaeHa ajapeca HAa3WBAETHCA XeIll-
azpecoro;

o s 30eperkeHHs 3amucy B 60as3i JaHUX CIIOYATKY
O0UYHCIIIOETHCA XeII-aJipeca HOBOTO 3alluncy, IIiCJs
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yoro [ucneruep (aitsiB poduTs 3ammc 3a obumciie-
HOIO aJIpecoio;

® 151 BUJTYYEeHHA MOTPiOHOTO 3amucy 3a 3aJaHUM
3HAUYEHHAM XeIl-II0JId B 0a3i JaHMX crouaTKy od0uuc-
JIIOEThCA XeIll-aznpeca, a norim Hucnerduep (aiinis
HAJCUJA€E 3alUT HAa OTPUMAaHHA 3alucy 3a obuuciie-
HOIO aJIpecoio.

OroKe, KPUTUUYHUM €JIEMEHTOM [JIA XEIllyBaHHA €
Xelr-PyHKIiA, OCKiIbKHM 31 30iJIbIIeHHAM pPO3Mipy
36epeskeHoro (aiiza KiabkicTh 36iriB agpec 36iab-
MIYETHCA, 10 MPU3BOAUTDH A0 3HAYHOTO 30iJIbIIEeHHS
yacy Ha ODOINYK iHdopmarlii y Habopax KOHMIiKTyIO-
yux 3anuciB. [Iboro MosxHa YHUKHYTHU, AKIIO0 PEop-
ramisyBaTu (paiiy, To0TO 3aBaHTAKUTU JaHU (aiia 3
BUKOPUCTAHHAM HOBOI XeIl-(QyHKIIiI, PO3IINPUBIIU
XeIryBaHHSA. AJie IIpW BUKOPUCTAHHI XeITyBaHHS,
AKe PO3MIUPIOEThCA, HeoOXimHo, abu BCi 3HAUEHHS
Xelr-moJiA OyJu YHiKaJlbHi, a [bOTO MOYKHA JOCATTHU
TiJTBKY 382 YMOBH, III0 XEIII-TI0JIe € KJIIOUOBUM.

Taxkum umaoMm, y Texuojoriax IICII e KpuTuuHi
eJIeMeHTH, AKi CIIOHYKAaIOTh OiJIbII JeTaJbHO PO3TJI-
gyTHu no0yznoBy IICII i 3HAliTH KPUTHUYHI eJIeMeHTH.

Tunosa apximexmypa no6ydoeu IICII

Apxitekrypa nooyzosu IICII ckaamzaeThcsa 3 TAKUX
OCHOBHUX KOMIIOHEHTiB:

¢ MOAYJIb YIPABJIIHHA — YIPAaBJIIHHA IPOIECOM
PYXY JaHUX II0 CUCTEMi;

¢ MOAYJIb 300PYy HaHUX — 30ip BUXITHUX JOKYMEH-
TiB i3 Mepexki InTEepHeT;

¢ MOJYJIb JIEKCUYHOTO aHAJIi3Y — JIEKCUYHU po30ip
MOKYMEHTiB, 3i6paHuX MoAyJieM 300py iHpopmaIii;

¢ MOAYJIb aHaANi3y Ta momaHHA iHdopwmarii, re-
HepaIllii 3BiTiB Ha OCHOBIi maHUX, 1110 36epiraroThCa B
OCHOBHIi# cxemi [11-12].

TexHoJIOTiA IOITYKY AO3BOJISIE BiCTEKYBATU ITOMil
i paxTu, moB’aA3aHi 3 MiJTbOBUMU 06’ €KTaMu, 3a JOIIO-
MOT0I0 METO/IiB IPOTHO3YBaHHS, HATIPUKJIA, PE3YJIb-
TaTiB MOJITUYHUX 3axXOMdiB, peakIlii HaceJeHHS Ha
pedopmu, HasABHICTD 3B A3KY MiK KOMIIaHigMH i/a00
nepconamu ToIro. IIpu mpOMYy TEXHOJIOTiA IOIITYKY
cyMicHa i migTpuMye pisHOMaHiTHI camocTitiHi iHIITi
ingopmarmiiiai rexmosorii, Taki, ckaximo, ax Oracle
Database a6o Oracle RDBMS (cucrema ympasiiH-
Hsa 6asamu ganHux), ClaraBridge (amanis Biamosinmeii
KJaieHTiB), Sentiment analysis (amamsisa TomasbHOC-
Ti). Hanpukianm, mpu BUKOPUCTAHHI aHAJIITUYHOTO
imcTpymenTy Sentiment analysis € moxxauBicTh orri-
HIOBATU eMOoIllifine 3abapBjeHHs nyOJikariii («Io-
3UTUB», «HETaTHUB»), a MHOTIM aHAJNidyBaTU AYMKU
i cTaBlIeHHA aBTOPiB Ao HMiaTLOBUX 00’eKTiB. Ile mae
3MOTY OIIpPaIlbOBYBaTHU BeJWUYe3Hi MacuBH iH(popMa-
il i BupobasaTu moTpibHYy aHANITURY, 00pOOUTH AKi
BPYYHY HEMOXKJIUBO B IIPUHITAII.

ITpu mo6ymosi IICII 3acTOCOBYIOTHCS TaKi TEXHO-
Jiorii iHTeIeKTyaIbHUX CUCTEM: eKCIEPTHA CUCTEMU
(EC), iutepakTusui 6anepu (web + EC), sanuranbuo-
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BifmoBigHa cucreMa (JeAKUX JIKePes «CUCTeMHU CIIiji-
KyBaHHA») ab0 iHTeJIeKTyaJbHi ITOIIYKOBiI cucTeMu
(manpurian, cucrema Crapt). Texmosoria «Bipry-
aJbHI CIiBPO3MOBHUKMN» MOKe OyTH HOZATKOM (s
3pyYHOCTi KopucTyBaHHA). Ha ocHOBI mMux TexHOJO-
riii IICII BuKOHyIOTH TaKi 3aBmanus [6; 8; 9].

e Inmepnpemauia OarHux — Iie TIPoIleC BU3HA-
YeHHS 3MICTY JAHUX, Pe3yJbTaTH AKOT0 MalOTh OyTU
TOTOAKEHUMU i KOPEKTHUMHU. ¥ Pa3JIMBUM € caM pe-
3yJbTaT, BiH 3aJIeKiTh BiJ] aJIrOpUTMY iHTepIpeTarii.

e liaznocmuxka — 1e TIPOLeC CHIiBBiAHOIIIEHHA
00’eKTa 3 HesAKUM KJacoM 00’€KTiB i BUSBJIEHHA He-
CIIPAaBHOCTI B JesaKinn cucremi. HecnpasHicTs — 11e
BigxuiaeHHsd Big HopMu. BakimBomo crernu@ikoio €
TYT HeOOXiZHICTH POBYMiHHA PYHKITIOHAJIBHOI CTPYK-
Typu («aHaTomii») giarHocTyiouoi cucremu. Y pasiiu-
BUM € PO3YMiHHA aHATOMil, AKe 3aJIe’KiTh BijJ KpuTe-
pito Bu6GOPY aJTOPUTMYy CIIiBBifHOIIIEHHSA 06’€KTa 3
IesAKUM KJiacoM 00’ €KTiB.

e Monimopunez — Ile HellepepBHA iHTepIpeTalisa
JTaHUX Yy peaJbHOMY MacmiTabi yacy i curHasisaiis
mpo BuUXig Tux abo iHIMUX ImapaMeTpiB 3a JOMYCTHMi
MesKi. YpassMBUM € «IPOITyCK» TPUBOMKHOI CUTyAaIlil
Ta iHBepcHe 3aBIAHHA «IIOMUJIKOBOTO» CITPAIlbOBY-
BaHHSA, OCKIJIBKY CKJIAIHICTD IUX ITPO0JIEeM IIOJIATAE B
PO3MUTOCTI CUMIITOMiB TPUBOXKHUX CUTYyaIlill i Heoo-
ximHOCTI O0JIIKY THMUYaCOBOTO KOHTEKCTY.

e [Ipoexmyeannsa — 1ie miAToTOBKA cuenudikarii
Ha CTBOPEeHHA «00’€KTiB» i3 3asmasierinh BU3HAUEHU-
Mu BaactuBocTaMmu. Ilin cnenupikaliiiero po3ymieTsb-
cs Bech Habip HeOoOXiMHMX MJOKYMEHTIB — KpPeCcJaeHHs,
TMOACHIOBAJILHA 3alMCKA Ta iH. YPa3JIuBUM € 3400y TTS
YiTKOr0 CTPYKTYPHOTO OIIMCY 3HAHb IIPO 00 €KT i IIpo-
O6iema «caimy». s opranisailii epeKTUBHOTO ITPOEK-
TYBaHHA i 111e 0iJIbIIIOI0 Mipoio HOro IepeayMoB He00-
XigHO (popMyBaTH He JUIIEe caMi ITPOEKTHi pillleHHA,
a ¥ MOTUBU IXHBOTO NPUUHATTA. TOMy B 3aBIaHHAX
OPOEKTYBaHHS TiCHO IIOEQHAHO JBa OCHOBHI IIpoIlecH,
BUKOHYBaHi B paMKax BigmoBizuoi EC: mpomec BuBe-
JMIeHHs PillleHHd i mpollec IOACHeHHS.

e IIpozno3yéannsa — Iie mepenOadeHHA HACHIAKIB
IesTKUX MoAiv abo ABUIN HA HificTaBi aHalidy HasaB-
HUX AaHuX. IIporHO30BaHi cucTeMu JIOTiYHO BUBO-
IATHh IMOBipHi HacCJHiAKM i3 3aaHUX cUTyallil. ¥Ypas-
JUBOIO € IIapaMeTpPUYHa AUHAMiUHA MOIesb, B AKil
3HAUYEHHA ITapaMeTpPiB «IiATaHAIOTBCA» MiJ 3aJaHY
CUTYyaIllil0, a BUCHOBKU, II0 BUIJIMBAIOTH i3 I[i€i Mo-
IeJi, mTaloTh IIiACTaBy OJA IIPOTHO3IB 3 iMOBipHUMU
OIliHKaMMH.

e [Inanyséanna — 1ie BUBHAUEHHA IJIAHIB [i# cTO-
COBHO 00’€KTiB, 3JaTHUX BUKOHYBATHU MeAKi QYHKITII.
VpasniuBuMu € MOZeJIi MOBEIiHKY pealbHUX 00’ €KTiB
IJIS JIOTiUYHOT'O BUBEJEHHS HACIiAKIiB IJIaHOBaHOIL JIi-
SAJIBHOCTI.

e HasuaHnHA — 1le BUKOPUCTAHHS KOMII I0Tepa AJIs
HaBUYAHHA JeAKOl AUCIUILIIiHKU abo mpeaMeTry. ¥ pas-
JUBUM € JiarHOCTYBAaHHS MOMMUJIOK IPU BUBYEHHI
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AKOI-HeOYyaAb TUCIUILIiHT 3a momomoroo EOM i mix-
Kaska OpaBUJIbHOTO pimrenusa. IIpobiema B TOMYy,
mo EOM akymMyJai00Th 3HAHHS PO TilMOTETUUYHOTO
«yUHS» i IOTO XapaKTepHi IOMUJIKH, a IIOTiM y pobo-
Ti BOHU JiarHOCTYIOTH AOMIKYJIBbHI MiCIl B 3HAHHAX
peaJlbHUX YUHIiB AJIA BiAIIIyKaHHA BiAMOBIAHUX 3aC0-
0iB IIIOJ0 iX YCYHEHHS.

e Kepysanna — e QyHKIia opranisoBaHoi cucre-
MU, IO IiATPUMYE IIEBHUN PEKUM AisdIbHOCTi. Ypas-
JIUBUM € IIPOIleC YIIPABIiHHA MOBEIIHKOIO CKIATHUX
cucTeM BimmoBimHO mo 3amaHux cuernudikaimii. TyT
TPUCYTHIN JIOACBKUN (haKTOD.

e [liompumka npuiinammas piuleHb — Iie CYKyI-
HiCTB IIPOIEAYP, IO 3a0e3Ieuye oco0y, sKa IpPUMae
pinrenusa, HeoOxigHOIO iH(opMallielo i pexomMeHza-
MiAMH, ITOJIETIIIYIOUN HPOIeC YXBaJeHHs PillleHH.
YpaszauBum € mpoliec Bigdopy i hopMmyBaHHa IOTPio-
HOI aJbTepHATUBU cepen 0esaiui mpomosuiliii mpu
yXBaJIeHHi BiAIOBiJaIbHUX PillleHb.

Iz mboro mepesiky 3aBganb IICII y 3araabHOMY BU-
nagKy 0aummo, 110 BOHU 3acHOBaHi Ha 3HamHAX. LIi
3aBJaHHA BUKOHYIOTh CUCTEMH, AK1 MOKHA ITOA1JIUTHI
ab0 Ha CUCTEMH, III0 BUPIMIYIOTH 3aBAAHHS aHaJi3y,
abo Ha cucTeMU, IKi BUPINIYIOTH 3aBAAHHA CUHTE3Y.
OcHoBHA BigMiHHiCTH 3aBIaHb aHAJiI3y BiJ 3aBIaHb
CUHTE3y IIOJIATAaE B TOMY, IO SAKIIO B 3aBAAHHAX
aHaJizy 0esuiu pimeHs MOXKe OyTH IepepaxoBaHa i
BKJIIOUEHA B CHCTEMY, TO B 3aBJaHHAX CUHTe3y 0es-
JIiy pirreHsb MOTEHI[IHHO He 00MeKeHa 1 CKIagaeThCs
3 BUpillleHb KOMIIOHEHT abo mpobjem. 3aBIaHHIMU
aHaJidy € iHTepmperalis HaHWX, HiarHOCTHUKA, IIiJ-
TPUMKA yXBajileHHA pimrenusa. I[[o 3aBmgaHb CUHTE3Y
HaJIeXKaTh IMMPOEKTYBaHHA, IJIAHYBAHHA, YIPaBJIiH-
HS, a TaKOXX KOMOiHOBaHi — BUeHHS, MOHITOPHWHT,
IIPOTHO3YBaHHA.

Takum uYmMHOM, MpPOIleCH BUKOHAHHA 3aBIaHb €
YPasJuBUMU OJIiS 3arpo3, AKi MOMKYThb IOMIKOLUTHI
BUXigHY iH(opmalliio, HeoOXimHy I/ BUKOHAHHS
IUX 3aBAaHb.

Tunoea cxema ¢pynkryionyeannsa I1CI1
dyurmionyBanaa IICII moskHa ommcaTu sK IIO-
cTiliHe MPUUAHATTS PillleHb HA OCHOBi aHAJIi3y IIOTOU-
HUX CUTYyaIlili IJs TOCATHEHH neBHOI MeTu. MokHA
BUOKPEMUTHU €Talu, AKi yTBOPIOIOTH TUIOBY CXEMY
dyuxmnionysauua IICII [8].

1. BesmocepeaHe CIPUAHATTA 30BHIIIIHLOI CHUTya-
il — pesdyabTaToM € (opMyBaHHA NEPBUHHOTO OIIU-
cy cuTyarii.

2. 3icTaBjIeHHsA IIEPBUHHOTO OIKCY 3i 3HAHHAMU
CHCTEMU i IOIOBHEHHSA IIHOTO OMUCY — PE3YJIbTATOM
€ (popMyBaHHS BTOPUHHOTO OIIMCY CUTYyallili B TepMi-
HaX 3HAHb CUCTEMU.

3. IInanyBaHHA IiJleCIPAMOBAaHUX [ili Ta WPUIi-
HATTS PillleHb, TOOTO aHaJIi3 MOMKJINBUX Miil Ta IXHIX
HacaiakiB i Bubip Tiel mii, axa Halikpaie y3TomKy-
€ThCA 3 METOI0 CUCTEMU — PEe3yJIbTATOM € PillleHHS,
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AKe POPMYEThCA AEAKOI0 BHYTPIIIHHOI0 MOBOIO (CBi-
IToMo abo mmigcBizoMo).

4. 3BOpoTHA iHTepHIpeTallis IPUHUHATOTO PillleHHA
— pes3yJabTaToOM € (POPMYBaHHSA POOOUOr0 AJITOPUTMY
A 3MiMiICHEHHSA peakIlil CuCTeMH.

5. Peasisaria peakmii cucremMu — pesayJbTaToOM
€ 3MiHa 30BHIIIHBOI cuTyarlii i BHYTPillIHBOrO CTaHY
CHUCTEMHU Ta iH.

He cuoig BBaskaTu, 110 BKasaHi eTanu € IIOBHICTIO
po3IisieHnMHY y TOMY PO3YMiHHi, ITT0 HACTYIIHUH eTall
MOYMHAETHCA TiIBKU IiCJId TOTO, AK IIOBHICTIO 3aKiH-
yuThcsa nmonepenuiii. HaBmaxkm, njsa inTereKTyaabHO-
ro QYHKI[IOHYBAHHS CUCTEMU XapaKTePHUM € B3a€M-
He IPOHUKHEHHA Mux ertaniB. OTiKe, Y TUIIOBY CXeMY
dyuaxnionyBauua [ICII zakianeHo ypasjinuBicTh y BU-
TJISIi 4eproBoCTi BUKOHAHHS eTaliB, OCKiJIbKHU, Ha-
TPUKJIAL, Oyab-sKe PillleHHA MOKe IPUNMATHCA BiKe
Ha eTari 6e3mocepeJHbOT0 COPUNHATTA cuTyatii. Ha-
caMImepe/ Iie PillleHHs IIPo Te, Ha AKi 30BHIITHI MOKa3-
HUKWU CJIiJI 3BepTaTHU yBary, a Ha gKi He 000B’A3KOBO.
30BHINTHIX MOKAa3HUKiB 6araTo, TOMy iXH€E CIIPUNHAT-
TA Mae O0yTu BUOIpKOBUM.

Busaenennsa 3azpos 6id II1CII
0aa KpumuuHol inpacmpyrmypu

Ax O6ymao B:xe 3aszHaueHo, IICII HagamOTh JKUTTEBO
BaKJIUBLI IOCJTYIM B ycix cdepax JIIOACHKOL Aifib-
HOCTi, TOMY OTpHUMaHHA iH(opmariii mpo I1i mocayru
HeoOximmo. IIpore cam (paxt Bukopucranua 1111 Bu-
KJINKA€E 3aHEMOKOEHHS IIOA0 0e3leKu YIpPaBIiHHS
KI mig gac sacrocyBauus IICII. PosrisuyTi paniie
ypasJauBi eJleMeHTHU LO3BOJAIOTH BUSHAUUTH T'OJOBHI
OPUYNHY i 3arpPo3u iX KPUTHUUHOCTI.

1. ABTOMaTM3allisa IpoIleciB ympaBiaiHHa 6e3 yuac-
Ti JIIOAMHU Ha OCHOBI IIITYYHOTO iHTEJIeKTy — Iie i 3a-
rpo3a, i KJIIouoBe pimeHHa s 3axucty. Ile sarposa
TOMY, II[0 BUHHUKAIOTH YMOBU IIOPOMKEHHS HOBUX
3arpos, Ha OCHOBi MeTOAiB YHOpPaBJiHHS INITYYHUM
iHTEeJIEKTOM BiAJa/IeHOTO MOCTYITYy, CKasKimo, Bimomi
OPUKJIAAYU BUMArauHsa IPoIel MIJIAX0M IPOHUKHEH-
HS Yepes MepesKy JOCTYIIY B CUCTeMY YIPaBJIiHHA Me-
OUYHOTO 3aKJay 3 METOIO IIIAaHTAMKY 34 PAXYHOK Bimi-
MKHEHHS MeJNYHOro 00JIaAHAHHS B Olepalliiuii min
yac omeparii.

2. 3anyuenns I gisa cTBOpeHHS IIPOrpaMHOro 3a-
Oe3IeueHH «IIOABifHOI Aii» — IIe 3arposa, OCKiJIbKYU
BijOMi BUTIAAKY, KOJIM IIpOrpaMHe 3a0e31eYeHH I
AKUXOCH TTOCTYT MOXKe OYyTHU TeperrporpaMoOBaHO JJIs
OiJIBII MIKiATUBUX TIPOTPAM, HATIPUKJIA, IIPOTPaMHe
3abesneuenua AHIPOid, SKe J03BOJISE BiicTeKyBaTH
3aIUTH KOPUCTYBaUa B MAPKETUHTOBUX ITiJISX, MOKe
0yTH BUKODPHUCTAHO AJIA OTPUMAaHHS IIEPCOHATHHUX
TaHUX.

3. 3alyuyeHHA MITYYHOI'0 iHTeJIEeKTY AJIS CTBOPEHHA
mporpaMHoro 3abesneueHHa 6araTopasoBOro 3aCTOCY-
BaHHA B PIBHUX rajy3sax — Iie 3arposa. JJoCUTh 4acTo
B MEeBHUX CUTYyAaIlisgx a00 oOcTaBMHAX OJIHE i Te came
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pimeHHA MOKe OYTH YCIIiIITHO BJKUBAHO, HAIIPUKJIAT,
posmidHaBaHHSA 0cO0M B Cy4YacHHX KaMepaX CIIOCTe-
peskeHHsA Mae 0e3Jiu 3acTOCyBaHb Y caMUX PiZHUX
ceKkTopax gianbHOCcTi. OmHAK BHMCOKa HMOBipHiCTH
TOTrO, IO AeAKi TeXHOJIOTiI 3a PaxyHOK HEBEJIMKUX
BigMiHHOCTE# B aaropurmMax podboTH, yrpaBaiHHi abo
YCTAHOBIII MOMKYTH IPUBBECTU OO KaTacTpodiuHMx
HaCJigKiB.

4. 30iIbIIeHHA TOYOK AUCTAHIIiMiHOrO imdopma-
IifHOTO BXOAY B KPUTWYHI iH(ppacTpyKTypHi cucTe-
MH — IIe 3arpo3a, OCKiJIbKM 30iIbIIeHHA KiJTbKOCTI
TigiMKHYTHX IPUCTPOIB, iIHCTPYMEHTIB, o0JIafHAHHS
i TpaHCIIOPTHUX 3ac00iB, 10 3’€IHYIOTHCA OAUH 3 OJ-
HUM 3a monomoroio InrepHety peueii (IoT) mae amory
TMOTEeHITiNHUM 3JIOBMUCHUKAM JIeTIiie Bubupartu 3 6e3-
Jidi TOYOK BXOAY BXiJ Y KPUTUUHY iHPPACTPYKTYPY
CHCTEeMH 3a MOTOMOTOI0 HAaWMEHII 3aXUIIeHOTO IPU-
nany. Hanpurnan, HesaxuimieHi npuaagu IoT maroTs
He TiJIbKU iHTeJIeKTyaJIbHi «pedi», a i 30iJbIIyIOTH
IOCTYITHICTD AJIA XaKePiB 3a MOIIOMOT'OI0 TEXHOJOTil
0e3IIPOBOIOBOr0 3B’SI3KY AJIA 3POCTAaHHA KiJIbKOCTI
aTak uepes 0e3J1iu He3aXUIeHUX IPUJIATiB.

5. Hactynuicts, ab0 «HACHiAKM BYOPAIIHBOT'O
IHsI» — IIe 3arposa. HacTymnHicTh TpaguIiiiHO IIIHpPo-
KO TIOIIHpPeHe SABUIEe, HAUPUKJIAL, CTaHIapTU3aIlisd
HOJIiTHUK, MeTOoAiB i Bumor. IIpoTe, He 3Bakamuu Ha
Oessriu mepeBar abo 3PYYHOCTEI, MOKJINUBE IepeHe-
CeHHs IIOMUJIOK, 3p00JeHnX 6araTo pokiB Tomy, abo
CTapuXx IMOTJIAAIB, AKi MIKOAATH Y PeaJbHOMY Uaci Ta
MOJKYTh IIPU3BECTH [0 UNMAJIUX HACHIAKIB y MaiOyT-
mpomy. Hampuriaan, y mpomecopax Intel BusBiieHo
HOBi BapianTu ypasausocti Spectre v1 [13]. Ile npu-
KJIaJ TOTO0, IO IPOAYKTH, IIOCJYTH Ta omeparii, axi
TPOUIILIN OIiHKY aHAJIITUKIB Oe3leKu, PO3POOHUKIB,
agMiHicTpaTopiB i mocTavaIbHUKIB IIOCAYT ¥ MUHY-
JIOMY, MOYKYTb OyTH ypasjuBi 3a HOBUX YMOB (DYHK-
IiOHYBaHHSA.

6. Bizkpuricts i cBoGoma cmiBmparri (collabora-
tion) y HamaHHi BCix BUJAIB mOCayT Ha OCHOBI Iudpo-
Bux texuoJorii (didgital, mudposisarii) — e 3arpo-
3a. MiskHapOmHi 3aTpo3u, TaKi AK KibepTepopusam abo
KibepaTaku, KOHTPOJbOBAHI IITYYHUM iHTEJIEKTOM,
CTaIOTh BCEe OLJIBII IOIIMPEHNMHU i HANOIIBII iMOBip-
HUMHU, OCKiJTBKHU BCe, III0 HaC OTOYYE, CTA€ BCe OiIbII
(G poBaHUM, a TOMY JOCTYIHUM AJIA HATPOMAIKEH-
HS 3HAHbD.

7. JIrogcubKuil (pakTop — Iie 3arposa TOMY, IO i
yac YIPOBAIKEHHA IiHMOPMAIiNHUX TEeXHOJIOTik
MOKJIMBICTh IPUNHATTS JIIOAUHOIO IIOMUJIKOBUX a00
aJioTiuHMX (HEJOTiYHUX, CYIEepedJUBUX) PillleHb y
KOHKPETHUX CUTyaIliax 3poctae. IToB’A3aHO 11e 3 He-
IOCTATHBOIO KOMIIETEHIIi€l0 abo mocBimom y ocobu,
AKa IpuiMae pPiIlleHH:A, IO 3YMOBJIEHO BifICyTHiCTIO
3HAHb PO MO0 UM ABUIIE, a TAKOK YMiHb 1 HaBU-
YOK IPUNHATTSA PillleHb 32 HOBUX YMOB.

3Bificu 3ale’KHICTh KPUTHUUYHUX iHGPACTPYKTYP
Bigm IICII cmocrepiraeTbcsa He TiIBKKM B TOMY, SKi

3B’A30K, Ne 6, 2018



Mpo6nemu po3BUTKY Td BAOCKOHANEHHS

€AUHOI HaLiOHANbHOT cUCTeMM 3B A3KY

TE€XHOJIOTil Ha OCHOBI IITYYHOTO iHTEJIEKTY BUKOPUC-
TOBYIOTBCS, a 1 y TOMY, IK OPraHi30BaHO yIIPaBJIiHHS
caMmuMu iHQpacTpyKTypamu. Tomy moctae mpobiema
nosipu IICII aBTromMaTuuHO mpUiiMaTH PillleHHS IIpU
yopasiaiunai KlI, aKIII0 B HUX € ypas3JauBi eJeMeHTH i
MPUCYTHI JIOAChKU (haKTOP. 3BasKa0UM Ha ITI0 0CO-
6simBicTh mpobaemu mosipu IICII mpu momesrroBaHHi
BILIMBY 3arpo3 HAa KPUTUYHI iHQPPaACTPpyKTypu, IpPo-
HOHYETHCA TAaKUHN MigXif.

11106 moBHIiIITEe POBKPUTH JIOACHKI i comianbHi hak-
TOPU, AKi BIJIMBAIOTH HA (QYHKI[IOHYBAaHHA KPUTHUU-
HOI iH(pacTPyKTypu, ckopucrtaeMocsa (popMyJrroBaH-
HaM i3 poboTu [14], ne KI Ha pyHKIIiOHaAIEHOMY PiBHI
POBIIAHYTO AK KOoMOiHAIlisl iHTerpoBaHHX IIijcuc-
TeM, CTPYKTYPOBAHUX Y B3a€MO3AJECKHUX PIBHAX:
® CCTEMU MOHITOPUHTY Ta KOHTPOJIIO; ® CUCTEMA OIie-
pPaTMBHOTO yOPaBJIiHHA; e OpraHis3aliifHO-CcOIliaIbHa
cucTeMa 3 JIOACBKUM (PaKTOPOM BILIUBY. JIIOACHKUI
dakTOp HaWuacTiille JaeThbCs B3HAKU y BUTJISAAL He-
KOMIIETEHTHOCTi Bix HecTtaui imdopmarliii um mocBigy
OpyU OPUAHATTI pillleHHs BJIACHUKOM abo omeparo-
POM KpUTHUUYHOI iHGPACTPYKTYpU (KPUTUUHOTO iH(D-
pacTpykTypHOro ejgementa). CucreMm KOHTPOJIIO i
OIepPaATUBHOIO YIIPABJIIHHS ABJISIOTHL CO00I0 TeXHiuHi
KOMIIOHEHTH KpuTuuHoi iHdpactpykTypu. Oprami-
3allifiHO-coIliaIbHA CHCTEMA € HEeTeXHIUHMM KOMIIO-
HEHTOM KPUTHUYHOI iHQPACTPYKTypHu, AKa BimOuBae
JIOACHKL i comianbHi YMHHMKM, IO BILJIMBAIOTH Ha
OPOAYKTUBHICTE cucTeMu. Taxke IOZaHHA KPUTHUU-
HOI iH(GPacTPYKTYypPU MOKe JOIIOMOTTH ¥ BU3HAUEHHI
cTpaTeriit po3po0KH, IMiATPUMKH i ITi ABUIIeHHS edeK-
TUBHOCTI KPUTUUYHUX 1HQPACTPYKTYD.

HacrynmuuM KpoKoM y BUpPIIlIeHHI mmpo0jeMu OOBi-
pu IICII mponoHyeTbCA BU3HAUUTH MEXaHi3MU IIPO-
tunii, aximo B Kl € ypasinusi eremMeHT: i mpucyTHil
JaoacbKuit harkTop. I1a mporo ckopucraemocs BJac-
THUBICTIO TOMEOCTa3y CKJIATHUX CUCTEM (camMoperyJid-
ii, agmanrarnii), To6To 3maTHOCTI BiAKpUTOI cucTeMu
36epiraTu cTasicTh CBOTO BHYTPIIITHBOTO CTAHY 34 J0-
TIOMOI'OI0 CKOOPAMHOBAHUX PEaKI[iii, CIPAMOBaHUX
Ha OiATPUMKY AMHaAMiuHOI piBHOBaru. YIpoBalsKeH-
HA IHTeJeKTyaJbHUX TEXHOJIOTiil Jae MOMKJIUBICTH
YBeleHHSA CaMOHABUAJIbHUX IHTEJIEKTyaJbHUX CHUC-
TeM YIpPaBJIiHHA CKJIaJHUMHU cHUCTeMaMu. B ymMoBax
TOCTiHHOTO (PYHKI[IOHYBAaHHS CHUCTEMa YIPaBJIiHHS
cKJlagHOI cucrteMu (y HAIIOMY BUNAAKY KPUTUUHOL
iHdpacTpykTypu) 3a gonomoroio IICII moBuHHA TIpU-
CTOCOBYBaTH (afamnTyBaTn) ii 10 HOBUX YMOB (QhYHKIILi-
OHyBaHHsg. AfamTallis MoKe BUABJIATHACI B Pi3HUX
dopmMax MMEepeTBOPEHHA CKJATHOI CUCTEMU: caMope-
TyJIIOBaHHA, Monudikaiia, pepopMmyBaHHsA, peopra-
Hizamia [3].

¥ pasi BnauBy 3arpos y KI mepenycim mocrae meob-
XimHICTh 3MiHM B OpraHisaiiiuii cTpyKTypi iH(opMma-
mifiHol iH(GPACTPYKTYPH, TOMY BiKHBAIOTHCSA 3aXO0IHU
mroxo peopranizariii. Mo:xkHa mokasaTu, IO peopra-
HisaIlidg € IomepemHbOI0 (POPMOIO caMoopraHisairii
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inrenexTyanbuux cuctem. CrmpaBfi, opramisariiina
CTPYKTypa CKJIAJAEThCA 3 0e3Jiui B3aeMO3aJeKHIX
mifcucTeM i eleMeHTiB, BCi BOHU 6esmocepeqHbo abo
mo0iuHO BIJIMBAIOTH HA €(PeKTUBHICTH JOCATHEHHSI
KJIIOUOBUX pesyJibTaTiB. IIpm mpomy JOKaJIbHE II0-
JIITIIIIEHHSA YOroch OJHOTO B OJHOMY 3 HUX He CBin-
YUTH IIPO HiIBUIIIEHHA 3araJibHOI pe3yJIbTaTUBHOCTI.
EdexT cuneprii 3’ ABiAeTbCcA, KOJIU 3BHAHHA 1 3yCUJLIA
KiJIbKOX eJIeMeHTiB MOJKYTh OPraHi3oByBaTHCS TakK,
IIT0 BOHY B3a€EMHO IIOCHUJIIOIOTHCA. ToMy 3a yMOB IIO-
PYIIEeHUX IPUUYMHHO-HACJIiJKOBUX MeXaHidMiB opra-
HisaliliHOl cucTeMU 3aBIAaHHS OPTaHiB yHpPaBJIiHHA
moJsArae y IPUUHATTI TAKOTO pillleHHA, AKe 3a0es-
MeYUTh BUHUKHEHHA e()eKTy CUHeprii, a came: mpo-
BecTH Imigbip AKoCTel Ta 3B’ A3KiB eJleMeHTiB i migcuc-
TeM, AKUI rapaHTyBaTHMe IIPUNHATHI pe3yJabTaTu,
KOJIM 3MiHA 30BHIITHIX YMOB 3aBAAKM peopraHisariii
MOJKe TaKOXK OYTH CTHMYJIIIUYNM ab0 IIepeBakHUM
BILJIBOM.
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0. Y. Katkos, M. B. XomeHko
YIP03bl OT UHTEJINEKTYAJIbHBIX NHOOPMALNOHHbIX CUCTEM NONCKA ANg KPUTNYECKOI UHD®PACTPYKTYPbI

Paccmotpetbl Bonpock! nposiBrexns yS3BUMOCTYA 3/1EMEHTOB VHTESIIEKTYarlbHOA MHDOPMALIMOHHOA CUCTEMBI novcka uHghopmaLmn. ViH-
TESINIeKTyarnbHas MH(POPMALVOHHES CUCTEMA MOVCKA VHGOPMaLMY PACCMATPYBAETCS KK COCTABHAS YaCTb KPUTUYECKON MHPAaCTPYKTYpbI
CHCTEMbI YNPABIIEHNS B CIIOXHOA OpraHu3auvuoHHou cucteme. Kputndeckas nHpacTpykTypa — 3T0 cucTema, B KOTopovi 0Tka3 (nonHoCTbio
YN YacTNYHO) ys3BUMOr0 371EMEHTa MOXET Bbl3BATb LIENOYKY OTKA30B B C/IOXHOM OPraHU3aLMOHHONA CUCTEME B3aUMOCBS3aHHbIX DYrvX
3/1EMEHTOB 1 [103TOMY 3HAYNTESbHO BIVSIET HA 6E30MACHOCTb W 61aroCOCTOSHIS B Pa3/NYHbIX Cihepax 06ecreyeHnss OCHOBHbIX YeroBeYe-
ckux notpebHocten. B XXI Beke kputvyeckne MHEPacTpyKTypbl CTAHOBATCS BCE GOee 3aBUCUMbIMYA OT HOBOrO BUAA Yrp03 — BHEAPEHUE
COBPEMEHHbIX TEXHOSIOMI Ha OCHOBE UCKYCCTBEHHOTO MHTESINEKTa. Ha 0CHOBE 3TvX TEXHOMOM CO3AAITCS MHTENNEKTYalbHbIE CUCTEMbI, OT
KOTOPbIX 38BUCUT OCHOBHAS (DYHKLIMOHAIbHOCTb KDUTNYECKOA UHGhpaCTPyKTypbl. Bo3HvKaeT Bonpac: MOXHO /v [OBEPSTb MHTENNEKTYarTbHbIM
cHCTEeMaM aBTOMATUYECKN MPUHMATb PELLEHUS, ECIIN B HUX ECTb YS3BUMbIE 3/IEMEHTbI W NPUCYTCTBYET YeroBeyeckmii haktop? lMoatomy
38BUCUMOCTb KPUTUYECKUX WHDPACTPYKTYP OT WHTENEKTYarlbHbIX CUCTEM MPOSIBASIETCS HE TOMbKO B TOM, KaKue TEXHOJ0rM Ha OCHOBE
VICKYCCTBEHHOI0 VHTEIIIEKTE UCONb3YIOTCS, HO M B TOM, KaKasi OpraHn3alus ynpaBrieHus NpUHSTa CambiMi HEOPAcTPYKTypamu. AHanma 3a-
BUCUMOCTI KDUTUYECKNX UHEPACTPYKTYP OT Yrpo3 SBMSETCS CIIOXHOM BbIYUCIUTEBHOV Npo6remoii. B aTom vccnenoBaHuv npeacTaBieHo
onvcaHve npo6ieMbl NPOSIBAEHNS YI3BUMOCTY 371IEMEHTOB VHTESNIEKTYabHOM MHOPMALMOHHO CUCTEMbI MOMCKa MHGHOpMaLV, KOTopas
BXOOWT B COCTAB MHPACTPYKTYPbI CUCTEMbI YNPABIEHUS CIIOXHOA 0praHn3auvoHHON cucTembl. Llenb aToi cTatbin — BbISBUTL YS3BUMbIE
371EMEHTbI VHTESITIEKTYarbHbIX MHEHOPMALMOHHbIX CUCTEM MOUCKA, @ TaKXe OMpenenuTb X MocieqeTans 4ns obecrneyenHns 6e30nacHocTv v
CTabUIIbHOCT UHGPPECTPYKTYPbI M HAMETUTL MEDPbI 110 3aLLUTE.

Kniouesbie cnoBa: nHTENNeKTyanbHas MHOPMaLVOHHas CICTEMA NOUCKa MHOpMaLWN; KpUTYeckast MHPaCTPYKTYpPa; YA3BIMbIE 3MEMEHTbI.

Yu. I. Katkav, M. V. Khomenko

THREATS FROM INTELLIGENT INFORMATION SEARCH SYSTEMS FOR CRITICAL INFRASTRUCTURES
The article deals with issues of manifestation of the vulnerability of elements of the intellectual information system of information seeking.
Intellectual information search information system is considered as an integral part of the critical infrastructure of a management system
in a complex organizational system. Critical infrastructure is a system in which a failure (totally or partially) of a vulnerable element can
cause a failure chain in a complex organizational system of interconnected other elements and therefore significantly affects security and
well-being in various areas of basic human needs. In the twenty-first century, critical infrastructures are becoming increasingly dependent
on new types of threats — the introduction of modern technologies based on artificial intelligence. Based on these technologies, intelligent
systems are created, on which the critical functionality of the critical infrastructure depends. The question arises: can | trust the intelligent
systems, automatically make decisions if they have vulnerable elements and the human factor is present? Therefore, the dependence of
critical infrastructures on intellectual systems is manifested not only in the technology used on the basis of artificial intelligence, but also in
the management organization adopted by the infrastructures itself. An analysis of the dependence of critical infrastructures on threats is
a complex computational problem. This research presents the description of the problem of vulnerability of the elements of the intelligent
information search information system, which is part of the infrastructure of the management system of a complex organizational system.
The purpose of this article is to identify vulnerable elements of intelligent search information systems, as well as to determine their implica-

tions for security and stability of the infrastructure and to identify protective measures.
Keywords: Intellectual information system of information retrieval; critical infrastructure; vulnerable elements.
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