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Abstract: A conception of multilevel complex security
system (CSS) of cyber-physical systems (CPS) was
developed; dimensional mode of infor mation-technology
state (ITS) was proposed; informational model of CSS
cyber-physical system “iPhone — Wi-Fi, Bluetooth —
sensors’ was created; software of symmetric block data
encryption of “Kalyna” algorithm wasrealized.

Index Terms. block encryption algorithm “Kalyna”,
complex security system, concept, cyber-physical system,
infor mation, information technical state, model.

I. INTRODUCTION

Ukrainian cyber-physical security strategy is focused on
devdopment of approaches to ensuring cyber-physical
security of informationd infrastructure objects of society
through the complex of organizationa, regulatory and legal,
military, operational, technical measures and appropriate
mechanisms, which are agreed with priorities of Ukrainian
national security Strategy, Doctrine vectors of Ukrainian
information security and European inditution, in particular
such as European Union Agency for Network and
Information Security (ENISA), which provides recommen-
dation for development of pan-European cyber security and
national cyber security strategies, researching of safe use of
cloud technology, resolving of data protection issues,
increasing of privacy in modern technologies and detection
of cyber threats[1], [2].

Cyber-physical systems are leading in the segment of
new technologies developing and applying in different
subject areas in the context of effective execution of
computational tasks by interaction with the physical
space and making decision on the management objects
and processes. The main components of CPS are divided
in cybernetic space (CS), communication environment
(CE), and physical space (PS), which causes their
multilevelness and requires ensuring of safe information
interaction between components of CPS for execution of
functional tasks with dataz control/handling -
transmission/ recelving — control. As the pat of
Ukrainian cyber-physical space cyber-physical systems
must be safe in their functioning and protected from
cyber-physical threats. In Ukraine in this direction exists
the standard ISO/IEC 15408 [3], which is focused on
security structure “thrests — services — mechanisms’
through interconnection of profiles (tasks) of information
and communication systems security: confidentidity,
integrity, availability, observation, guarantees.

In the context of unification of multileve interaction
CPS component and unification of interaction one level
component, relevant is a level integration [4] through
communication environment which is based on
principles of cloud technology, which can be the reason
for effective resolution of applied problems in the plane
of functional and information security.

Formulation of the problem: to develop the building
concept of complex security system (CSS) CPS in the
context of level integration and creation of model of
information —technology state of CPS in functional space
which enables building of CSS for cyber-physical
system with any configuration by universal structure of
integration levels “CS— CE — PS’, according to the
threats within the ensuring of dependability.

Purpose: development of CSS for cyber-physical
system “iPhone — Wi-Fi, Bluetooth — sensors’ according
to space modd of information-technology sate and
conception of ensuring multi-information security of
CPS; crestion of algorithmic software for ensuring of
data cryptographic protection in  communication
environment CPS based on block algorithm encryption.

II. THE CONCEPT OF CONSTRUCTION
A MULTILEVEL SECURITY
OF CYBER-PHYSICAL SYSTEMS

The concept of creating a multilevd CPS is shown in
Fig. 1. Concept hasthe following structure: classification of
threats/attack — forming of protection criteria — creation of
multilevd CSS CPS — determination of security policy
model — sdection of methods for evauation a protection
gate of CPS. Classfication of threats/attacks. threats by the
features, attacks by the end result, by the way of
implementation; method of STRIDE threats classification
by categories (substitution of the objects, data modification,
authorship denid, information disclosure, service denidl,
privileges increasing) — creation of threats modd
“information/CPS — sources of threats — ways of threats
reglisstion”. Criteria of information security in CPS:
architecture of confidentidity, integrity, availability,
observability, guarantees. Formulation of security tasks is
amed a countering security thrests and compliance
security policy in area of information and communication
systems through the devel opment of complex information
security system, which works on identifying detection,
blocking and neutralizing the information thrests.
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Fig. 1. The gtructure of the construction concept CSS of cyber-physical systeminthe context of integration levels
I —— —information (selection, control); e e= «= —CSSCS CE, PS, «» e» @ — CSSCPS, 1.2.3 —threatsfor CS CE, PS

Ensuring systems, data and resources availability: user
(subject, process) has appropriaterights, may use aresource
according to the rules, which are established by security
policy, without waiting longer than a given period of time.
Availability is aimed at maintaining the system in working
condition, what providestimey and accurate functioning of
mechanisms through reection: intentional / unintentional
threats, unauthorized data removal, unjudtified refusal of
access to the service, attempts to use the system and the
datain forbidden purposes.

Integrity ensuring: data which can’t be modified by
unauthorized user / process during their storage,
transmission and processing; system, in which any

component can't be deleted, modified / added in bypass
or violating a security policy.

Ensuring of data privacy and systeminformation: is
that information cannot be obtained by unauthorized
users during its storage, processing and transmission.

Observability ensuring: is focused on implementing
a system capabilities to register any user / processes
activities, using a passive objects and identifiers
installation, which are involved in certain users /
processes events in order to deviate a security policy
violations and be redlized through: involvement
mechanisms, coercion methods, faults isolation,
intrusions detection, actionsrecovery, etc.
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Guarantees ensuring, as the set of requirements,
which congtitute some assessment scale to determine the
measure of confidence in the implementation;
organizational and technical measures; protection against
intentiona errors of users /software; sufficient stability
to intentional incursion and using of detours.

The basis for construction of multi-level CSS CPS
is guiddines for the development of technical
specifications for CSS creation, which is justifying the
requirements to CSS in relevant protection segments
againgt unauthorized access and guarantee. The Privacy
Policy for CPS is based on models and sdlection criteria
In order to evaluate the level of CPS safety is used the
standardized methods of dependability ensuring.

III. MODEL OF CYBER-PHYSICAL SYSTEM
INFORMATION TECHNICAL STATE

Modd of CPS information technical state (ITS) in
functional-information space “C/P — TRSM/RCVN — M”:
“information selection Ig — data — information
management 1,,” according to dependability structure
by the standard COY-H HKAY 0060:2010 [5] (Fig. 2).

TRSM/RCVN

Fig. 2. Space model of information technical statesin
dependability context: a) functional (safe) status— NORMA

Informational and technical date of the sygtem —isa st
of properties and features as both technical and information
character about the suitability of the sysem at a particular
time. System datesthat are caused by influence of threats—
devdopment defects (DD), physica defects (PD) and
externd influences / interactions defects (ID) are classfied
as a) functional (safe), b) partidly functiona (safe),
¢) incapacitated (safe), d) incapacitated (unsafe). According
to conception “object — threat — protection” informationisa
protection object and circulates in CPS, which is presented
as an universa gdructure — Information Systems (1S),
Information Processes (IP) information management (IM),
information networks (IN), Information Resources (IR).
Complex of threats (1 — 2 — 3) isrdevant to the influence of
destabilizing factors DD, PD and ID on multilevel structure
of CPS. Modd (a) is basic for other modds forming, what
interprets ITS as b) partialy functiond (safe) date —

ALARM-1; ¢) non-functiona (safe) state ALARM-2;
d) non-functional (unsafe) sate — AVARIA. New informa
tional technica dates (b-d) gt movements of CPS
universal gructure anticlockwise in functional space“C/P—
TRSM/RCVN —M” (Fig. 2).

It gives a reason to develop a complex system
security model of CPS according to method, threats
model and offender modd.

IV. INFORMATION MODEL OF COMPLEX
SECURITY SYSTEM OF CFS “IPHONE — WI-FI,
BLUETOOTH — SENSORS’

To ensure confidentidity, integrity, availahility,
observability and safety of CPS data and components, let’s
consider a complex security system, which is formed on the
basis of the congtruction of multilevel CSS CPS concept
and allows to implement a secure process, transmission and
storage of information and, accordingly, safely functioning
of CPS. In gructure of this CSS — protection subsystem
CPS — complex security system CS, CE and PE.

Complex security system of CPS is designed based on:
sysem approach (principle and hierarchy, sructuring,
integrity) and synergetic approach (property of emergency,
which presupposes the existence of properties, which are
typicaly for complex security sysem of CPS in generdl,
but not inherent to its individual dements — complex
security sysems of CS, CE, PS).

Fig. 3 shows the modd CSS of cyber-physicd system
“iPhone — Wi-Fi, Bluetooth — sensors’. The centrd segments
of the mode are gructure elements of CPS. cyber-physica
gpace — amartphone iPhone, communication environment —
Wirdess communication techndogy Wi-F, Bluetooth;
physca space — MEMC-sensors. The top segment is
pressted by threats classes usng the STRIDE method,
which are typicdly for CPS dements CS, CE — S (object
subgtitution), R (authorship denid), | (information disclosure),
D (sarvice denidl), E (privileges increasing); PS—T, D. The
lower segment of themodel is CSS of cyber-physicd system,
which consigs of subsystems — complex security systems
CE, CSand PS, isgenerated for security problems solving of
appropriate CPS segments CS, CS — ensuring of confiden-
tidity (C), integrity (1), availability (A), observation (O),
guarantess (G); PS—1, A, G. Salving of security problems
provides rdevant security services based on information
security technology as structure “security problem — security
service—the technol ogy of information security”.

Sructure of CSS cybernetic space CPS— smartphone
iPhone: K — authorization — Apple ID; C — integrity
control — hashing SHA; D — communication safety —
TLS, DLS, S - identification — Apple ID; G -
containment — Secure Enclave

Sructure of CSS communication space CPS —
wireless communication technology: K — protected
communications — encryption: “Kayna’; C — integrity
control — MIC; D — intruson Detection — NAC; S —
Audit — MFP; G — containment — Firewalling.

Sructure of CSSphysical space CPS—MEMC —sensors:
C - regtore safe state — noiss mmunity coding; D — access
management — RAC; G — containment —RAC.
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Fig. 3. Informational model of complex security system of CFS* iPhone — W-Fi, Bluetooth — Sensors’

A CPS complex security system was developed in sensors’; thrests by the STRIDE method; protection
context: dructure CPS “iPhone — Wi-H, Bluetooth —  technologies; protection profiles regulatory support (table 1).
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Table |
Complex Security System of CPS: Protection Technologies
CPS Srructure Threads: STRIDE method Protection technd ogies Protectionprofiles | Regulatory support
1 2 3 4 5
 sodid enginesring; * program certification; « Biometric * NIST Specid
* substitution of signed firmware; | » way of trusted deviceloading; Verificaion Publication 800-164.
. Obje(_I_SSLI_bStItUtIOI’I « firmware SHSH certification Mechanisms 2012. Guiddineson
* modification of acoess codes; o Protedtion Profile | hardware-rooted
- obtaining afull accesstothe |« pratectioncoding, V13(2008.11.07); | Securityin mobile
filesystems (Jalbresk): - operation system Gartificaes; 1, pyogertion Profile | devices (draft);
_ * unauthorized start of data « low-levd encryption AES-256; for Mobile Device: | » NIST Specid
CS:iPhone destructiontoll Fundamentals\V20 | Publication 800-124.
. - (2014.09.17); 2013. Guidelinesfor
Céfﬂ&;’ﬂﬂ/’ltof ggtd. « technology of user actions * Application Soft- | \anaging the
-mlall' _ &s;fgn ureas_, _ |fixing ware Protection Pro- Security of Mabile
. unalfr%rjfzedmirc?\aégl > * perentdl contral; file(ASPR) Devicesinthe
th pu » dactyl oscopic sensor Extended Package: | £ terpricer
rough programs, File nterprise; _
» Government Mohile
* unauthorized remote acoess;, |, o /y/py:
« sodid engineering; . L :
« unauthori zed execution of . me; gﬁg Nﬁ/elrce
software Encryption: and Wireless
« explotsonsysemkend Mitigatingthe Risk | Security Baseline.
|oader | 24000 Segment of Disclosure of 2013,
Overflo?/\\//dugg(comd o SendtiveDataona |« Mobile-
CsiPh msy(OxAL, 1) Explait); * cartificaion AppleRodt; | §ystem VL0 Computing Device
rhone « explaits on system Kernd leve | * Way Of rusted deviceloading | (2014.11.10); (MCD) Standards
« unauthorized launch of device for SoftwareFull | Mandatory
lock fundtion Disk Encryption Reference for ADS
« sodid enginearing; « periodic upddte of operating V11(2014.0331) |Chapter 545 2014
« subdtitution of digitd systemand programs
certificates/ Sgnatures, « fileencryption (dgorithm
e using of theoperaingsystem | AES);
vulnerdbilities -stagedajthemicaion_ _
Tt O 1
* devices itution (men-in- o
the-middle attack); ( g g‘g‘viy f'dr « IEEE Std. 802.11;
» atacks on accesspasswvords | | restrictionstechnology ;L%CS"_%%/IEC
;jigalaijtsgm zedconfiguraion | tri ting accessto logs; Information
. . . * Remote sorage of logfiles; technology — O
;unahoizedlogsdeding, |, o igeryifcation and « Frewdll Protecion | S.gams
. - (2015.06.12); Basic R
. ;pagkaet sn_le gergl ) * dataencryption; » Common Criteria Ma(?d(;l g;ﬁ:fgmd
enginesing, « IPSEC; Schutzprofil (Protec o
* unauthorized collection of « VPN tion Profile) addressing;
informetion about the network - Schutzprafill 1: * ISO/IEC 27033-
cs | wiA + DoS\ DDoS attacks . padxets_ﬂltgn ng; Anforderun—gén an | 3:2010. Information
« disabling of network elemerts; | | fga/\_/g_llng, toretwork | den Netzkonnektor technology. Security
« obgtrudiveness dr raing a0cessto newor V3.2.1(2015.04.28); | techniques. Network
; ements « Protection Profile | security. Reference
* unawthorized accessto o . for IPscVirtud | networking
equipment settings * identification of sessions PrivaileNetwork | scenarios. Threets,
° andyss Of officia paticpants, . (VPN) ClientsV14 | design techniques
adminidrative data; * regricting access to equi pment (2013.10.21) d control i
« unauthorized change/ sattings; - ana control 1SSUes,
subtitution of access « fixation of the settings change * ISO/IEC 27033-
permissons 4:2014. Informatlt_)n
« unauthorized configuration technology. Security
disqUise: 9 « restricting accesstologs; techniques. Network
. . * Remote storage of logHfiles; security
« unauthorized logs dearing; . o= e O
* unauthorized use of network user identification and

ESOUrces

authenticetion
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Continuation of Table
1 2 4 5 1 2
* devices subgtitution (man-in- | « equipment identification ;
the-middle attack); « authenti cation, user
* User substitution; authorisation ” - *IEEE802.15.1;
g * Cetificate |
« interception of access codes * encryption of access codes ardl\/llalnageerr?;tng « HJT T312.5-004-
« unauthorized change of « hashing Components 99. Crit_eriafor
Wmmd? . enoisd m’muni coding: Protection Profile evaluating .
. ty g, information security
* msrepresental on, . * preemulation V1.5(2011.09.09); in computter ems
STt o Tow - ProtedionPdfile ¢ uﬁgjthos?liszted
* disguise of unauthonzed « restridting aocessto credertias | for Network Devices a00eSS
actions asan eror; | and sarvices V1.1(2012.06.08);
* unauthorized use of credentis | /-~ registration: « Nework Device | - ACTY 3043-95
Bluetooth > unatharizeduse/ chengeof |||\ - e cation Protection Profile {gmgitg
SavIces (NDPP) Extended "
« interception of the detaflow; | » deataencryption; Package: SIP Sarver Teleprocessing of
« interception of accesscodes; | » Onetime password V11(20141108); |detaand computer
» unauthori zed accessto account | authenti cation; « Common Criteria. | "€works Terms and
information  devicesidentification Protedtion Profile. | PEfinitions
. . . * ISO/IEC 27033-
« obstructiveness; « dynamic frequency change; | Cryptographic - 52013, Information
« disabling of equipment; * regtrict access to equipment Modules, Security téchn oI.ogy. Security
« devices subgtitution (man-in- | « equipment idertification ; Lz%gdg Oléo;N V10 techniques. Network
the-middle attack); « athentication, user (2009.02.27) security
* user subgtitution; authorisgtion
« interoeption of access codes  encryption of access codes
: A » mechanism of control « |EEE 2700-2014
* display mouification measurements Standard for Sensor
« Intrusion Detection | Performance Para-
. . . I~ . System Sensor meter Definitions;
PS: Sersors POwer Outages; , duplicetion of sensor; | Protection Profile |« IEC 62047- Sries
« exceeding of threshdds; « emergency disabling of sensor; V1.3 (2007.07.25) Pat 1-22. Migo-
* hardware falure » sdf-diagnosis Eledtr ’ ical
Devices—MEMS

To increase the resistance of cryptographic protection
in CPS, it is proposed to use a blocking agorithm
“Kayna’, which can serve as a basis of adaptation
encryption / decryption of data in wireless commu-
nication technology, which form a segment of CS in
cyber-physical systems.

Algorithm “Kalyna’ operates on the basis of variable
block size and key length (128, 256, and 512). Code has
SPN-structure (Rijndael-similar) with an increased size
of the MDS matrix, a new set of four different S-blocks,
before and after bleaching, using the sum by module 2%
and new congtruction of key schedule. Standard
“Kalyna’ ensures sufficient supply of reiability — 6, 7
and 9 cycles for 128, 256 and 512 hit block respectively
by 10, 14 and 18 encryption cycles. For optimized
versions of software implementation on 64-bit platforms
algorithm shows higher performance than anaogues: for
128-hit key — advantage 86-143 Mbit / s compared with
AES; for 256-hit key — advantage 4 % compared with
AES; performance at key size of 512 hits— at the level of
256-bit AES version. High reliability and performance of
the block encryption algorithm “Kayna’ give reasons
for its effective application in wireless communication
technologies as part of cyber-physical system.

Let's analyse operation of cryptographic transfor-
mation based on “Kalyna’ algorithm by ACTY 7624:

i i i K
2014 [6]. Basic transformation of encryption T,fk)

defined asfollows:
ol
TIFkK) =h oy ot opto O (k") oy ot op@oh ),
n=1
where K —encryption key with k bit in length; h,(K") -
sums function by module 2** of internal state and round
key K,; pt — a layer of mutually unambiguous
reflection, which processes the bytes vectors (elements
Vg ). It useslayer of S-blocks. Each element g; ; T Vg of
input state matrix is replaced by p;mo4(9; ), where
pTVgaVy, sl{0123 is defined subgtitutions
(Sblocks); t, —rearrangement of eements gi,jT GF (28)
of input gate encryption. Performs cyclic shift to theright for
rows of internd date matrix G:(gi’j). The number of
shifted dements depends on the row number i1 {0.1,...,7},
the block size |1 {128,256,512} and is defined by the
éixu
foomua d; = s—;
' 8124
date dements in a finite fiedd. During this transformation
every element g; ;1 Vg of internal state matrix G is

y, - linear transformation of input

presented as element of finite fiddGF (28), formed by
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irreducible polynomial Y (x) =x® +x* +x® +x? +1 or
0x11D in hexadecimal form. The dements of the new date
matrix W =(w; ;) are cdcuaed in GF(2°) by the
formula W =(v>>>)AG,
v = (0x01,0x01,0x05,0x01,0x08, 0x06,0x070x04) -
vector, which forms the circulation matrix with MDS
feature, G; —j-th column of the state matrix G; k() —
sums function by module of 2 round key K, and sate
matrix. In functions p¢, t, and y, input argument
xI'V, and output vaue c(X)TV,,cl{ptt,y}
presented asamatrix with sze 8” ¢.

Basic decryption transformation U/ defined as

where

follows:
where K — encryption key with k bhit in length;

- 1 ") —subtraction function by module 2** of internal

state and rundown key K,; -, — inverse linear
transformation of input state dements in a finite field.
Each dement g;;1 Vg of intenal state matrix G is

presented as eement of finite fild GF (2°) , formed by
irreducible polynomia Y (x) =x®+x*+x3>+x%+1 or

0x11D in hexadecimal form.
Each dement of new state matrix - W =(- 1w ;) isca-

culatedin GF (2°) by theformula - 1w ; =(- lv<<<i)AG;,

where - 1v = (OxAD,0x95,0x760xA8, Ox2F ,0x49,0dD7,0xCA) —
vector which forms circulated matrix MDSfeature, G; —j-th

column of the gate matrix G; - &, —inverse rearrangement
of dements g; ;T GF(2%) of input state encryption. It

performs cydic dhift to the left for rows of internd date
matrixG = (g;. i ) . Thenumber of shifted e ements depends

on the row number il {01..7}, the block size

IT{128,256512 and is defined by the
formulad; = eir u. -Ip¢ — layer of inverse mutually
' &s12f !

unambiguous reflection (layer of inverse S-block), which
processes the bytes vectors (elements Vg ). It uses layer

of inverse Shlocks. Each dement g; ; T Vg of input sate
replaced by - 1Pimega(9ij)
-p 0 Vgavg, sl {0123 is defined subditutions
(inverse S-hlocks); k,(K") —sum function by the module of

matrix s where

2 rundown key K, and sate matrix (involutional function).

Algorithm “Kayna’ is implemented in the ECB
mode with sizes of key and block in 512 bit and Java
programming language, which ensure the highest level

of reliability. On Fig. 4 and 5 are given block diagrams
of the program for data encryption and generation of
rundown keys.

‘ SubBytes ‘
v

‘ ShiftRows ‘
¥

‘ MixColumns ‘

T
\_*_/'1
e

‘ SubBytes ‘
¥

‘ ShiftRows ‘
h J

‘ MixColumns ‘

HH— &

¥

Fig. 4. Block diagram of data encryption

N, #N,+1(const) K
v v
E} K }A’(,-z-rmtﬁ.
| subBytes | | subBytes |
| smfthows | | ShitRows |
| MixColumns | | T — |
éé’*- K L‘r—\n—f( +tmv,
0 e K+tmy,
| SubBytes | | SubBytes |
| ShiftRows | | Shiﬁ:‘l;c)ws |
| MixGalurtins | | T |
K e fevemy
| SubBytes | /:2'
‘ ShiftRows ‘ _
| Mixco‘[umns | oy =Ky 0<< (2N, +3)
v
K

Fig. 5. Block diagramof rundown keys generation

Fig. 4 and 5: SubBytes — bytes replacement ope-
ration, ShiftRows — shift rows operation, MixColumns —
mixing columns operation.

Fig. 6 shows aresult of the program execution.
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(2! Problems @ Javadoc |} Declaration B Console i3
Kalyna [Java Application] C:\Program Files\Java\jdk1.8.0_40\bin'java

Data' P TICL Y S TN
Key: 1772
e ‘Fnr Encrj-'[:ltlu:unr d for decryption: e

Result: (=Sé+{a8EWIR<2GAAEXT Byr<hiin - Abu

Data:
Key:
e for Encryptlnnr d for decryption:
Fesult Complex security system

(&1 Problems @ Javadoc E‘_i Declaration | &) Console I3
Kalyna [lava Application] C\Program Files\Java'jdk1.8.0_40\bin\jav:

e for encryptln:nn, d for decryption:
Result: AXkNLg'wa! s 4E9Z0l~e’ zinb7es806Y

Data: AXkNLE'l
Key: passwBrd2833
e for encryption, d for decryption:
Result: 11811111161111111116866681816

Fig. 6. Theresult of the program execution

V. CONCLUSION

The building concept of CSS CPS despite the
integration of levels was developed, which will enable
the usage of unified security measures for information’s
interaction between components of CPS according to the
cloud technologies principles.

A modd of information technology states of CPS
was constructed as the basis for creation a complex
security systems under the influence of threats complex.
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