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Anomayia. Buacaidox MmolepHisayii MiKHApoOHOi HOopmamubroi 0asu BusHauenHsa OiAbuiOCHII NOHAMb CMAAU
opienmobanumu Ha nebui cghepu uu earysi. Anariz naykobux oxepes Bxasab wa Giocymuicme pobim, npucbaueHux
docaixennio 6a3060i mepminoaoeil, wo, 6 cboto uepey, YCKAAOHIOE PO3YMIHHA NOHAMD THYUOCHM iHOPMAYITIHOT
Oesneku ma kibepinyudenm. BHacaidok ubo2o, YCKAAOHIOEMbCA MA 3HUKYEMbCA epeKmubHicms  po3pobku
Gionobionux memodib i cucmem peaeybanns Ha iHyudeHmu iHgpopmayiinol desnexu (kibepinyudenmu). 3 0eas0y Ha
e, 0y.10 npobedeHo baeamokpumepiasbHul anaiis Oeghiniyiti NOHAMMA THYUOEH Y MIKHAPOOHUX ma 2asy3eBux
cmandapmax, HaykoBux nybaikayiax, cro6ruxax, 0oGionuxax ma Inmepnem-pecypcax. Y pesyavmami anarisy 6y.10
Budineno cnisvny MHOXKUHY 0a306ux xapakmepucmukx, NPUMAMAHHUX NOHAMMIO IHYUOEHM, 3anponoHoBaro
y3aeasvHere BUsHAUEHHSA iHYUOeHMY iHhopMmayitinol Besnexu ma kibepinyudenmy.

KatouoBi caoBa: inyudenm, inyudenm ingpopmayitinoi besnexu, Kibepinyudenm, iHgpopmayitina Gesneka, noois,
diAavHicms, nosimuka besnexu, komn tomepHa besneka, kibepnpocmip.

Beryn

Indopmartinai cucremn (IC) croromHi He IpocTo
BIUIVBAIOTh Ha HAisUIbHICTD HiAIIPMEMCTB, IIPUCKOPIOI0YN
i omTuMmisyroun  OisHec-Tiporiecu, BOHWM  CTalOTh
HEeBi/]' €eMHOIO YacTMHOK Hux Ipoueci. bynp-saka IC ne
3acTpaxoBaHa BIiJT, BUHVKHEHHS IHITMIEHTIB
iHdopmamintoi besmexn (IIB), mo npu3BomsATs MO 3001B
y pobori, KOMITpoMeTarlii KOpHOpPaTUBHMX
iHdopMarivHMX pecypciB Tomo. Y MDKHapomHin
OpaKTULH po3pobierHo ZIOCTaTHIO KUIBKICTh
HOPMaTVMBHMX  JIOKYMeHTiB, III0  perjlaMeHTyIOThb
muTtanHsa  ynpasiainng 1B, i ynopapninas 1B
HeoOXiJHO opraHi3yBaTM KOMIUIEKC METO/IB Ta 3acobiB
ympapaiasa  iHmmpenTamu  (YI), 3abesmeunTir  vioro
HaJIeXHUMM pecypcaMyl, BiIIIOBiIHOIO HOPMaTUBHO-
Ppo3mopsIIoIo i poOOUOI0 TOKYMEHTAITIET0, TeXHITHVIMM
3acobamm 3abe3redeHHs MexaHi3MiB KoHTposo. [Ipore,
TIepII HDK OpraHi3oByBaTWM TaKMiI KOMIUIEKC, TTIOTPiOHO
MaTy IIOBHe PO3yMiHH4 NOHATTA iHImneHTy. Kpim Toro,
OCTaHHI 3MiHM y MDKHapomHi HOpMaTMBHIN 0asi y
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pamkax iHdopmariivtHol Gesmeku (IB) 11 ckiamoBy -
kibepHeTHuHy Gesreky (KibepOesmeky), sKa BiIIIOBiTHO
mo [47] oxorwmoe KibepmpocTip, IO 3HaXOOWTBCS B
MeXax iHdopMalifHOTO HpocTopy. 3Bakaloum Ha IIe,
morytbHO Oyrmo 6 posmexysaty moHsTTS 1B Ta
inmmpenT kibepOesneku (kibepinmmmenT). s 1mporo
HeoOXiTHO MpOBecTM aHal3 IOHATTS «iHIMOEHT» Ta
iHTeprperyBaTM  ¥IoTO B iHdOpMaIiTHOMYy  Ta
kibeprpocTopi.

Amnayi3 icHyOYMX IOCTIIKeHb i IOCTaHOBKa
3agaui

Bracminok MopepHisarlil MDKHapOaHOI
HOpMaTMBHOI 0a3M BW3Ha4UeHHS OUIBIIOCTI IIOHATH
CTal Opi€eHTOBaHWMM Ha TIeBHI cdepu um Tammysi.
BuximoueHHSM € equHMUT cTaHAapT [44] momo VI, axui

OopoTe He € IPUMHATAM 1 TapMOHI30BaHMM i3
HallioHaJIbHMM 3aKOHOJABCTBOM Yy BCix AepxkaBax. Y
383Ky 3 IMM, BUHWMKAOTb MpoOieMu  IIOAO

TIIyMadeHHs OCHOBHMX TepMiHIiB (30Kpema 0a30Boro
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Tepminy «IIb»). KpiM Toro, anajis HayKoBMX IKepesl
BKasaB  Ha BiICYyTHICTP ~ pOBIT  TIPMCBIYEHMX
TIOCIT/PKeHHIO 0a30BOi TepMIiHOJIOTI - Ile YCKJIaIHIOE
posyminnasa noHsTTd 1B i, #K HaCIOOK, 3HVDKYETbCS
edeKTMBHICTb pO3pPOOKN BiIIOBITHMX METOMIIB i crcTeM
pearysanns Ha IIb. ITpunnarra y 2012 poui craHgapry
[47] posmexyBarmo TOHATTS iHGOPMAIHOTO Ta
KibepHETMYHOTO IIPOCTOPiB - Ile TOPOAVIIO HOBY
npoOreMy, $Ka TIONSTaE€ y BUOKpPEMJIEHHI IIOHSTTS
«kibepinmymenT» 3 monartsa «IIb». 3 ormagy Ha 1e,
OCHOBHOIO MeTOI0 Iii€i poboTm € momyk mediHirin
HOHATTA iHOWAEHT Yy PpisHMX Taldy3sdx 1  1oro
iHTepnpeTartis y kibepripocropi. [ mporo HeobximHO
mpoBecTrt OaraToKpuTepiaJIbHUV aHaJli3 BU3HAUYeHb,
iCHyOUMX B MDKHapOOHMX Ta Tajly3eBUX CTaHAapTax,
HayKoBMX MyOiKallisix, CIOBHMKaX, [OBiJHMKaxX Ta
InTepner-pecypcax.

OcHOBHa YacTMHa HOCJ’IiH)KEHHSI

3rigHo 3 MDKHApOOHMMM — HOPMaTMBHUMM
moxymenTamm IIB: € Oymp-siKa TIofid, sIKa He € 9aCTWHOIO
CTaHAAPTHOTO (PYHKIIOHYBaHHS IIOCJIYIM Ta sKa
IpU3BOAMTE abo MoXe MpM3BeCTM OO0 3YIWHKM B
HaJlaHHI IIie€l mocayry, abo 1o 3HVDKeHHS 1i gKocri [41];
omHa abo mekiTbKa HebaXkaHmx abo HeCIroaiBaHMX HMOil
Ib, ki MaroTh 3HaUHYy VIMOBIpHICTE HaHeCeHHs KOV
Gismec-omepamisiv i 3arpoxyrors 1B [42]; Oynp-sxa
HellepermbaueHa abo HeDaXkaHa IIOZis, $Ka MOXe
mopymmTy fAisuteHicTs abo 15, a came IIb e: BTparta
rocIyT, obnamHaHHS abo MPUCTPOIB, CcTeMHi 3001 abo
IIepeBaHTaXeHHS, TOMWIIKIA KOPVCTyBadiB,
HeJIOTpUMaHH: IIOJITUK UM peKOMeH/Iallill, IIOpyIeHHs
disaHMX 3axOMiB 3aXMCTy, HEKOHTPOIbOBAaHI 3MiHM
cucreM, 3001 mporpamHoro 3abesmedeHHS i BigMOBU
TeXHIYHMX 3aco0iB, MOPYIIeHHS HpaBui mocTymy [45];
momist, IO € HaongkoM omHiel abo  meKiIbKox
HebakaHmx abo HecrmomiBaHmx momin Ib, 10 MaroTb
3Ha4Hy VIMOBIpHICTH KOMITpoMertarlii OisHec-omepariil i
crBopeHH: 3arposu Ib [48]; momis, sxa cipranHMTa abo
MOXe CHOPWYMHUTY  YIDKOIDKEHHS iHdopMamivHMIX
aKTMBIB OopraHisallii, peryTallil opraHisatlii, iHdopMariii
[43]. Cepen BiTUM3HSIHMX CTAHAAPTIB HOHSTTS iHIMOEHT
BU3Hauvae e OamkiBebkmyt craumapt I'CTY CVYIB
1.0/ISO/IEC 27001:2010 - BoHO imeHTMYHe mediHirmil
BKasaHin B [42], B iHIIMX Tayy3sSx Takux BU3Ha4YeHb He
BUSIBIIEHO.

3rinHo 3 bpumancekum cmandapmom 6 obaacmi
ynpabainns OesnepepBuicmio 6isnecy (BCM) [38] imtmpenT
- Ile CUTYyallis gKa IIPU3BOINUTh UM MOXKe IPU3BECTU 0
pyviHyBaHH# OisHecy, BTpaT, aBapil, Kpusn. BigmosimHo
mo mxeperna [27] cumyayia - HETOBTOPHICTH HaCTaHHSI
Oesmiui noodiii, 30iry Bcix OkuTTEBUX oOCTaBUH i
IOJIOXKeHb, IO  BiAKPWMBAIOTBECS COPUIHSTTIO Ta
TiSUTBHOCTI JOOMHW. 3 OIIsmy Ha e, y Ta0m 1, maHe
BU3HauUeHHs Oyie 3a/J0BOIBHSTV KPUTEPIll «IT07Iis».

Pexomenoayiamu  Hayionasenoeo — iHcmumymy
cmanoapmi6 i mexnoaoeil [49] TpakTyeTbcs IIOHSATTS
«IHIIMAEHT» $SK TOPYIIeHHs KOMITIOTepHOI Oesmexw,
TIOJITVIKY, TIPUVHATOI TOJITUKM BUKOPUCTaHHS abo
CTaHAAPTHOI IPAKTVKI KOMIITOTepHOI Oe3IeK.

Bibaiomexoro  ingppacmpyxkmypu  iHgopmayiniHux
mexHoaoeii ITIL (v3) [5] BU3HAUAETBCS «IHIMIIEHT» SIK
He3aIUIaHOBaHi TlepepuBaHHs B HamaHHI [T-mocyr abo
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3HIWKeHHs 1x sKkocti. Meroro ITIL €
BITHOBJIEHHS HOPMaJIbHOI pobotn 3
MOXTMBVIM BIUTMBOM Ha OyIb-skuvt OisHec.

Kepibuuymbom no o0podyi II6 [17] paerscs
BU3HAUeHHS IIOHATTIO «iHIMAEeHT Oe3meKku»: BUTIK
iHdopmamii, sxut Oyme HebakaHWM IIOAO iHTepeciB
ypsamy abo CIOpUYMHWUTG HECIPUATIUBI  IOAil B
iHdopmarirHii crctemi Ta / abo Mepexi, KUV ABJIsE
cobo10 3arposy Oesreri KOMITTOTepa abo Mepexi, oo
KOHIAeHIIITHOCTI, IIUTiICHOCT] 1 TOCTyHOCTI.

IIpoyedyporo peazybanna HA iHYUOeHMU
Mivuearcoioeo mextoaoeiunoeo yHibepcumemy (CLIA) [31]
BU3HAUAEThCA «iHIMIEHT OesleKkn» SK HOPYIIeHHS
KOMIT'IOTEpHOI Oe3Iek, MOJITUKM, IIPUIHATUX IPABVII
KOPUCTyBaHHSI aboO CTaHAAPTHMX MeTOHiB Oe3mexn
KoMIT'ToTepa.

Kepibuumu npunyunamu 3 ynpabainua 116 [18]
TpakTyeTbcsi TOHATTSA IIB 5K Oymp-aKe TOpPyIIeHHS
nosituku Ib. Tepmin IIb gyske mmpokum i BkiIrouae, ajie
He OOMeXyeTbcsd, iHIMIeHTaMV, IIOB'S3aHVMM 3
BTpPaTOl0,  PO3KPWUTTSM,  BiIMOBOIO B  JOCTYII,
3HUIIEeHHAM abo 3miHoio iHdopMmamii. Iarmpent Ib
MoXe OyTu BU3HaueHWVI $K OyIp-sKa IO, IIo
mpusBesla abo MoOXKe TIPWU3BECTM IO PO3TOJIOIIEHHS
KoHdifgeHITinHOI iHdOpPMAIll, CTaBUTH III 3arposy
IIUTICHICTB CUCTEMM, HasIBHICTEL CUCTEMU abo
30epeskeHHs BIIaCTMBOCTeN iHopMariil.

Hepxabrum Oenapmamenmom 3akop0oHHUX —cnpab

IIIBUIKE
HaVIMEeHIIIM

CIIA [11] paetbcst CBOE BU3HAYEHHS  TIOHSITTIO
«IHIIMOeHT» - 1le He3JaTHICTh 3aXUCTUTU CeKpeTHi
MaTepianm. IHIMIOeHTM MOXyTh OyTM OliHeHi sK

TTOPYIIIeHHS MOJITYKY Oe3IeK.

Lenmpom CMS Oenapmamenmy 0xopoHu 300po6's
ma coyiarvrux cayx6 CIIA [40] TpakTyeTbcs HOHATTS
«IHIMAEHT» SIK TOPYIleHHs, abo Ge3rmocepenHs 3arposa

HOPYILIeHHSI  MOJITUKM Gesmext. Bunuknenns
iHmmpmenTy ~— OesrmekM  CBiMUMTH  IIpo  crpobm
HeCaHKI[iIOHOBAaHOTO JOCTyIy, BUKOPMCTaHHS,

PO3KpUTTS, 3MiHM abo 3HWINEHHs iHdoOpMarii um
BTpy4aHHA B poboty IC. Byap-saxmii 3 Iyx BUITaAKIB Ma€
HOTeHIliaJI MOpYyIIeHHsI KOH(IiIeHIiHOCTI, IIiTicHOCT],
mocrymHocTi IC  abo maHmx, 1O 0OPOOTISIOTHCH,
30epiraroTbcs 171 repeJaroThCs. Hesixi TIOJTiT
(mampukiTag, HOBeHi, TIOXKeXi, €JIEKTPUYHOIO
BIIKTIOYeHHs 1  BMCOKMX TeMIlepaTyp) MOXYThb
mpu3BecTM 10 300iB cumcTeMy, MpoTe BOHM He
BBa)KalOThCA KOMII'TOTepHUMM iHIMIeHTaMu. IHIymeHT
CTa€ TOPYIIeHHAM, KOJIM BiH IOB'A3aHUV 3 ILTO3POIO
abo draxTIIHOIO BTpaToro 0cobmcTol iHdopmartii.
ITowmoboro cayxboro CIIA [30] susHawaeTscs 1B
SK MOAil, #Ki 3arpOXXyIOTh LIUICHOCTI, JOCTYIIHOCTi Ta
KoHiIeHIiHOCTI iHpopMaIiTHNX pecypciB.
Hayionasvnum cmandapmom Pociticvkoi @Pedepayii
(P®) [10] maerncsa BusHauenHs moHsTTIO 1Ib Ak Oymb-
Kol HellepenbavyeHoi abo HebaXkaHOI MO, IO MOXe
nopyumt  AisuibHicte  abo  IB.  Cmandapmom
yenmparvnozo danky PP[36] min IIb posymieTbes momis,
IO BKas3ye Ha 3/iMICHeHy, IO 3/IiMICHIOEThCsI, abo Moxe
spivicauTmcs 3arposy 1B, a came: 1) peasizarist 3arposmu
Ib - ©peanmizania nopymenns  Biaactusoctent 1B
iHdopMamitHVMX aKTMBiB  opraHisamii OaHKiBCBKOI
cuctemu PO, 2) [lopymeHHss MoXe BUKIMKATHACST
mwxepertamy 3arpos Ib abo sumapkosumm dpakTopamm
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(MOMMIIKOIO TIepCOHAJTy, HEeIpaBWIIBHUM (PYHKIIOHY-
BaHHSAM TexHIUHMX 3acobiB, pupomHMI aKTOpamy,
HaIpUKIIaZ, ITOXeXelo abo MOBIHHIO), a00 HaBMUCHVIMM
HisgMy, IO IIPU3BOIATH 10 OPYIIeHHS JZ[OCTyrIHOCTi,
niTicHocTi  abo  KoHimeHtivIHOCTI  iHMOpPMaTIIiTHMX
AKTUBIB.

Incmpyxuyieto 3 peacybanna na iHyudenmu, nob' asani
3 cucmemamu OuCmanyitiHo2o barxiBcvroeo
obcayz06yBanna [16]TpaxTyeThes «iHIMIeHT» (abo 1IB) ax
CHUCTeMHa MOfis, B paMKax SKOI BifOysIocsl TIOPYIIEHHS
HOJITUKY Ge3rexmn.

Y  maykoBumx myOmikamisix — monsTrs  1IB
BU3HAYAEThCA TAK:
1)e okpemMmMm  IHgKjIacoM — Kpu3oBUX i

HaI3BUYAVHMX CUTYyaliil, IO MOXYTb BiIOyTucs B
iHdo-colio-TexHIuHIN iHdpacTpyKTypi Aepxasy, i, sIK

OKpeMWVl BUIIAJIOK, - B OpraHi3alilfHO-TeXHIYHMX
cucTemMax Ta iHdOKOMyHIKaIITHMX Mepexax,
BIUIMBAIOYUNM Ha CTaH [epXXaBHMX IHMOPMAIiTHMX

pecypcib i HattioHaTEHOT Oesmexm [6].

2) Oynmp-fika He3aKOHHA, HeMIO3BOJIEHa (B TOMY
uncrni mositmkoro 1B) abo HempurHATHa mis, sKa
BumHsieThest B IC [9].

3) Oynp-fka TIOfisd, TOYMHAIOYUN 3 ITOMIJIKOBOTO
nmyOnroBaHHS, IOpYINeHHS pobOoTm CIyX0, BipycHOL
aTaky, TMOPYyIIeHHs KOHimeHIiTHOCT], ITiCHOCTI,
IocTymmHOCTL Ta/abo crocTepexXHOCTi iHdOpMaTiTHIX
pecypcis, n 3aKiHgyIoun aBapiero Ta/abo
MIPOHMKHEHHSIM V TeJIEKOMYHIKAIIiVHI Ta KOMIT IOTepHi
Mepexi [19].

4) omuHnyHa mToxis abo HM3Ka HebakaHMX,
Herrepedavenmx mofiv Ib, BHacmifgok sAKux icHye
BeJIMKa iMOBipHiCTh KoMIIpoMertanii OisHec-iHdopMariit
[37].

YV OoBionukax ma Inmeprnem-cA06HUKAX TIOHSTTS
IHIMOEeHTy TIAyMaduTbes K1) BUITamok, Ipurona,
HeMOpO3yMiHHS, HeIpWeMHa Iomiss, okasiz [20];
2) HEIIPMEMHUVI BUIIAJIOK, HEMOPO3yMiHHS, 3iTKHEHHS
[28]; 3) Bummamox, BUIIAAKOBICTE; IPUTOfa, OIS, €30z,
[2]; 4)Bumamox, mpwroma [3]; 5)Bumamox, mobivHa
obOcraBuHa [4]; 6) BimMoBa ab0 MONITKOKEHHS TEXHIYHX
NPUCTPOIB,  3aCTOCOBYBaHMX Ha  HeDbesleuyHOMy
BUpOOHMIOMy O0'€KTi, BiIXWIEHHS BiT pexumy
TeXHOJIOTIYHOIO  IIpollecy, IOpYIIeHHsS IIOJIOXKeHb
3aKOHy, iHmmMX denepaabHMX 3aKOHIB Ta IHIIMX
HOPMaTVBHO-IIpaBoBMX akTiB P®, a TakoX HOPMaTUBHO-
TeXHIUHMX AOKYMEHTIB, IO BCTAHOB/IIOIOTH MpaBuIa
BeJleHHs Po0iT Ha HebOe3eYHOMY BMPOOHMYOMY 00'€KTi
[35]; 7) Bumiamoxk, momist [32]; 8) Bumasmoxk, mofisi, eriso;,
daxT, cmpaBa, icTOpis, Kasyc, HeIOPO3yMiHHS,
3iITKHEHHS [33]; 9) HelIpUeMHM BUMAJIOK,
HeNOpO3yMiHHS; 3iTKHeHHs, KOHQIIKT [14]; 10) oxpemi
monii abo momid, mis, emisomTe, IO BiIOyBaeThCA
BUIIAZIKOBO, y 3B'SI3Ky 3 YMMOCH, MOXe IIpU3BECTU [0
CepMoO3HMX HaCJI[KiB, MOpYIIeHHs I'POMAaJICEKOIo
NOpSAAKy, BUHWKHEHHS  9Oroch  Iikasoro  [13];
12) moziero, sika CIIPUUMHSE MOPYIIEHHS OpraHialli€o
rapawrii Ib [7]; 13) mpuropa, nopist, BUmnamox (3BM4aiHo
HeIIpUEMHI), HeTIOpo3yMiHHS [34].

3rinHo 3 Mmamepiatom i3 Bikinedii iHimpmeHT:

1) Bumamox, HeIopOo3yMiHHs, TIO/Tist (3a3Bruan
HelpueMHe), 3iTkHeHHs [23]; 2)momis ska Oymia
cTBopeHa monmHOolo. Llg  BimMmiHHICTE  O0CcOOIMBO
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BaXKJIMBa, KOJIM IIOfisl € pe3yJIbTaTOM 3JI0r0 HaMipy
3anofiaTy mKomdy. Baxomse 3ayBakeHH: BCi iHIMIeHT
€ IIomisAMM, OfmHAaK 0araTo MO He € IHIMIeHTaMA.
Cucrema abo 3acTOCYHOK, IO BifIMOBWB udepe3 Bik abo
medpekT Moxke OyTu HaA3BMUAMHOIO TOMi€l0, a
BUIIAIKOBA MOMIJIKa a0 HeBava He € iHImaeHToM [21];
3) HecriomiBaHa TIOAid, K TpaBUIIO, HENPUEMHe,
OB 's13aHe 3 KOH(IIiKTOM [22].

IIpoBemennit aHasli3 mokasaB, IO Pi3HOMaHITHI
TpakTyBaHHsSI IHIIMAEHTY MaloTh CIUIBHY MHOXWHY
0asoBMX  xapakTepmcTMK, a  came: 1) mopis;
2) mopyIeHHsA KOMIT'IOTepHOi Oe3mekw; 3) mopyiieH-
HA TOJITMKYM OGe3meky; 4) mopylIeHHSA NisITBHOCTI;
5) 3arposa IB; 6) minkyiac Kpm30BMX i Haa3BMUYAMHMX
cuTyaris;;  7) Bumagokx;  8) mpmroma;  9) BimMoBa;
10) 3HMO>KEHHA SIKOCTI IIOCJTYTH.

Binmosimao mo [29], nodia - cmocrepexysarHe
sSBUINe, SIKe HEMOXJIVBO IlepemOaumTi (ILijIKoM) abo
SIKVIM HEMOXJIVIBO YITPABJISTH, abo X 3rimHo 3 [24], 3miHa
BIIacTMBOCTE 00'eKTa. 3Bificy, BimmoBimHO 10 [42,44,48]
nodis IB - ineHTVdiKaLiTHNI CTaH cUCcTeMN, Iy X0u abo
Mepexi, SKWUI BKasye Ha MOXJIMBe HOPYIIeHHsS
nomituky Ib um BigMOBM 3axMCHMX 3aX0fdiB abo paHirtie
He BiJOMy CHUTYyallilo, sIKa MOXe MaTM BiJHOIIeHHS 10
Oesrrexnt. Komn'tomepna besnexa [25] me cxitamosa Ib 1o
CTOCY€TBhCS KOMITIOTepiB Ta Mepex. [Ixepermo [42]
BU3HAva€ noAimuky $SK 3arajibHi HaMipy Ta BKa3iBKU
3aTBep/KeHi KepiBHMIITBOM, a I nosimuxoi Oesneku
[46] po3yMifOTH CYKyIHICTH KepiBHMX NPUHINIIB,
HnpaBwl, IIpoleAyp HIpaKTUYHMX IPUNMOMIB B Tajysi
Oesmexn, sKi PperyyioOlOTh YHPpaBIiHHSA, 3axwUcT Ta
posnonin BaxwImBoi iHdopmMamii. BigmosinHo mo [38],
disabnicms -mipoliec abo CyKYIHICTh IIpolieciB, IO
3OIVICHIOIOTBCS OpraHisalli€fo Il BUpPOOHMIITBA UM
HIATPUMKM  OHHOTO abo MAeKITBKOX TIPOMyKTiB UM
HOCIyT. Ingpopmayitina  besnexa - Iie 3abeslredeHHST
KoHiIeHIiHOCTI IIUTICHOCTI Ta JIOCTYITHOCTI
indopwmamnii [42], a Toxi BinnosimHO 1o [42,45] 3aepo3a Ib
- TOTeHIIiViHA TIpUYMHA HebaXaHOoTo iHIMAEHTY, KU
MoXe IipusBecT Ao mopymteHHsa Ib. YV mesaxwmx
IOKyMeHTaXx, ITiJl iHIIMIIeHTOM pO3yMI€ThCS HOPYIIeHHsS
KOHIAeHITMHOCTI, UTICHOCTI, AOCTYIHOCTI, OCKUTBKM
BinmosimHo 1o [42] Ib - me 3abesmeveHnHs KoHMI-
TEeHITMHOCTI, ITUTICHOCTI Ta AOCTYHHOCTI iHdopmariii,
ToMy Mu OymemMo  BBaXXaTW — TOTOXHMMM  TakKi
XapakTepuCTUKM sK «3arposza Ib» Ta «mopymreHns
KOH(IeHIIMHOCTI, IWICHOCTI Ta  JIOCTYIIHOCTI».
Hxeperio [39] mae BM3HAYeHHS MOHSITTIO kpu3o6a
cumyayiss - HeHOpPMaJIbHa CHUTYyallis, fKa 3arpoXye
orlepariisiM, IlepcoHally, KJI€HTaM 1  pemnyTamii
minnpuemcrsa. 3rigeo 3 [1] Bunadox Te, mo cranocs,
TparmIocs (3BMYarHO HecriofiBaHo). [1pueoda [1] Te, 1m0
TpammIoch (9acTo HerepenmdadeHe, HecIofiBaHe).
Binmosimao mo [12] fidmoba— mopid, sxa morArae y
BTpaTi OO'€KTOM 3[0ATHOCTI BWKOHYyBaTM IIOTPiOHY
dyHKIiO, TOOTO y MOPYIIEHHI Hpalle3TaTHOTO CTaHY
ob'exTa. fxicms nocayeu (QoS), Bimmosimeo mo [26], y
rajiysi KOMII'IOTepHUX MepeX- Iie iMOBipHiCTb TOTO, 1110
Mepexka 3B'SI3Ky BiIIoBifae 3amaHin yromi mpo Tpadik
abo X, y psami Bumajakis, HedpopMasbHe ITO3HaAUYEeHHS
VIMOBIpDHOCTi TOro, IO IaKeT MHOpoVige MDK ABOMa
TOUYKaMU Mepexi.


http://uk.wikipedia.org/wiki/%D0%9E%D0%B1%27%D1%94%D0%BA%D1%82
http://uk.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BC%D0%BF%27%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D0%B0_%D0%BC%D0%B5%D1%80%D0%B5%D0%B6%D0%B0
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TabGms 1
Anaiis gediHirivi TOHATTS iHIMEHT 3a 6a30BUMM XapaKTePUCTUKAMM
Ne Hedinirtis ba3oBi xapakreprcTUKY iHIIMIEHTY
1 2 3 4 5 6 7 8 9 10
1. Cranpapr ISO / IEC 20000:2005 [41] + +
2. Cranpapr ISO / IEC 27000:2009 [42]& ISO / IEC 27035 [44] + +
3. Cranpapr ISO / IEC 13335-1:2004 [45] + + + + +
4. Cranpapr ISO / IEC TR 18044:2004 [48] + +
5. Cranpapr ISO / IEC 27002 [43] +
Cranpapr BS 25999-1:2006 [38] +
6. Hamionanmsavvt iHcTuTyT cTaHgapris i rexaororii NIST [49] + +
7. BibGtioTeka indpacTpyKTypm iH(OpMALTIVIHMIX TEXHOJIOTi +
ITIL (v3) Bermka Bpuranis [5]
8. KepiBHm1ITBO 110 00pO0IIi iHIIMIIEHTIB iHdOpMaliiiHOT Oesriekn | + + +
(T'oukonr, KHP) [17]
9. [Tpouenypa pearysanHs Ha iHIMaeHTH MiunrancbKoro + +
TexHosorignoro yaisepcurery(CIIIA) [31]
10. KepisHi npyHIMI 3 yITpaBJIiHHS iHIIMIeHTaMu + + + +
indopmartivizoi Gesnexn [18]
11. IepxaBHW fgerrapraMeHT 3akopoHHmx crrpas CIIA [11] +
12 Hentp CMS nenapramMeHTy OXOPOHU 3[I0POB'sl Ta COLIiaJIbHUX + +
aryx0 (CIIIA) [40]
13. IMourrosa ciryx6a CIIA [30] + +
14. I'OCT P ICO / MEK 27001-2006 [10] + + +
15. Cranrapr 1Ib P® CTO BP 166¢-1.0-2010 [36] + +
16. IHcTpyKIIis 3 pearyBaHHs Ha iHIWIEHTY, + +
rioB'si3aHi 3 cucremamu 15O [16]
17. C. I'mapyim [6] +
18. I1. Xycainos [37] + +
19. A. Tornos [9] + +
20. B. Kononosuu, C. I'majgy [19] + + +
21. Hose B yxpaTHceKint jgexcuili: CJIOBHVK-IOBITHMK + + +
M. Masypux [20]
22. CrroBauk Oxerosa [28] +
23. AHTIJI0-pOCIVICBKIII CJIOBHVK 3arajIbHOI JIEKCUKM [2] + + +
24. AHITIO-POCIVICBKIIT eKOHOMIYHWVI CJIOBHUK [3] + +
25. AHTIIO-POCiVICEKII OPUAMYHNIL CJIOBHUK [4] +
26. CJIOBHVIK eKOJIOTIYHVIX TepMiHiB i Bu3HaueHs [35] +
27. CJI0BHMK iHO3€MHVIX CJTiB, IO YBIVIIIUIN 71O CKJIaTy + +
pociricekoi Moy O. Uygminos [32]
28. CII0BHUK POCIVICHKMX CMHOHIMIB i CXOXMX 110 ceHCy + +
supasis H. AGpamosa [33]
29. 3araJIbHMII TIIyMaYHWUVI CJIOBHUK POCITICEKOI MOBM [14] +
30. EstekTpoHHM CJI0BHUK [13] +
31 I'nocapint iHdopmarinHoi Gesrexu [7] + +
32. CII0BHUK yKpaiHCcbKoi MOBU [34] + + +
33. Marepiasm i3 Bikirepii [21,22,23] + + +

ITposiBum aHaJI3 (Tabm. 1) JIOLIIEHO
Bi/[3HAUYNTH, 1110 BCi BUIllellepepaxoBaHi BU3HauYeHHs B
pi3HiIZ Mipi PO3KpPMBAIOTh IIOHATTS IHIMAEHTY Ta
XapaKTepusyoTh TOro 3 Pi3sHMX CTOpiH, MHpoTe
HaviOUTBII ~ IPYHTOBHMMM Ta  BCEOXOIUIIOIOYMMM
(BKJIFOUAIOTH TPY i OUTBIIIE OCHOBHI XapaKTEPUCTUKN) €
BU3HAUeHHs, 3a3HaveHi y mkepernax [2,10,17-23,34,45].
Opnak, BoHM He OepyTh /10 yBaru IIOBHY MHOXWHY
XapaKTepUCTMK, a HesKi 3 HMX BKIIIOYAOTh B cebe
TOTOXHi (JacTKOBO abo B TIOBHIN Mipi) mapamerpn [17-
19,30,36,40]. Takox, B poborax [1045] moBa ime mpo
«HOisUTbHICTE», ajle He 3pOo3yMiIo UM Ie OisUIbHICTb
oprasisartii B iizzoMmy, un okpemo B3groi IC. Kpim Toro,
y BiTumsHsSHOMY 3aKoHi [15] mpencrasieHo OuTBIT
mIMpoKe (IOPiBHSHO i3 TUM, IO HaBedeHO Y
craHpapTax cepii ISO 27k) BusHauenns Ib - me craH
3aXUIIEeHOCTi XXUTTEBO BaXXJIMBUX iHTepeciB JIIOOVHY,
CYCIIIBCTBA 1 AepkaBw, IIpM SKOMY 3aIlobiraeTbces
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HaHeCeHHs IIKOIM dYepe3: HEIIOBHOTY, HEBYAaCHICTh Ta
HeBiporifHicTe iHdoOpMali, IO BUKOPUCTOBYETHCS;
HeraTMBHWI  iHOpMamimHWy  BIUIMB; HeTaTMBHI
HaCIIKM 3acTOCyBaHHs iHOpPMAITHMIX TeXHOJIOTINL;
HecaHKITIOHOBaHe PO3IOBCIODKEHHS, BUKOPVCTAaHHS i
HOpYIIeHHs IIUTICHOCTI, KOHIAeHIITHOCTI Ta
TOCTYITHOCTi iHdopMamii. Kpim 0aszoBmx
XapaKTePUCTVK 3aXUIIeHOCTi iHdopmariil 11g gedinirris
TaKOX BpaxXOBY€ XapaKTepWUCTVKM OesroceperHbo
smicTy camol iHdopMmarii. 3 ypaxXyBaHHAM ITBOTO,
OOUUIPHO  Oyde  3aIIpOIIOHYBaTM  y3arajbHeHe
BU3HAUYCHHS TTOHATTS «iHmmneHT IBb»: 1n0dis, axa moxe
nopywiumu Oisavhicme, nob’asany i3 Guxopucmannam IC,
nobromy, cboeuacricms ma  Bipoeionicmy  06podarobarol
iHghopmayii, a maxox ii koHgidenyiinicmy, yiticHicmy ma
docmynwicms. BinmosimHo mo pobotn [8] kibepnpocmip -
Le BIpTyaJIbLHUV IIPOCTip, OTPUMMaHWUI Yy pe3yJsIbTaTi
B3a€eMofIil KOpMCTyBadiB, IpPOrpaMHOIO Ta arapaTHOIO

3abe3lledeHHs, MepeXeBMX TexHoJorim (y T4
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IHTepHeT) I MIOTPUMKM Ta YIpaBJIiHHS ITpollecaMu
IepeTBOpeHHs iHdoOpMalii 3 MeTon 3ale3ledeHHS
indopmamintanx moTpeb cycminbeerBa. Kpim Toro, y
cragmapti [47] mim  xibepbesnexoro  PO3yMiETHCS
3abesreyeHHsT KOHimeHIiHOCTI, ITicHOCTI  Ta
mocTymHOCTi iHdopMariil y kibepmpocTopi. 3Bakatoum
Ha Ile, MOXXHa JiVITV BUCHOBKY, III0 Oy/Ib-SKa HisUTbHICTD
y KibeprrpocTopi 3abe3mneuyeThes i3 BukopucTanHsaM IC.
TakuM umHOM, I KiDepiHIMIeHTOM HeoOXimHO
posyMiT nodito, Aka Moxe nopywumu kibepbesneky

(koHgpidenyiiinicmy, — yidichicms — ma  0OCHYNHICHIb
iHghopmayii y kibepnpocmopi).

BucaoBkn

TakuMm umHOM, y m1im poboti mpoBemeHO

OaraTokpuTepiallbHMII ~aHaIi3 HOediHIimi MOHSATTS
inmyneHT Ib y MbKHapoIHMX Ta rajy3eBux cTaHIapTax,
HayKOBMX HyOJliKalisiX, CJIOBHMKAX, [OBITHMKaxX Ta
InTepner-pecypcax. Y pesynbrati NpoBeeHOro aHaslizy
Oyso  BuAiIeHO  CHOUIBHY — MHOXWHY — 0a30BuX
XapaKTepUCTUK, HNpUTaMaHHMX IOHSTTIO IHIIMIEHT,
cpopMyIbOBaHO y3arajibHeHe BU3HaUeHHs iHIMIeHTY
Ib Ta xibepiHtaeHTy. Y MOJaIBITMX OCTIHKEHHIX
IUIAaHYEThCSL NpOBelleHHsl aHaJlisy iCHYIOUMX MeTOMiB

yIIpaB/IiHHA KibepiHtmeHTaMM, dopmarizarris
METPMK Ta  po3poOKa  CuUCTeMM  YIIpaBJIiHHSI
KibepiarmmenTamum.
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I'namiox B.A. Anaau3s degpunuyuil NOHAMUA <UHYUOEHIN» U e20 uHmepnpemayus 6 kubepnpocmpancmée

Aunomayusa. Bcaedcmbue modepHusayuu mexoyHapooHon Hopmamubuon 0assi onpedesenus OoAvuiuncméa noHamut cmaiu
opueHmupoBaHHbIMU HA onpedeseHHbie chepbl UAU OMPACAU. AHAAU3 HAYUMBIX UCMOUHUKOB YyKka3ar HA omcymcmbue pabom,
nocBaujennvix uccaedoBanuto 06a306oii mepmurosoeuu, umo, 6 cbow ouepeds, 3ampyoHAem NOHUMAHUE NOHAMUL UHYUOCHM
ungopmayuonrot besonachocmu U Kubepunyudenm. Bcaedcmbue 3moeo, YcAOKHAEMCA U CHUXaemca 3ggpexmubrocns
paspabomxu  coomBemcmByroujux Memodo8 u  cucmem peasupoBaHus HA UHUUOEHIb. UHGOPMAYUOHHOU De30MAcHOCIU
(kubepunyudenmet). Yuumoibas smo, 6bi10 npobedeHo MHOOKPUMEPUAAbHbIL AHAAU3 OehUuHUYUI NOHAMUA uHYUuleHm 6
MEXOYHAPOOHBIX 1 ompacaeBbix CmMandApmax, HAYUHslX nybAukayuax, ciobapsax, cnpabounuxax u Mumepnem-pecypcax. B
pesyavmame anaiusa 6110 Buidesero obuyee MHONecmBo 6a306bix XApaKMePUCUK, HPUCYUWUX NOHAMUIO UHYUOCHN], NPeOA0NEHO
0000ujerHoe onpedeseriie UHYUOCHINA UHGPOPMAYUOHHOT De30naACHOCTI U KubepUuHyudeHma.

KatoueBvie cao08a: unyudenm, unyudenm ungopmayuorHoi besonacHocmu, Kubepuryudenm, UHGOpMayUOHHAA Be30naAcHOCHID,
cobvimiie, OesmebHOCHTb, NOAUMUKA De301aCHOCTL, KOMNblomepHas Desonactocms, Kubepnpocmpancméo.

Gnatyuk V.O. Analysis of «incident» definitions and its interpretation in cyberspace

Abstract. Determining of the most concepts is focused on specific sectors or industries as a result of the international legal base
modernization. Analysis of scientific sources showed the lack of the works devoted to the base terminology research. This makes not
clear the concepts of information security incident and cyber incident. As a result, methods and systems for responding to
information security incidents (cyber incidents) are complicated and low efficient. In view of this, multicriteria analysis of concept
definitions «incident» in international and industry standards, scientific publications, dictionaries, reference books and online
resources were carried out. After the analysis a common set of basic features of the incident concept was identified and the
generalized definitions of information security incident & cyber incident were proposed.
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