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IHOOPMALIUHI BIMHU TA CUCTEMMU 3AXUCTY
B YMOBAX NMOBANI3AUIMHUX NMPOLIECIB

IHgbopmauis XXI cm. Habyeae mamepianbHOi ¢hopmu, i 80M100IHHS HEKO cmae 8eflbMu XadaHUM.
ByOb-5Ki yirikom «MamepiasibHi» pilueHHS CbO200HI Npoxo0simb 8urnpobysaHHsI ma peariizo8yombCs 8
iHgbopmauitiHit cghbepi, a ix pe3ynbmamu cmatoms eupiwansHumu. Ceimosull cyqyacHul arnobarnbHull
npocmip nocmitiHo nepebysae 8 cmaHi giliHu. XapakmepHor ocobrusicmio uiei 8iliHu € me, Wo 80Ha
He KpoeonponumHa, ane binbw pytHieHa. Haw ceim nepexusae 6ypxnuee rnpomucmosiHHs iHghop-
mauitiHux 6ums y mediaripocmopi. Ocobriugicmio iHbopmauiliHux 6ume € nocmitiHuti obmiH iHghop-
Maujeto, sika He2amueHo 8r1/1ugae Ha 80po2a.

Knro4voei crnosa: eiliHa, koHGikm, b6odosi dii, iHbopmauiliHa eiliHa, arnobarizauis, KOMyHikauitHi
npouyecu, iHpopmayis.

l. Betyn

Mporpec Hawoi uMBIni3auii MOXHa NoAinuTM Ha TpWU XBUMi: arpapHy, NPOMUCNOBY Ta iHopMaLin-
Hy. KOXHin i3 uux xBunb abo a3 Bractmei cneumdiyHi 3acodu BegeHHA BiiHW. PO3BUHEHI oepkaBu
Cy4acHOro CBiTYy, 3rigHO 3 MOLUUMPEHUM YABEHHAM, Y APYriA NOMOBMHI MUHYIOrO CTOPIYYA yBIMWM B
iHopmaLivHy ¢asy. [Ina arpapHOro CycninbCTBa XapakTEPHi ONOSTYEHHS 3eMIIEBITACHMKIB — Taki 6ynun
apmii rpeubkux MicT-gepxaB abo Pumy B 1oro pecnybnikaHcekui nepiod. Npomucnosi gepxasu Ma-
I0Tb NOCTIVHI NpodpeciviHi apmii. BiHa TpeTboro Tuny — iHopmadinHa.

MmoBanbHe cycninbcTBo Bee BinbLue i binblie noknagaeTbca Ha iHdopmadito Ta 3acobu il gocTas-
Kn. [HTepHeT — ue nuiwie BepLuMHa Uiel iHdhopMaLuiiHOT KOHCTPYKLUIT. Byab-sika po3BuHeHa kpaiHa mae
TenedgoHHy, GaHKiBCbKy Ta 6e3niy iHLWMX MepeX, Lo KEPYTbCA KOMM'IOTEpaAMKU, OTXE, MaloTb Brac-
TUBI ANs HUX cnabki micus.

IHdopMaLinHa BiiHa — Ue BXe He TyMaHHa ranysb dyTypororii, a pearnbHa BiCbKOBa AUCUUNAIHA,
SIKy BMBYalOTb | pO3pobnsAoTh Y BiANOBIAHMX akagemidHMX 3aknagax. Y HanbinbLw WUupoKomMy po3yMiH-
Hi iHbopMaLiiHa BiHa BKNtoYae 3acobw nponaraHan, ane obcar uiei cTaTTi Hagae Ham 3Mory 3yMnuHU-
TMCS NULLIE Ha CYTO TEXHOMOriYHNX 3acobax.

Il. MocTaHOBKA 3aBAAaHHSA Ta MeTOoAMU

MeTa cTaTTi — pO3KPUTU MOXIIMBI CUCTEMM 3aXUCTY Nifg Yac iHpopmauinHuX BiH B ymoBax rnoba-
nizauirHmx npouecie. OCHOBOKW [OCIMKEHHA € iHOPMALMHUIN, CUCTEMHUN, LiANbHICHWIA nigxoau.
BukopuctaHo Taki meToau: aHanisy, CMHTe3y, reHepanisauii — Ans BUSBNEHHA MOXIMBUX CUCTEM 3a-
XWUCTY Nif, Yac iHpopmaLinHKX BiH B yMOBax rnobanisauiinHux npouecis; TePMIiHONOMYHUIA aHani3 no-
HATTSA «iHOopMaLiiHa BillHa».

lll. PeaynbTaTtn

TepmiH «iHdbopmauiiHa BiHa» (aHrn. information war) o3Hayae BMKOPUCTaHHS W ynpasriHHS iH-
dopmadieto 3 MeTOK HabyTTA KOHKYPEHTOCMPOMOXHOI NnepeBarn Hag CynpOTUBHUKOM. XapaKTepHO
0COGNUBICTIO iIH(POPMALIMHOIO MPOTUCTOSHHA € TE, WO Le OKPEMUA BUA YNPaBfiHHSA OTPUMAHOK iH-
dopmauieto. barato xTo nnyTae iHopmaLiliHy BiHy 3 kibepeiliHoro, MeTa SKOi — JOMiIHYBaHHS B Ki-
OepnpocTopi. Takox CoAM HaneXxXuTb MCUXOSOriYHa BillHA — 3a NCUMXOororiYyHe JoMiHyBaHHS. KpiMm Lmx
OCHOBHUX MOHSATb, LWEe ICHyE «pagioenekTpoHHa bopoTbba», a TakoX «MepexeBa BiiHa» — cucTema
BeAEHHs1 «O0OMOBUX AiN» 3 BUKOPUCTAHHSAM MEPEXEBUX TEXHONOrN (He nuwe IHTepHeT, ineTbcsa npo
TeXHonorii, BacTuBi HeTokparii).

XapakTepHo 0COBnMBICTIO TakoX € 1 Te, WO B nepiog macwTtabHoi rmobanisauii ceiTy B MikHaLi-
OHanbHUX BiAHOCUHAaX 3aCTOCOBYIOTb TeXHOMNOri iHopMauiiHoi BiHW. Taka TeHAeHUis nos’dAsaHa 3
TUM, WO GiNbLUICTb EKOHOMIYHO PO3BMHEHUX KpaiH HamaralTbest 3a OyAb-sKOi Harogu 3aBotoBaTU iH-
dopmaLiiHMiA CBITOBMI NpoCTip. ICHye AaBHSA npukaska: «XTo Bonofie iHdopmadlieto, Ton Bonogie CBi-
ToM». CamMe LbOoro NpuHLMNY 1 JOTPUMYIKOTLCS KpaiHu, Lo BOPOryOTh.

Cam npouec BeAeHHs BifiHWM NOB’A3aHMIA He Nulie 3 0OMIHOM HEraTMBHOK YK MO3UTUBHOM iHGOP-
Maui€eto, a 1 3i 30MpaHHAM TakTU4YHOI iHbopMalii, 3abesnedyeHHsM 6e3nekn BnacHuUX iHopmaLiiHnX
pecypciB, NoOWMPEHHAM nponaraHam abo gesiHdopmadii, wob geMmopanidyBatu Bopora i HaceneHHs,
NiAPMBOM SIKOCTi iHGbOpMaL,ii CynpoTUBHMKA Ta 3anobiraHHAM MOXITMBOCTI 360py iHdopMaLii cynpoTu-
BHMKOM. YacTo iHpopmMaUinHy BilHY BedyTb Y KOMMIEKCi 3 Kibep- Ta NCMXOMOrivyHo, 3anyyatwoym pa-
[ioeneKkTpoHHy 60poTbby Ta MepexeBi TEXHONOTII.

OcHoBHi 3acobun BeaeHHs iHOpMaLiNHOI BiHW — iHopMaUinHa 36pos 1 iHdopmauinHi onepadii

9.
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BpaxoBytoun ponb iHpopmauii B cydacHOMy CBIiTi, amepukaHcbkun gocnigHuk M. MaknioeH BMBO-
OnNTb UikaBy Tedy: «ICTMHHO ToTamnbHa BillHA — Le BiiHa 3a gonomorok iHgopmadii». Came BiH nep-
LM MPOrofioc1B, WO B HALl Yac EKOHOMIYHI 3B’A3KM 11 BiGHOCMHK Bce binblue HabyBatoTb hopmun 06-
MiHY 3HaHHAMU, a He 0OMiHy ToBapamu. A 3acobu MacoBOi KOMYHikaLjii caMmi € HOBUMMW «NPUPOAHMMU
pecypcamuny, Wo 36inbwytoTe 6aratcTBa cycninbctBa. To6To 6opoTbba 3a kanitan, npoctopu 36yTy
TOLWO BIiAXOAMTb Ha OPYrvi NnaH, a rofioBHUM 3apas MocTae JOCTyn A0 iHOopMaUiinHMX pecypcis,
3HaHb, L0 NPU3BOANUTL 0 TOro, L0 BilHK BiabyBaloTbCA NepeBaXKHO B iHGhOpMaLiMHOMY NPOCTOpI Ta
3a gonomoroto iHhopmauinHUX BUAiB 036PO€EHb.

Yneplle ue NOHATTA 3akpinneHo B aupekTtmsi MiHictepctBa obopoHn CLUA DOD S 3600.1 Big
21 rpygHa 1992 p., Oe BOHO BXWUTO y BY3bKOMY 3HAYEHHI SIK Pi3HOBUA pagioeneKTpoHHOI 6opoTeou.
Y 1996 p. BnepLue Bukopuctanu TepmiH «Strategic Information Warfare. A new face of War» — «ctpa-
TeriyHa iHdopMaLiriHa BiiHa (iHdopMmaLiiHe NpoTMBOPCTBO)» — BiiHA 3 BUKOPUCTAHHAM OEPXaBHOro
rnob6aneHoro iHhopMaLiiHOro NPOCTOpPY 1 iHPPACTPYKTYpW ANs NPOBEAEHHS CTPaTEriyHMX BiNCbKOBMX
onepauin i 3MiUHEeHHs1 BNNUBY Ha BriacHui iHbopMadinHuin pecypc [7].

CycninbHi 3MiHM B rpoMagCbKo-NoNiTUMHOMY XUTTI pagy Aep)kKaB 3yMOBIIEHI LWBUOKMMU TEMnaMm
iHbopMaTu3auii 1 Komm'roTepmsadii cycninbCTBa, a Lue Npu3BoanTb 00 Nepernsigy reononitTmyHux no-
rmagiB KepiBHMLTBA, BUHUKHEHHSI HOBMX CTpaTEeridyHMX iHTepeciB (3okpema B iHGopMaLiiHin cdepi),
HaCcnigKoOM Yoro € 3MiHa MoniTUKM UMX KpaiH. Hu3ka aBToOpiB Nigkpecnioe, Lo, BpaxoBylo4n BU3HaYEH-
HA BiHK, AaHe K. KnayseBiuem («BillHa — Lie NPOAOBXEHHS MOMITUKKN iHWMMK 3acobamuy»), rmobanbHi
cynepeyHocTi NoTpebytoTb HOBUX 3acobiB i METOAIB iX BMPIWEHHA — cTpaTeriyHoro iHpopmauinHoro
npotubopcTea [2].

Ak | B Oyab-sKiv BilHi, € makmuka, cmpameeisi, Hanad ma o6opoHa. KoxHa KpaiHa camoCTiiHO
BUBMpae ctparterito. [i BU3HauaoTb y 3aKOHOAABUMX aKTax, siki CTOCYHTbCs 6eanocepeaHbo iHpopMa-
LifiHOrO MpOCTOpYy AepXaBuW. Y Halin AepXkaBi TakMM JOKYMeHTOM Mae ctatu 3akoH Ykpainu «[1po
iHdbopMaLiiHy 6e3neKy», SKUM HisiK He MOXYTb MPUAHATK BXe npoTarom 19 pokiB He3anexHocTi. Big-
CYTHICTb Takoro 3akoHy Mpu3BOAUTb OO TOrO, WO AepXaBa He CNpPOMOXHA MPOTUCTOSATM 30BHILLUHIM
iHbopMaLiiHAM arpecopam, He Mae BUMUCAHOI CTPYKTYPU BEAEHHST 3aXMCTy, OOOPOHU, CTPUMYBaHHS
Ta Hanagy, To6To BigbUTTS aTak Bopora.

CTpyKTypa 0060pPOHHOro 3axmcTy iHOpMAaLMHOro NpocTopy Mae OyayBaTucsa BigNOBIOHO OO0 3aKo-
HiB npo iHopmauito, 3MI Ta iHdopMmaLiiHy 6esneky, SKoro Hemae B YAOCKOHaNeHoMy BUMsAgi.

MeTta iHpopmauinHOT BiMHM — nopywnTtn obmiH iHdopmauieto B Tabopi cynpoTuBHMKa. HeBaxko
3po3yMiTu, WO Len Bua 306poi 3a3Bmnyan y3arani He CNnpAMOBaHMIN Ha 3aBAaHHA BTpAT Y XuUBin cuni. Y
LbOMY CEHCi KpuBa TeXHOMOrii BUBEeNa, HapewTi, 4O uinkom 6e3KpOoBHOI 1 BOAHOYAC HaA3BUYaNHO
edekT1BHOI 30poi. BoHa 3HMLLYyE HE HAceNeHHs, a AepXaBHUIA MexaHi3Mm, nocrnabnioyn MopanbHi 1
MaTepiarnbHi CUnM CynpoTUBHUKA abo KOHKYPEHTa, i nepeabayae 3axogu nponaraHgucTCbKOro BninBY
Ha CBIOOMICTb MOANHM B iA€OMNOriYHiA Ta emouiiHin cdepax. OueBMaHo, WO iHopmaliiHa BiiHa —
ckragoBa igeonoriyHoi 6opoTbou. BoHa He cnipuumHae Be3nocepegHb0 KPOBOMPONUTTS, PYWHYBaHHS,
npu iX BEAEHHI HEMAE XepPTB, HIXTO He NO30aBNSETLCA iXi, 4axy HaA ronosow. | ue nopompxye Hebes-
neyHy 6e3neyHicTb y CTaBMneHHi A0 HuX. [1poTe, pyNMHYBaHHS, SKUX 3aBAalTb iHPOPMALiHI BiIHU Y
CyCnifbHiA Ncuxororii, ncnxonorii 0cobucTocTi, 3a MacwTabamu 1 3HaYEHHSIM LifIKOM CniBMipHI, a Ya-
COM i NePEBMLLYOTb HACNiakn 36PONHNX BOEH.

["onoBHe 3aBAaHHs iHhOpMaUIHMX BilH nonsarae B MaHinyntoBaHHi Mmacamu. Liini Takoi maHinynsuii
Han4acTilwe Taki:

1) BHeceHHs B CycninbHy Ta iHAMBIAyanbHYy CBIAOMICTb BOPOXMX, LUKIANMBUX igen i nornagis;

2) pesopieHTauia Ta aesiHgopmadis mac;

3) nocnabneHHs NEBHUX NepPEKOHaHb, YCTOIB;

4) 3ansikyBaHHS1 CBOro Hapogy obpasom BOpora;

5) 3ansiKkyBaHHS CyNpOTUBHMUKA CBOEI MOTYTHICTHO.

Cuncrema — ob’exT iHOpMaLiNHOI onepadii, MoXe BKMYaTh Oyab-9KMN eneMeHT B enictemonorii
cynpoTuBHMKA. Enictemonoria MicTuTb y cobi opraHisauito, CTPyKTypy, METOAMU 1 IMOBIPHICTb 3HaHb.
Ha cTparteriyHoMy piBHIi MeTa KamnaHii iHOpMaLiiHOI BiiHWU — BNAIMHYTN Ha PilUEHHS CYNPOTMBHMKA
abo KOHKypeHTa, SIK Hacnigok — Ha MOro NMoBeAdiHKY TakuM YMHOM, LWOO BiH He 3HaB, WO Ha HbOrO
BMMMBanu.

CTpykTypa 3axucty mae byagyesaTucsa 3a Takum npuHumnom (puc. 1): nepwumu 6 b6ili ecmynaoms
patioHHi 3MI, dpyaumu — obnacHi, mpemimu — pe2ioHasbHi; supiwanbHUl 6ili 3anuwaemscs 3a 3aza-
JNibHoOepxxasHUMU 3MI.

XapakTepHoK 0co6nMBICTIO L€ CTPYKTYpY € Te, Wo B 000poHi abo HacTyni y4acTs O6epyTb npakTu-
4yHo Bici 3MI, He3anexHo Bia hopm BNacHOCTI Ta NOMiTUYHMX ynogobaHb. TakoX BaXKITMBOK € peakLuis
KepiBHOro cknagy AepkaBu Ha Oyab-siki 3a3ixaHHSA Ha iCTOPIt0, KyNbTypy Ta BHYTPILIHIO MOMNITUKY 3 6o-
Ky IHLIMX OepaB, He3anexHo Bif Toro, Yv ue gobpi napTHepuW i cyciau, Ym ue AepXxaBa, 3 SKOH He-
Mae€ XOOHUX MiXaep>KaBHUX BiAHOCUH. KOXHUIA Mae NpaBo Ha 3axXuUCT.
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( PaitoHHi a6o micuesi 3MI |
—,[ O6nacHi 3MI ]
—>[ PerionankHi 3MI ]
—»[ 3aranbHopepxaeHi 3MI ]

Puc. 1. Cuctema 3MI

Bigomo i Te, wo BenukomacuTabHi iHopMaLiiHi TexHomMorii, AKi Aictany HasBy iHopMaUinHMX
BOEH, MalOTb TUCAYOSTITHIO iICTOPIlO, i KOXHa ICTOPMYHA MOAIA Takoro macwTaby noTpebye AeTanbHOro
OOCTNIMKEHHS 3 MOrNsAAy BUKOPUCTAHHSA TEXHOSOorin 06opoHu Ta 3axucTy. MNpuknagis iHopmauiiHoro
BMNAMBY Ha MoOparbHY, AYXOBHY CTIMKICTb CYyNPOTMBHMKA MOXHA 3HanUTK Yimano 1y [laBHboMy Pumi, i
B o6y deonaniamy (6opotbba 3 «epeccro», 3a «iCTUHHY Bipy» TOLLO), i B Mi3Hiwi Yacu. Ocobnmeoro
3Ha4eHHs iHpopMaUinHi BiHM Habynm y XX cT., KONK raseTu, pagio, a noTiM i TenebaveHHs cTanm
cnpasai 3acobammn macoBol iHopmalii, a nowmproBaHa Yyepes Hux iHdopmauis — cnpasgi MacoBok.
Yxe y 20-x pp. XX c1. CWWA Benwu pagionepenadi Ha perioHn CBOIX «TpaguLinHMX iHTepeciB» — KpaiHu
JlTatuHcbkoi AMepukun, BenvkobpuTaHia — Ha cBOI KOnoHii. HimewdnHa, ska gomaranacs nepernsgy
ymoB Bepcanbcbkoro mupy — Ha HimuiB [Nomepatnii Ta BepxHboi Cinesii a lNonbLwi, cyaetis — y Yexii.
Togi X, y 30-x pp. XX cT. iHthopMaUiiHi BiiHM nepecTanu 6yTu gogatkom Ao 306porHUX i nepeTBopu-
nmcsa Ha caMoCTinHe aBuLLe (Hanpuknag, HiMeLbKo-aBcTpicbka pagiosiiHa 1933—1934 pp. 3 npuBoay
npueaHaHHa ABCTpIi 4o penxy) [7].

3a ymoB TpaHcdopMaLii iHdpopmauinHoi 6opoTbdur ByayTb 3MiHIOBaTMCS TakoX ii oopmu [2].

Tak, anga iHpopMauinHoi 60poTbOK NEpPLLOro NOKOSiHHA — Le:

1) BOrHeBe npuayLeHHs (Y BOEHHUI Yac) eNnemMeHTIB iHPPaCTPYKTypu OEPXKABHOrO Ta BiiCbKOBO-
ro ynpaeniHHS;

2) BeAeHHsI pagioenekTpoHHOI bopoTbOY;

3) opepXaHHA po3BigyBanbHOI iIHOPMAaLIT LLNAXOM NepexonneHHs 1 po3wndgpyBaHHs iHdopma-
LiNHMX NOTOKIB;

4) 3AiNCHEeHHSA HecaHKUiOHOBaHOro AOCTyny A0 iHpopMaLuiMHUX pecypciB 3 HACTYMNHOW X dharnb-
cudpikauieto Y BUKpageHHAM;

5) MacoBe nogaHHs B iH(popMaUiMHUX KaHanax CynpOTUBHUKA 4YM rrobanbHUX mMepexax AesiH-
dopmalii Anst BNAvBY Ha ocib, siki NpMAMalTh PiLLIEHHS;

6) opepxaHHs iHpopMmauii Big NepexonneHHs BigkpuTux mxepen iHdopmaldii [7].

IHopmauinHa 6opoTbba Apyroro NokoniHHA nepeabavae:

1) cTBOpeHHs atMocdepy 6e34yXOBHOCTI 1 aMOpPanbHOCTI, HEraTUBHOMO CTABMEHHS A0 KynbTyp-
HOi cnagWmHN NMPOTUBHMKA;

2)  MaHinyroBaHHS CyCMiNibHOK CBIAOMICTIO coLUiarnibHUX rpyn HaceneHHsl KpaiHMm 3 MEeTOH CTBO-
PEHHS MOJTITUYHOT HaNpPY)XeHOCTi Ta Xaocy;

3) pecrtabinisauito NOMITUYHMX BIAHOCUH MK NapTiiMu, 06’€QHaHHAMMU 11 pyxaMu 3 METO MPOBO-
Kauil KOHNIKTIB, po3naneHHs HedoBipw, NigO3PinocTi, 3aroCTPeHHsA NoniTMYHOI 6opoTLOM, NPOBOKY-
BaHHS penpecin NpoTy ono3uuii 1 HaBiTb POMAaASHCLKOI BilHU;

4)  3HWXKeHHS piBHA iHdOpMaLinHOro 3abesneyveHHs opraHiB Bragu 1 ynpasniHHSA, iHCnipauito no-
MUMKOBUX YNPaBRiHCbKUX pillleHb;

5) npesiHdopMyBaHHSA HacemneHHs NPo pobOoTy AepXaBHUX OpraHiB, MigpuB iIXHLOrO aBTOPUTETY,
auckpeauTauis opraHis ynpasriHHS;

6) nigpuB MiXKHapoOHOro aBTOPUTETY AepXKaBu, MOro CniBpobIiTHULTBA 3 iHLIMMMW KpaiHamu;

7) 3anofisiHHA 30MTKIB XUTTEBO BaXXNMBUM iHTEpecam AepXKaBu B MOMITUYHIA, EKOHOMIYHINA, 000-
POHHIN Ta iHWKX chepax [7].

IV. BucHoBKu

IHbopMaUinHa BiHa siBNsie cobolo LinecnpsaMoBaHi iHpopmauinHi BNnmMBM B rnobanisauiiHomy
NPOCTOPI, WO 34iNCHIOITLCHA CyD’ eKTamun BMNMBY Ha Lini (06’ekTn BNNUBY) 3 BUKOPUCTAHHAM iHpopMa-
LiHOT 306pOoi 4ns JOCATHEHHS 3anflaHOBaHOI MeTH.

Mig BNNMBOM pPO3yMIilOTb NEepeBaXKHO BNMMB Ha CBIAOMICTb nogen. TobTo iHpopmauinHa 36posa —
creujianbHO MiAroToBaHa Ta nofaHa iHdopmalis 4ns uinboBoi rpynu ocid (Tak 3BaHa «nponaranga).
OcHoBHa 36posi Takoi «BiHN» — NOBIAOMIEHHS 3ac0o6iB MacoBoi iHhbopMaUii Ta HeTpaaULINHNX oKe-
pen iHdopmalii. LWoao iHdopmauinHoi 36poi, TO Le CyKymnHiCTb creuianizoBaHux (pisnyHmx, iHgop-
MaUjiHUX, NPOrpamMmHNX, pagdioenekTPOHHUX) METOAIB i 3aco6iB TMM4YacoBoro abo 6e3noBoOpOTHOMO BU-
BeAEHHS 3 Nagy yHKuUin abo cnyx6 iHopMaLiiHOT iHppacTpyKTypu 3aranom abo okpemux ii eneme-
HTiB. OcHOBHa Jis iHpopMauiiHOT 36poi — GrIOKyBaHHs abo CMOTBOPEHHS iHpOpMaLiMHUX MOTOKIB Ta
NPOLECIB NPUAHATTS pilleHb CynpoTuBHMKA [8].
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B ymoBax iHdopmaLiiHOI BilHW iHOpPMaLilo po3yMiloTb SIK OKpeMuii 06’'ekT abo siK MOTEHUiHY
30poto Ta BUrigHY MeTy. IHpopMmauinHy BiHY MOXHA po3rnsgatv sK SKicCHO HOBWUM Bug 6oroBux ain,
aKTUBHY NpOTUAit0 B iHhopmauiiHoMy npocTopi. IHbopMauinHa BitHa — Le ataka iHbopMauinHoi dy-
HKLUiT, He3anexHo Bifg 3acobiB, Aki 3acTocoByloTb. Hanpuknaa, 6ombapayBaHHa ATC abo BMBeOEHHS 3
nagy iHopmaLiiHO-KOMITIOTEPHOI CUCTEMM MPOTUBHMKA — onepauis iHdbopMauinHoi BinHK. LLLo6 one-
pauis 6yna eeKkTnBHO, NOTPIGHO BMKOHATY Taki Aii:

1) npumMycWTU NPOTUBHUKA CnocTepiraTh 3a HaWUMK gismu;

2) 3MycuTK MOro BBaxkaTn 0BMaH npaBsaolo;

3) [iaTu BignoBigHO O0 uinern Toro, XTo BBOAUTL B OMaHy.

CyuyacHi 3acobu BMKOHaHHS iHhopMaLiiHUX oyHKLiA B yMOBax rrnobanisauinHnx npouecis 3pobunu
caMmy iHdhopMaLilo Bpasnveoto 3 nornagy Aoctyny Ao Hel Ta maHinynoBaHHA Heto. lNMepL 3a Bee, ypa-
3MUMBICTb iHOpMaLLil 3ymoBneHa:

1) KOHUeHTpoBaHWM 36epiraHHsAM iHbopMmaLlii, HAsSIBHICTIO BENTMKMX, MOXHA cKa3aTu, rnobarnbHux,
6a3 gaHux;

2) WBMAKICTIO AOCTYNy A0 iHbopMalii, sika 34iACHIOETBCA Bif KiNbKOX CEKYHA A0 KiNbKOX roguH;

3) MOXIMBICTIO iHCbOPMALINHNX CUCTEM MpaLOBaTN aBTOHOMHO [4].

IHdbopMaLinHa BiHa B yMmoBax rnobanisauii nonsdrae Takox y Aisix, ski po3noyati 4ns AOCArHEHHS
iHbopMaLiHOI NepeBary LUNAXOM 3aBAaHHA LUKOAWM npouecam, Lo 6asytoTbCa Ha iHopmalii 1 iH-
dopmauiiHMX cucTemax CyrnpoTMBHMKA NPU OOHOYACHOMY 3axMCTi BriacHoi iHpopmauii. OCHOBHI Me-
TOAW iHbOpPMaLiHOT BiiHWM — BrOKyBaHHsi abo CNOTBOPEHHS iH(POPMaLiNHMX NOTOKIB Ta npouecis npu-
NHATTS pilleHb CynpOTUBHUKA.

O6opoHHI aji B xoai iHpopmaLinHoi BiiHM nepeabavatoTb 3axoam 6esneku, Wo MarTb Ha MeTi 3a-
XUCTUTW iHpOpMaALLil0 — He O03BOMUTM NPOTUBHUKY NPOBECTU YCMilLHY iHPOPMALLiNHY aTaky Ha CBOH
KpaiHy. 3abe3ne4yeHHs onepaLiiHoT 1 KOMYHiKauinHOi 6e3nekn HagaTb 3MOry 3anobiraTn n BUABNATH
noOiyHi gii Bopora, cnpsiMoBaHi Ha BINCBbKOBI iHpopMaUiHi dyHKuii. HaBnaku, komm'ioTepHa 6e3neka
notpebye Ain wono 3anobiraHHs, BUABMEHHSA MPAMUX iHpOpMaUiMHMX Ai Bopora Ta opradisauii
KOHTPAIN.
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Crapogy6 C. A. UHdopmaLMOHHbIe BOWHbI U CUCTEMBI 3alMTbl B YCIIOBUAX rnobanusaum-
OHHbIX NpoLeccoB

UHpopmayusi XX 8. npuobpemaem mamepuarbHyto ¢popmy, u ernadeHue He cmaHosumcs
o4yeHb socmpebosaHHbIM. Jltobbie erionHe «MamepuarbHble» PelWeHUss Ce200HS UCMbimbI8aromcs u
peanusyromcsi 8 UHhopMayUoHHOU cehepe, a ux pesyrbmamsl cmaHoesmcs pewarowumu. Muposoe
cospemeHHoe 25i0banbHOoe MPOCmMPaHCmMEo MOCMOSIHHO Haxoo0umcsi 8 COCMOSIHUU 60UHbl. Xapak-
mepHOoU 0cobeHHOCMbIO 3moUl 80UHbI SI8/ISIEMCS MO, YIMO OHa He KPO8OMposiumHasl, Ho bosee pas-
pywumersbHa. HbiHewHul mup nepexusaem 6ypHOe rpomueocmosiHue UHEOPMaUyUOHHbIX bums 8
meduanpocmpaHcmee. OcobeHHOCMbIO UHQOPMAUUOHHbIX CPpaxXeHUll s18r19emcsi MocmosiHHbIU 06-
MeH uHgbopmauueli, HeeamueHo enusirouiell Ha epaaa.

Knroyeenble crnoesa: goliHa, KOHIUKM, 6oeabie delicmeusi, UHGhopMaUuUOHHas eoliHa, erobarnu3sa-
Uusl, KOMMYHUKaUUOHHbIE MPOoUecchl, UHghopmayusl.

Starodub S. A. Information Wars and Defense Systems in the Context of Globalization Proc-
esses

Research methodology. The basis of the research is informational, systemic, activity approaches.
The following methods were used: analysis, synthesis, generalization — to determine possible defense
systems during information wars in the context of globalization processes; the terminological analysis
of the «information war».

Results. Info XXI century selects the shape and material possessions it becomes very desirable.
Any quite «material», today tested solutions and implement in the information field, and their results
are crucial. World modern global space is always at war. But the characteristic of this war is that it is
not bloody, but more destructive. The current world is undergoing rapid information confrontation bat-
tles in the media space. A characteristic feature of information battle is a constant exchange of infor-
mation which adversely affects the enemy.

Novelty. The article covers possible defense systems during information wars in the context of
globalization processes. Defense aspect of an information war is security measures aimed to informa-
tion protection — do not let the enemy to execute a successful information assault to Ukrainian infor-
mation functions. Modern defense measures as operational security and communication security are
typical for prevention and identification of enemy’s harmful impact, aimed at Ukrainian military informa-
tion functions. Computer security includes actions for prevention, identification of enemy’s direct infor-
mation actions and organization of counteractions.

Practical significance. The research results can be used in a state and individuals level to infor-
mation policy formation.

Key words: war, conflict, warfare, information warfare, globalization, communication processes, in-
formation.
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