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PA3PABOTKA ®OPMAJIN30BAHHOT O SI3BIKA AHAJIN3A PUCKOB
HA OCHOBE JIECKPUIIIIMOHHO JIOTUKU

Posznanymo numannsa po3pobku popmanizosanoi Mogu npedcmagieHus 3Hans 0 aHali3y pu-
3UKI8 Y CKAAOHIU mexHiuHiti cucmemi. Onucano ocrnoeui nousmms oiazpam pusuxie CORAS i mosu
Odecxkpunyionnoi nociku ALC. Bsedeno koHyenmu i poni, wjo Onucyoms OCHOBHI NOHAMMS MOBU
CORAS mosoto ALC, i 6ionosioui axciomu. Hasedeno npuxnad diacpamu axmueie i onuc oanoi dia-
2pamu 3a 00NOMO2010 NOHAMb PO3POOIEHOT MOBU AHANI3Y PUSUKIE.

Paccmompen eonpoc paspabomku Gopmanuzo8aHHo2o s3blKa NpeocmasieHust 3HaHutl 0
AHANU3A PUCKOB 8 CILOJNCHOU mexHudeckol cucmeme. Onucanvl OCHO8HbIE NOHAMUS OUASPAMM PUC-
ko8 CORAS u sazwika deckpunyuonnou noeuku ALC. Bgedenvl konyenmsi u ponu, ORUCbI8aioujue
ocnoguvle nouamus azvika CORAS na szvike ALC, u coomeemcmsyrowue axcuomvl. IIpuseden
npumep Ouaspammovl AKMu8o8 U ONUCAHUE OAHHOU OUASPAMMbL C NOMOWbIO NOHAMULL PA3pPabOman-
HO20 S13bIKA AHANIU3A PUCKOS.

The development of formalized knowledge representation language for risk analysis in complex
technical systems is considered. The basic concepts of CORAS risk diagrams and basic definitions
of description logic language ALC are described. The concepts and the role describing the basic
concepts of language CORAS with language ALC and the corresponding axioms are introduced. An
example of assets diagram and a description of this diagram using the concepts of developed lan-

guage of risk analysis are shown.

BBeaenue. B Hacrosiee BpeMs Bo3pacra-
€T BaXHOCTb METOJOB aHalau3a PHUCKOB, YTO
0oOyCIIOBJIIEHO TPUMEHEHHE JaHHOU o0nacTu
3HaHUS IIPU OLEHKE TEXHUYECKUX cucreM. [lon
AQHAJM30M PHUCKOB B HEKOTOPOW TEXHUYECKOU
CUCTEME IOJPa3yMEBAETCsl OLIEHKAa BO3MOYXKHO-
CTU TIEPEX0JIa CUCTEMBI B HEKOTOpPOE HEXKENa-
TEJIbHOE COCTOSIHUE, HAIIPUMEP, OTKA3 CUCTEMBI,
noTeps NaHHBIX Win cOoil B (pyHKIMOHUpPOBA-
HUH U T.01. Onucanne Takod BO3MOXKHOCTH MO-
JKET OCYILECTBIATHCS C MOMOIIBIO BEPOSTHOCT-
HBIX BENWYMH JHOO ¢ MOMOIIBIO HAabopa HEKo-
TOPBIX JIMHTBUCTUYECKUX 3HA4YeHUU. Pesyrnbra-
TOM aHaiu3a OOBIYHO SIBISIETCS HAOOp MeEpo-
NPUATUN, KOTOPBIM HAIIPABJIEH HA YMEHBILICHUE
pPUCKOB B cucTeMme. BpiOop Takux neicTBuit
YacTO HEOJHO3HAYEH M JOCTAaTOYHO CJIOXKEH.
[Ipu 3TOM pelieHus 4acTo NpUXOAUTCS IPUHU-
MaTh B YCIOBHSAX )KECTKUX BPEMEHHBIX OIpPaHU-
YEHHH.

B cBs3u ¢ nepeurciaeHHbIMU TPYAHOCTAMU
BO3HUKAET MOTPEOHOCTh B HMHTEIUICKTYaJIbHBIX

© KomnprtTuyk H.b., Tummn [1.M., bornaps K.B.,
[ropyna M.B., 2011

CUCTEMax MOJJICPKKU TMPUHATHUS PELICHU pe-
anpHoro Bpemenu (MCIIIIP PB), kotopsie
cMoriu Obl MOMOYL JHIAM, MPUHUMAIOIINM
pelIeHus, BEIOpaTh HAMIIYYIINE BapUaHThl CHU-
KEHUSI PUCKOB B TEXHUYECKOUN CUCTEME.

ITo cyru, UCIIIIP PB sBasercs cuctemoit
pacIpeneneHHOro0 UCKYCCTBEHHOIO MHTEJUIEKTa
ceMuoTuueckoro tuma [3], KoTopas BKIOYaeT
Ha0Op B3aMMOJEHCTBYIONIUX MEXAY COOON WH-
TEJUIEKTYaJIbHBIX MOJYJIEH, BBIMOIHSIOIIUX CO-
OTBETCTBYIOIINE HHTEIUICKTyaJbHbIE (DYHKIIHH.
Kak mpaBuno, pasnuunbie GyHKIMH TpeOyroT
pa3IUYHBIX MOJENEU MPEACTABICHUS U ONepHu-
pPOBaHUs 3HAHUSAMU WJIM COOTBETCTBYIOIIMX UX
COYETaHUH.

I'oBops 0 3agaue aHanu3a PUCKOB, JAHHBIE
MOJIEJIM HOJDKHBI J1aBaTh BO3MOJKHOCTEL OITHCHI-
BaTh COCTOSIHHS CHCTEMBI, OI[CHUBATh BO3MOXK-
HbIE PUCKHM U TpeIjiaraTh PEIICHUS MO0 CHUXKE-
HUIO BBISIBJICHHBIX PUCKOB. DTO MOPOXKIAET 3a-
Jady OMMCaHUsl 3HAHUM O TEXHUYECKOW CUCTe-
Me€, JUIsl KOTOPOU MPOBOJAUTCS aHAJIU3 PUCKOB, C
MMOMOIIIBI0  HEKOTOpPOro  (opMaiu30BaHHOTO
sI3bIKa, HA OCHOBE KOTOPOT'O MOKHO JIeJIaTh JIO-
ruyeckuil BeIBOA. [Ipu 3TOM OT cTeneHu Bbipa-
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3UTETHLHOCTHA, TOYHOCTH W YHUBEPCAIHLHOCTH
s3bIKa TipescTaBicHus 3Hanuii (SI13) Bo MHO-
rOM 3aBUCHUT TOJIE3HOCTh OINKCAHHOW HAa HEM
OHTOJIOTHH KaK WHCTPYMEHTa OTEPUPOBAHUS C
nH(OPMAIMOHHBIMU pecypcamu U 3HaHusIMU. C
nomouipto I3 MoxkHO omnmcaTe napameTpsl
TEXHUYECKON CHUCTEMBI U UX 3HauYeHHs, (PakTo-
PBI, BIUSAIONIME HA 3HAYCHUS TTApaMETPOB, U CO-
CTOSIHHSI, B KOTOPBIX aHaJM3upyemasl chcTeMa
MOJKET NMpeObIBATh.

[lenpto paboOTBI, HEKOTOpPBIE PE3YIHTATHI
KOTOpPOM M3JIOKEHBI B JAHHOW CTaThe, SIBJIAECTCS
paspabotka ¢popmanmzoBanHoro SI13 Ha ocHoBe
JECKPUIIIIUOHHOW JIOTUKU JJIsi aHallu3a PHCKOB
B CJIOKHOM TEXHHYECKOW CUCTEME C HCIOJb30-
BaHUeM nuarpaMm puckoB sizeika CORAS.

Jeckpunuuonnsiii a3pik ALC (attributive
language with complement) siBisiercst pacuupe-
HueM s3bika AL (attributive language), BeeneH-
Horo B 1991 r. [1]. SI3eik siBIsieTCSI OJHUM U3
0a30BbIX S3BIKOB JIECKPUIITUOHHBIX JOTHK (JIJT).
Brei6op B kausectBe ocHoBbl SII3 s3pika ALC
obocHoBbIBaeTcs TeM, uto ALC sBnsercs ocHo-
BOH JJII MHOTUX JPYTUX JECKPUIIIMOHHBIX
SI3BIKOB, KOTOPBIE TMOJIYYAIOTCS B pe3yabTaTe
no6asnenust kK ALC Takux cBoOMcCTB, Kak (yHK-
[IMOHATLHOCTh, TPAH3UTHUBHOCTh, HUEpaAPXUY-
HOCTh U APYTUX. DTO 3HAYUT, YTO, JOOABISAS
COOTBETCTBYIOIIIME CBOMCTBA K pa3pabOTaHHOMY
6azoBomy AII3, MmoxHO Oyner moaydyuts Oosee
pa3BUTHIE M COOTBETCTBYIOIINUE IMOCTABICHHBIM
3aa4aM sI3bIKU TPEACTABIICHUS 3HAHUM.

B ocuoBe ALC nexxar moHATHUS «KOHIIEIIT»
U «pOJIb», 3a/IaI0I1e MHOXXECTBO MHAMBHUIOB H
OMHapHBIE OTHOIICHUS MEXKIY HUMHU COOTBET-
cTBeHHO. OTHOCUTENHHO MPEIUKATHOW JIOTUKH
KOHIIENThl MOTYT paccMaTpUBaThCi KaK OJHO-
MECTHBIC, a POJIM — KaK JIBYMECTHbIE MpeauKa-
THI.

Jliia onucanus HEKOTOPOH MpeIMeTHOH 00-
nactu ¢ nomotibio ALC BBoOAsTCS aToMapHbIe
KOHIIETITBI, HA OCHOBE UX, UCTIOJIb3ys KOHCTPYK-
TOPBI, MOXHO MOJY4UTh OOJIee CIOKHBIE OIU-
CaHHs peajbHBIX 00BEKTOB. ATOMapHOCTh KOH-
[enTa MoJpa3yMeBaeT, 4TO OH HE MOXKET ObITh
OTMCAaH Yepe3 Apyrue KOHIENThl ¢ MPUMEHEHU-
€M 3a/IaHHBIX KOHCTpyKTOpoB. [lanmee B omuca-
HUU OyneM MpUMEHATh cUMBOIBI A u R — mis
OTIMCAHUs aTOMAPHBIX KOHIIETITOB U aTOMapHBIX
poueit cooTBeTcTBeHHO, cuMBosbl C u D — mnst
OTMCAaHMSI COCTABHBIX KOHIIETITOB, & CHMBOJ S —

JUTSL OTIMCaHMsI COCTaBHBIX pousiei. Mcmonb3ys
BBEJICHHBIE O0O3HAYCHHMS, OIMIIEM CHHTAKCHU-
yeckue npaBuia s3bika ALC:

— BCSIKUW aTOMapHBIM KOHIENT A sBIseTCs
KOHIIEIITOM;

— BeIpakeHHs tOp u bottom, xotopsie 06o-
3HAUYAIOT YHHBEPCAJIbHBIM KOHIIENT, BKIIOYAIO-
vl B ce0s Bce MOHATHUS PEeIMETHON 0011acTH,
U MYCTOW KOHIIENT COOTBETCTBEHHO SIBIISIFOTCS
KOHIIENITAMH,;

— JIOIOoJIHEHHE KOoHIlenTa — C SIBIgeTCS KOH-
LIETITOM,

— nepeceuenue ClID u o6vemunenune CL1D
KOHIIEIITOB — KOHIIEITHI,

— Beipaxkenust VR.C u 3R.C — xoHuenTsl, rae
V — KBaHTOp BCEOOIIHOCTH, a I — KBAHTOP CY-
[IECTBOBAHMSL.

Tyt konnent VR.C onpenenser MHOKECTBO
TaKMX OOBEKTOB, JJII KOTOPBIX BCE OOBEKTHI,
COCTOSIIINE C UCXOAHBIMH B OTHOLIEHHMH R, sB-
sstitorest oobexktamu koHuenra C. Konment 3R.C
ompenesseT MHOXKECTBO TaKUX OOBEKTOB, IS
KOTOPBIX CYIIECTBYET XOTS OBl OJUH OOBEKT
koHuenta C, COCTOAIIMI ¢ UCXOAHBIMU B OTHO-
nreHuu R.

Cemantuka J1JI 3amaercsa myreM uHTEpIipe-
TallMM €€ aTOMApPHBIX KOHIICTITOB KaK MHOXKECTB
00beKTOB (MHAMBH/IOB), BEIOMPAEMBIX U3 HEKO-
TOpPOro (PMKCUPOBAHHOTO MHOXKECTBA MPEIMET-
HOM obOmacTu (IoMeHa), a ceMaHTHKa aromap-
HBIX pOJIeH — Kak MHOXXECTB Tap WHIUBHJIOB,
T.c. OMHApHBIX OTHOLICHHMH Ha aomeHe. Dop-
MaJbHO MHTEpIpeTanue | Ha3piBaeTcs mapa

I =(a""), 1)
COCTOSIIAs U3 HEIYCTOTO MHOXECTBA A" (no-
MEH), a TaKKe HHTEPIPETUPYIOLECH (yHKIUH

o' KOTOpas COMOCTAaBISIET KAKIOMY aToMap-
HOMY KOHLENTY A HEKOTOpOE€ IOJIMHOKECTBO

A' ¢ A", a kaxnoit atomapHoii pou R — Heko-
topoe moamuOokecTBo R' < Al xA'. Hurep-
nperupyromas ¢pynkuus | pacnpocrpansiercs Ha
coctaBHble KOHUENTH U poiau ALC coriacHo
CJIEYIOIUM IIPaBUJIAM:
(top)' =A';
(bottom)' = ;
(—A)' =A"\ A",
(CrD)'=C' nD';

)
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(cuD)'=C' UD';

(VRC)' ={aeA' |vh.(a,b)eR—>beC'|
(3RC)' ={aeA' |3b.(a,b)eRAbeC'
(*nR)' =faeA' [|b] (a,b) e R}*n},
*e{<,<,>, >},

KoHuenTsl, poin 1 KOHCTPYKTOPBI I10O3BO-
JISSFOT OIIMCHhIBATH CJIOKHBIC 06’I>CKTI>I peaﬂBHOF (0]
MI/Ipa N OTHOLICHUA Me)K,Z[y HHUMMUA. I[JI}I ornmuca-
HHUA XKC OTHOHIGHI/Iﬁ Me)KI[y KOHICIITaMH H pO'
JISIMU BHYTPH SI3bIKa MCIIOJIb3YyEeTCS HA0Op aKcu-
OM, KOTOPBI B 00IIeM CiIydyae MOXHO OIUCATh
COOTHOLICHUSIMUAU

C=D (R=5S), (3a)

CcD (RE9); (36)
Axcuombl Buaa (3a) Ha3bIBAOTCSA aKCHO-
MaMH OKBHBAJICHTHOCTH, a aKCHOMBI BHJA
(30) — akcmomamu BrmoueHus. CeMaHTHKA
JTaHHBIX aKCHOM IOJIpa3yMeBacT, 4YTO HHTEP-
npertanus | yaoBiaeTBOpsSeT akCMOMaM SKBHBa-

JICHTHOCTU W BKIIIQUEHHUS, €CIU c'=D' u

C'! = D' coorsercrrenno.

Ha ocnoBe cunTakcuca u cemantuku ALC
MO3BOJIIET CTPOUTH YTBEpXKICHUs (0003HAYMM
UX Yepe3 O.), KOTOPhIC SIBISIOTCS BBIPAXKCHHUS-
mu tuna C(a) (a — aro unauBun C) wim R(a,b)
(a cootHocutcs k b ¢ momompsto R). CemaHTHKa
YTBEP)KICHUS OMpPEAEIIeTCS TEM, UYTO YTBEp-
xnenne C(a) (coorBerctBenHo R(a,b)) cmpa-
BEUIMBO B HHTeprpeTanuu | Torma u TOIBKO
torma, korma @ a' c o}
(a'b')cR'").

MHOXECTBO YTBEpPXKACHUN U aKCHOM, KO-
TOpOE Ha3bIBalOT 0a30i 3HaHMIA, 0003HAYNUM Ue-
pe3 2. Untepnperanus | Ha3pIBaeTCs BBINOJIHU-
MOM (SBIISICTCS MOJICNIBIO) B X TOTJA U TOJIBKO
TOTJa, Korjaa | BEIMOTHSAETCS ISl KQKIOTO dIie-
MeHTa B 2. byjem 3amuceiBars, 4ro 2 ‘ =a, ec-
JM B JTF000H MOJEH YTBEP)KACHUE OL HCTUHHO.

Hns peckpunimonHsix joruk b3 Hekoro-
PO MpeaMeTHO 00JIacTH pa3fensioT Ha Tep-
MuHOJIOrH4Yeckyro 0aszy (TBox) m 0a3y yrtBep-
xaenuii (ABox). TBOX comepKuT cioBapb KOH-
LENTOB U POJIeH paccMaTpuBaeMoro JAOMEHA, B
TO BpeMs Kak ABOX cofep XKUT yTBEpKICHUS 00
WHIMBUAAX JOMEHA, COCTABIICHHBIE Ha OCHOBE
CcII0Bapsl.

(coOoTBETCTBEHHO

Onucanne guarpamm puckoB CORAS nHa
si3bike ALC. s onmcaHus HOHATHH O pUCKax
B HEKOTOPOH MpeaAMETHON 00JacTH, BOCTIONb3Y-
emcs si3bikoM aHanuza pucka CORAS. Jlannslit
S3BIK  SIBJISIETCS TpaduuecKkuM, TMpelHa3HaueH
JUTSL OTIMCaHUsl KOMMYHUKAIIUM, TOKyMEHTaIUH,
aHalM3a yrpo3 W clieHapueB puckoB. OH aman-
TUPYET U KOMOMHUPYET TaKhe METOAbl MpOBe-
JNeHUsl aHamM3a pHUCKOB, Kak Event-Tree-
Analysis, HazOp u FMECA. CORAS ucnos3y-
et texHosoruto UML u Gaszupyercs Ha aBcTpa-
JMICKOM/HOBO-3¢eN1aHIckoM ctanaapTe «AS/NZS
4360 MeHeKMEHT pPHCKa», BBIMYIIEHHOM B
1999 r., u cranmapre «ISO/IEC17799-1 Cson
MpaBWI IO YIPABJICHUIO 3alIUTON HHGOpMa-
un», npuaaroMm B 2000r. B crangapTe ydreHsl
PEKOMEHAAINH, H3JI0KEHHbIE B TEXHUYECKOM
pernamente «ISO/IEC TR 13335-1 Metoasl u
cpenctBa obecnieuenus: 6ezomacHoctu» (2001r.)
u B crangapre «|EC 61508 dynkumnonanmpHas
0€30MaCHOCTh CHUCTEM D3JIEKTPUYECKUX, 3JIEK-
TPOHHBIX, MPOTPAMMUPYEMBIX SJIEKTPOHHBIX,
CBsI3aHHBIX ¢ Oe3omacHocThio» (2000r.).

Cuctrembl B CORAS paccmarpuBaroTcs Kak
CJIOKHBIE KOMILIEKCHI, B KOTOPBIX YYTEHBI pa3-
HOOOpa3HbIe (haKTOPHI (B TOM YHCIIE M YeJIOBE-
yeckuii). S3pik CORAS, B yacTHOCTH, Tpe/IHa-
3HauYeH 7S MOJJACPKKUA UCTIOIB30BaHUs MO3TO-
BOT'O IITYpPMa C LIEJIbIO OMpPEIEICHUS U OLCHKH
pHUCKOB Oe3omacHOCTU. Takoi MO3roBOM IITYpM
XapaKTepU3yeTCsl y4acTHeM JII0JIe ¢ riryOoKu-
MU 3HaHUSMU B OTAETBHBIX 00JaCTAX U 0TYACTH
TyOIUpPYIOMIMX OAMH APYroro B HEKOTOPBIX ac-
nMeKTax aHanm3a o0bekTa.  MeTtomonorus
CORAS no3BossieT IOJOUTH K aHaJTN3y PUCKOB
C pa3NMHYHBIX CTOPOH U TMOJJEPKUBAET He-
CKOJIbKO BHIOB JuarpamMMm (aKkTHBOB, Yrpo3,
PHMCKOB, HCIpaBJICHHH, 0030pa HCIpaBICHUI),
Ka)KJ1asi U3 KOTOPBIX OTHCHIBACT CBOW KOHKpET-
HBIW aCTEeKT UCCIIEYeMOM CUCTEMBI.

Jns  peanuzainii  OOBEKTOB  JAHArpamMmm
CORAS 3amaaum Ha6op konuentoB ALC, koto-
pble OyayT OTOOpaXKaTh CISAYIONINE MHOXKECTBA
00BEKTOB MpeaMETHOMN obmacTu: BepinHa (Ver-
tex), axtuB (Asset), yuactauk (Party), puck
(Risk), cuenapuii (Scenario), crieHapuii yrpo3sl
(Threat_scenario), cuenapuii  HCIpaBICHHUS
(Treatment_scenario), yrposa (Threat), cmy-
vyaiinas yrpo3a (Accidental_threat), mpeny-
mbiieHHast yrpo3a (Deliberate_threat), we ue-
noBedeckass yrpoza (Non_human_threat), nHe-
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xenatenbHoe coObiTue (Unwanted_inci-dent),
ySI3BUMOCTh (Vulnerability), auarpamma
(Diagrams), auarpamma AKTHUBOB
(Asset_diagram), auarpamma Yrpo3
(Threat_diagram), auarpamma PuckoB
(Risk_diagram),  aguarpamma  McmpaBneHwuii
(Treatment_diag-ram), nuarpamma O630pa Hc-
npasnenwuii (Treatment_overview_diagram).

BBenennsiii Takum oOpa3om HaOOp KOH-
[ENTOB MPEOCTaBISIET BO3MOXHOCTh IS CO3-
JaHWsI OHTOJIOTHH TMPEAMETHOW 00JacTH, KOTO-
pasi MOMET HCHOJB30BaThCA IS COOTBETCT-
Bytomux HWCIIIP ¢ yderoMm pemieHus 3anad
aHallM3a PUCKOB.

YuuteiBass CTPYKTYpY OOBEKTOB S3bIKA
CORAS, BBenieM ciieayromnme akCuOMBI:

Asset=Vertex, Party=\Vertex,
Scenario=Vertex, Threat=Vertex,
Unwanted_incident=Vertex,
Vulnerability=Vertex, Risk=\Vertex,
Threat_scenario=Scenario,
Treatment_scenario=Scenario,
Accidental _threat=Threat,
Deliberate_threat=Threat,
Non_human_threat=Threat,
Asset_diagram=Diagrams,
Threat_diagram=Diagrams,
Risk_diagram=Diagrams,
Treatment_diagram=Diagrams,

Treatment_overview_diagram= Diagrams.

I[J'ISI OMHKCAHUS B3aHUMOCBSI3EH MCXKIY KOH-
nenTaMu auarpaMm M OCTAJIbHBIMU BBCJACHHBbI-
MH KOHICITAMH BBCIAEM B PAaCCMOTPCHUC ou-
HapHOe oTHoueHue (posb), HazBaHHoe «CoN-
tains» (Comepxut). Toraa MOXXHO MOCTPOUTH
CICAYIOINEC COOTHOICHUS:

s konnenta Asset_diagram (mmarpamma
aKTHBOB) —

Contains(Asset_diagram, Asset),
Contains(Asset_diagram, Party);

s koHienTa Threat_diagram (amarpam-
Ma yrpos) —

Contains(Treat_diagram, Threat),
Contains(Treat_diagram, Threat_scenario),
Contains(Treat_diagram, Asset),
Contains(Treat_diagram, Vulnerability),
Contains(Treat_diagram, Unwanted_inci-dent);

s konmenrta Risk_diagram (amarpamma
PHCKOB) —

Contains(Risk_diagram, Threat),
Contains(Risk_diagram, Risk),
Contains(Risk_diagram, Asset);

U1 KoHmernra Treatment _diagram (muma-
rpamMMa HCIpaBJICHUIT) —
Contains(Treatment_diagram, Threat),
Contains(Treatment_diagram,  Threat_scena-
rio),

Contains(Treatment_diagram, Asset),
Contains(Treatment_diagram, Vulnerability),
Contains(Treatment_diagram, Unwanted _inci-
dent),
Contains(Treatment_diagram,
nario);

U1 KoHmenrta Treatment_overview_diagram
(marpamma 0030pa HCIPaBICHUIA) —
Contains(Treatment_overview_diagram, Risk),
Contains(Treatment_overview_diagram, Asset),
Contains(Treatment_overview_diagram,
Threat),
Contains(Treatment_overview_diagram, Treat-
ment_scenario).

I[JI}I CChIUIKM Ha HWHIMUWBUAOB COOTBCTCT-
BYHOIIUX KOHICIITOB B Ta6J’II/II_[e B COOTBETCTBHU
¢ paboToii [2] mpuBeacHBI MX 0003HAYECHUS.

I[JI}I KaXXa0ro Kjiacca BBEAEM 6PIHapHLIe oT-
HOIICHUA, OIIMCAHHBLIC B pPaMKax CTPYKTypHOfI
cemanTuku s1361ka CORAS:

OTHollIeHne KOCBCHHOI'O ymep6a
(Indirect_harm_relation — lhr) — oTpaxaer 3a-
BUCHUMOCTB MCXKIY ABYMS aKTHBAMH, B CMBICIIC
TOT'O Kak, ymep6, HaHECEHHBIN MEpBOMY aKTHU-
BY, BBI3bIBACT BO3MOKHBIM KOCBEHHBIN ymep6
I APpYTUX AKTHUBOB.

Ihr(a,a).

Otnorrenue Bo3aeiicteus (Impact) — omu-
ChIBACT BOBI[CIZCTBI/IC HEXCJIIATCJIbHOTO HWHIU-
JACHTa WJIK CHCHapUA yIrpO3 Ha aKTHB, KOTOprﬁ
nocTpanacT B pPE3yjbTaTe 3TOTO BOSﬂCﬁCTBHH.
Ka)KI[OC OTHOLICHHUEC BOBI[CﬁCTBHH MOKET OBITh
CBsI3aHO C MMOCJICACTBUEM.
Impact(TUR,a),
CIIpaBCJINBO

Treament_sce-

npu

TUR:(Threat_scenarioLiUnwanted_incidentLI
Risk).

Otnomrenne uuunuanuu (Initiate) — omu-
CBIBA€T B3aUMOCBS3b HEKOTOPOM yrpo3bl U Clie-
HapUs yrpo3bl, HEXKEIATEIBHOTO COOBITHS HIIH
pHCKa:

9TOM YTBEPKIACHUC
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Initiate(t, TUR).

Otnorenue 3amuthl (Protect) — BeiBoAMT
OTHOIIICHHS TIPUCYIIEE OTPEACICHUIO0 aKTHBA,
T.€. TO, YTO AKTHB MPEJICTABJISACT IICHHOCTh IS
3aWHTEPECOBAHHOW B €r0 3alllUTe CTOPOHBI
(ydacTHHKA):

Protect(p,a).

O003HaYeHNT HHIUBUIOB

Konuenr J%0891070:Y5 01
BepiuHa (Vertex) Vv

akTuB (Asset) a
yuyactHuk (Party) p

puck (Risk) r
CLIEHApUH yrpO3Bl Ts
(Threat_scenario)

CLIEHApUU UCIIPABICHUSA Trs

(Treatment_scenario)
yrpo3a (Threat) t
npeayMbIIUIeHHAs yrpo3a | dt
(Deliberate_threat)

HE YeJoBeYecKas yrposa
(Non_human_threat)
cily4aiiHas yrposa at
(Accidental_threat)
HexesarenbHoe coobrtue | Ui
(Unwanted_incident)
YA3BUMOCTb
(Vulnerability)
Ha0Op ysA3BUMOCTEH
(Vulnerability set)
JauarpaMma d
JrarpaMmma akTHBOB ad
(Asset_diagram)
JuarpamMma yrpos
(Threat_diagram )
JaHarpamMMa pUcKoB rd
(Risk_diagram)
aMarpaMMa ucnpasieHuii | td
(Treatment_diagram)
auarpamma o03opa
ucnpasnenuit (Treatment_
overview_diagram)

nht

vn ={vn} =vn;

Vn = {vny, ..., vnp}

thd

tod

OtHomenue wucnpasnenus (Treatment) —
OIKCBIBACT CBA3b CLICHAPHUS UCIPABJICHUS C JIIO-
ObIM JIpYyTUM DJIEMCHTOM JHarpaMMbl, KpPOME
YYaCTHUKA U CIICHAPUS UCTIPABJICHUS:

Treatment(ts,w),

rae W:(Vertexri—Partym—Treatment_scenario).
Otnomienue cineacteus (Leads_to) — otpa-
’KAaeT HEKOTOPYI0 MNPUYHHHO-CIIEICTBEHHYIO
CBSI3b MEXY CLCHApHUEeM YIpo3bl, HEXKeIaTelb-
HBIM COOBITUEM Y PUCKAMMU:
Leads to(TUR,TUR).
OTHOILICHNE HCIIPABJICHUS MOKET IMOJIpasy-
MEBaTh CJIEAYIOUIHE TOAOTHOLICHHUS:
e u3oekanue (Avoid(ts,w)) — mosBosisieT u30e-
KaTh PUCKa;
e ymenblienue BepositHoctu (Decrease_likeli-
hood(ts,w)) — yMeHbIIaeT BEpOSITHOCTh PHCKA,;
e ymeHblIeHue nocuencreus (Decrease_conse-
quence(ts,w)) — yMeHbIIIaeT MOCICICTBHUS PHUC-
Ka,
e nencuue (Share(ts,w)) — nenuT puck;
o ynepxxanue (Retain(ts,w)) — yaepxanue pucka
Ha HEKOTOPOM YPOBHE.
OueBHTHO BBINIOJIHEHHE CICAYIOIIUX aKCH-
OM.:

Avoid(ts,w)=Treatment(ts,w),
Decrease_likelihood(ts,w)=Treatment(ts,w),
Decrease_consequence(ts,w)= Treatment(ts,w),
Share(ts,w)= Treatment(ts,w),

Retain(ts,w)= Treatment(ts,w).

Takum oOpa3oM, BBeICHBI BCE OOBEKTHI,
KOTOPELIC Tpe6yIOTC$I IJI1 OIIMCaHUuA BCEX IIATHU
muarpamm CORAS.

OnuiieM npocToi NpuMmep, B KOTOPOM IIO-
KakeM, Kak, ucnoib3yd JJI, MoxHO onucarb
3HAaHW, MNpEACTAaBJICHHBIC AunarpamMmmamMu
CORAS. Jlnst 3TOro paccMOTpUM JHarpammy
PUCYHKE.

OO003HaUYMM ONHCAHHYIO AMArpamMMmy 4depes
D, p1 u po — yYaCTHHKH, a1, a2, A3 — AaKTUBBL. To-
rja JJUid NpeICTaBICHHOW IUarpaMMsbl CIpaBe.l-
JINBBI CICOYIOIINC YTBCp)KI[eHI/Iﬂ:
Asset_diagram(D); Asset(ay),
set(as); Party(pa), Party(pz);
Contains(D, 1), Contains(D, a;), Contains(D,
a3), Contains(D, pi), Contains(D, p.); Pro-
tect(py,a1), Protect(pi,as), Protect(pzaz), Pro-
tect(pz,as); Ihr(a1,az), Ihr(as,as).

Asset(az), As-
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indirect harm relation \

protect relation
Puc. IIpumep nquarpaMMbl akTUBOB

BriBoabl. B cratbe ommcadbl OCHOBHBIC
nousttust U otHomeHus sa3pika CORAS B Bune
KoHIlenToB M poisier si3pika ALC. BBeneHHuble
MOHATHUS SIBJIIOTCS YaCThI0 TEPMUHOJIOTUU Pa3-
pabateiBaemoro SI13. OnucanHble B cTaThe pe-
3yJBTaThl MOTYT OBITh UCHOJB30BAHBI MPU CO3-
JJAHUHM OHTOJIOTMM HEKOTOPOM TEXHUYECKOU CH-
CTEMBI, YTO MMO3BOJIHT MPOBOAUTE Ooiee I dek-
TUBHBIN aHAIM3 pUCKa 3a cyeT (popMHUpOBaHUU
3alpoCOB U JIOTMYECKOTO BBIBOJIA HAa OCHOBE
MMCIOIINXCS 3HAHUIM.
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