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The development of formalized knowledge representation language for risk analysis in complex

technical systems is considered. The basic concepts of CORAS risk diagrams and basic definitions
of description logic language ALC are described. The concepts and the role describing the basic
concepts of language CORAS with language ALC and the corresponding axioms are introduced. An
example of assets diagram and a description of this diagram using the concepts of developed lan-
guage of risk analysis are shown.
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CORAS.

ALC (attributive
language with complement) -

AL (attributive language), -
 1991 . [1]. 
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, ALC -

, 
ALC , -
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A R –  

, C D –  
, S –

. 
, -

ALC:
 A 

;
 top  bottom, -

, -
,

;
-

;
 C D  C D

 – ;
R.C R.C – , 

 –  ,   –  -
.

R.C
, ,

R, -
. R.C

, 

, -
R.

-

 ( ), -
-

 ( ), -
 –  ,

. . -
I

),( III , (1)
I  ( -

), 
I , -

A
IIA , R – -

IIIR . -
I

ALC
:

IItop)( ;
Ibottom)( ;

III AA \)( ;

( D)I= II DC ;

(2)
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( D)I= II DC ;
III CbRbabaCR ),.(|).(
III CbRbabaCR ),.(|).(

nRbabanR II ),(||)( ,
,,, .

, -

. -
  -

-
, 

DC  ( SR ),
C D (R S);

(3 )
(3 )

 (3 ) -
, 

(3 ) – . 
, -

I -
  , II DC

II DC .
ALC

 (
), -

C(a)  (a – C) R(a,b)
(a b R). 

, -
C(a) ( R(a,b)) -

I
, II Ca  (

III R)b,a( ).
, -

, -
. I -

 ( ) 
, I -

. , = , -
.

-
-

 (TBox) -
 (ABox). TBox -

, 
ABox

, 
.

CORAS
ALC.

, -
CORAS. 
, 
, ,

. -
-

, Event-Tree-
Analysis, HazOp FMECA. CORAS -

UML -
 «AS/NZS
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1999 .,  «ISO/IEC17799-1 

-
»,  2000 . 

, 
 «ISO/IEC TR 13335-1 

» (2001 .)
 «IEC 61508 
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» (2000 .).
CORAS
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).  CORAS, , -
-
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CORAS
-
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-
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CORAS ALC, -

:  (Ver-
tex),   (Asset),  (Party), 
(Risk),  (Scenario), 
(Threat_scenario), 
(Treatment_scenario),   (Threat), -

 (Accidental_threat), -
 (Deliberate_threat), -
 (Non_human_threat), -
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 (Unwanted_inci-dent),
 (Vulnerability), 

(Diagrams),
(Asset_diagram),
(Threat_diagram),
(Risk_diagram), 
(Treatment_diag-ram), -

 (Treatment_overview_diagram).
-
-

, -
-

.

CORAS, :
Asset Vertex, Party Vertex,
Scenario Vertex, Threat Vertex,
Unwanted_incident Vertex,
Vulnerability Vertex, Risk Vertex,
Threat_scenario Scenario,
Treatment_scenario Scenario,
Accidental_threat Threat,
Deliberate_threat Threat,
Non_human_threat Threat,
Asset_diagram Diagrams,
Threat_diagram Diagrams,
Risk_diagram Diagrams,
Treatment_diagram Diagrams,
Treatment_overview_diagram Diagrams.

-
-

  -
 ( ),  «Con-

tains» ( ). 
:

Asset_diagram (
) –

Contains(Asset_diagram, Asset),
Contains(Asset_diagram, Party);

Threat_diagram  ( -
) –

Contains(Treat_diagram, Threat),
Contains(Treat_diagram, Threat_scenario),
Contains(Treat_diagram, Asset),
Contains(Treat_diagram, Vulnerability),
Contains(Treat_diagram, Unwanted_inci-dent);

Risk_diagram (
) –

Contains(Risk_diagram, Threat),
Contains(Risk_diagram, Risk),
Contains(Risk_diagram, Asset);

Treatment_diagram ( -
) –

Contains(Treatment_diagram, Threat),
Contains(Treatment_diagram, Threat_scena-
rio),
Contains(Treatment_diagram, Asset),
Contains(Treatment_diagram, Vulnerability),
Contains(Treatment_diagram, Unwanted_inci-
dent),
Contains(Treatment_diagram, Treament_sce-
nario);

Treatment_overview_diagram
) –

Contains(Treatment_overview_diagram, Risk),
Contains(Treatment_overview_diagram, Asset),
Contains(Treatment_overview_diagram,
Threat),
Contains(Treatment_overview_diagram, Treat-
ment_scenario).

-

 [2] .
-

, 
CORAS:

(Indirect_harm_relation – Ihr) – -
, 

, , -
,  

:
Ihr(a,a).

 (Impact)  –  -
-

,  
.

:
Impact(TUR,a),

  
TUR:(Threat_scenario Unwanted_incident
Risk).

 (Initiate) – -
-

, 
:
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Initiate(t,TUR).
 (Protect)  –  

,
. , 

):
Protect(p,a).

 (Vertex) v
 (Asset) a

 (Party) p
 (Risk) r

(Threat_scenario)
Ts

(Treatment_scenario)
Trs

 (Threat) t

(Deliberate_threat)
dt

(Non_human_threat)
nht

(Accidental_threat)
at

(Unwanted_incident)
Ui

(Vulnerability)
vn = {vn} = vn1

(Vulnerability_set)
Vn = {vn1, ... , vnn}

d

(Asset_diagram)
ad

(Threat_diagram  )
thd

(Risk_diagram)
rd

(Treatment_diagram)
td

 (Treatment_
overview_diagram)

tod

 (Treatment)  –
-

, 
:

Treatment(ts,w),

w:(Vertex Party Treatment_scenario).
 (Leads_to) – -

, -
:

Leads_to(TUR,TUR).
-

:
 (Avoid(ts,w))  –  -

;
 (Decrease_likeli-

hood(ts,w)) – ;
 (Decrease_conse-

quence(ts,w)) –  -
;

 (Share(ts,w)) – ;
 (Retain(ts,w)) – 

.
-

:
Avoid(ts,w) Treatment(ts,w),
Decrease_likelihood(ts,w) Treatment(ts,w),
Decrease_consequence(ts,w) Treatment(ts,w),
Share(ts,w) Treatment(ts,w),
Retain(ts,w) Treatment(ts,w).

, ,

CORAS.
, -

, , , 
, 

CORAS. 
.

D, 1 2 – , 1, 2, 3 – . -
-

:
Asset_diagram(D); Asset( 1), Asset( 2), As-
set( 3); Party(p1), Party(p2);
Contains(D, 1), Contains(D, 2), Contains(D,

3), Contains(D, p1), Contains(D, p2); Pro-
tect(p1,a1), Protect(p1,a3), Protect(p2,a2), Pro-
tect(p2,a3); Ihr(a1,a2), Ihr(a1,a3).
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