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METO/J CTETAHOI'PA®OUYECKOI'O CKPBITUA JAHHBIX
B LUT-OPUEHTUPOBAHHBIX ATIITAPATHBIX KOHTEMHEPAX

Annomayusn. Paccmompena 3adava cmeaanospapuueckozo CKpblmus OGHHbIX, OMMeYeHbl MUnuiHble nooxXo0bl K
opeanusayuy  makoeo ckpvimus. O  OCHOBAH HA UCNOJL306AHUU ANNAPAMHBIX cmezo-Konmetinepog ¢ LUT-
OpueHmuposanHol apxumexmypoti. Onucanvbl 0COOEHHOCMU U NPEUMYUECTEd OaHHBIX KOHMEHEePO8 8 CPAGHEHUU ¢ MPa-
OUYUOHHBIMU cme20-KoHmetinepamu. T1okazanvl 603MOMCHOCTU UCNONb308AHUSL NPEOTOINCEHHO20 MemOoda KaK OJisl peuie-
HUSL OCHOBHOUL 3a0a4 CMe2anozpapuu — CKpulmoll nepedadu OaHHblX, MAaK u O/l OPAHU3AYUU YUDPOBBIX BOOSIHLIX 3HA-
ko6 6 npocmpancmse LUT-opuenmuposannozo cmezo-konmeiinepa.

Knroueswie crosa: cmezanocpagpus, yugposuvle 00sHbIe 3HAKU, 30UMA UHGOPMAYUL, 6HeOpeHUe OAHHbIX, ANna-
pamuviti cmezo-koumeunep, LUT-opuenmuposannas apxumexmypa, FPGA, cexpemnas nepedaua OauHwix, 3auuma
FPGA-npoexmos om necankyuonupogannozo ucnoib306aHusl
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METHOD OF STEGANOGRAPHICAL HIDING OF INFORMATION
IN LUT-ORIENTED HARDWARE CONTAINERS

Abstract. The problem of steganographical hiding of information was reviewed. Typical approaches to the organi-
zation of such hiding were marked. We propose a method of steganographical hiding of information based on the use of
hardware stego-containers with LUT-oriented architecture. The features and advantages of these containers are de-
scribed as compared with conventional stego-containers. Both the possibility of using the proposed method for solving
the basic problem of steganography — hiding data and for the establishment of digital watermarks in the space of LUT-
oriented stego-container.
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METO/J CTETAHOT'PA®IYHOTI'O ITPUXOBYBAHHA TAHUX
B LUT-OPIEHTOBAHUX ATAPATHUX KOHTEUMHEPAX

Anomayin. Posensinymo 3adauy cmeeanoepagiunoco npuxo8anHs 0aHux, 8I03HAYEHO MUNOBL NIOX00U 00 OpeaHi-
3ayii makozo npuxoeants. Bin b6azoeanuil Ha euxopucmauni anapamuux cmezo-konmetinepie 3 LUT-opienmosanor
apximexkmypow. Onucano ocobausocmi ma nepeeéazu OaHUX KOHMEUHePI8 NOPIGHAHO 3 MPAOUYIUHUMU CHe2o-
Koumetinepamu. Tlokazani MOACIUBOCMI BUKOPUCTAHHS 3ANPONOHOBAHO20 MEMOOY AK O GUPIUEHHSI OCHOBHOZ0 3d-
60aHHs cmezanoepagpii - npuxo8anoi nepedaui OaHux, max i 01 opeanizayii Yuppoeux 800AHUX 3HAKIE Y NPOCMOpI
LUT-opienmosarnozo cmezo-xonmeiinepa.

Knrouosi cnosa: cmezanoepagis, yugposi 600sni 3naxu, saxucm iHpopmayii, 60y008y8aHHs. OAHUX, ANAPATMHUL
cmeeo-koumeunep, LUT-opienmosana apximexmypa, FPGA, cexpemna nepedaua danux, 3axucm FPGA-npoexmis 6i0
HeCanKyiono8aHo20 UKOPUCTAHHSL

Beeaenne. OqHUM U3 aKTyaJIbHBIX HallpaB- Ienmu meromoB 1m(ppoBoOii creraHorpadpuu
JEHUI HccieoBaHUM B 0OJACTH 3allUThl MH-  IPEUMYILECTBEHHO TaKHE:
(dopmany B KOMIBIOTEPHBIX CUCTEMAaX M CETAX 1) opranu3amnusi CKphITHIX KaHAJIOB Iepena-
ceifuac sBnsieTca 1udpoBas creraHorpadus. B uu naHHBIX BHYTPH OTKPBITHIX KaHAJIOB;
OTJIMYME OT IOJAXOJOB APYroro KpyrmHOro Ha- 2) CKpBITOE XpaHEHHE JAHHBIX HA MOTCHIIH-
MIpaBJIEHUS TEOPUM 3aIlIMThl MH(POPMAlMUM — aAJIbHO HE3AIMIIEHHBIX OT HECAaHKIMOHUPOBAH-
KpUNTOTpaguu, CTeraHorpaguyeckre MOJIXOAbl  HOTO JOCTYIa HOCUTENSAX WH(OpMAIIIH;
HE 3aKpBIBAIOT JIaHHBIE OT IPOTUBHOM CTOPOHBI, 3) BCTpauBaHHE CKPBITBIX METOK (yugdpo-
a CKpBIBAIOT OT Hee caM (DaKT CYIIECTBOBAHUS  6bIX BOOAHLIX 3HAKOS) B PA3IMuHble MH(OpMa-
TaKUX JaHHBIX [1]. LIMOHHBIE OOBEKTHI C IIEJIbI0 KOHTPOJII UX HC-

noJp30BaHus [2].
CoBpeMeHHBIE cTeraHorpauyeckue MeTo-
© 3amenkun K.B., UBanosa E.H., 2013 JIbI Yallle BCETO OCHOBAHbI HA BCTPAWBAHUM CEK-
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peTHON MH(POPMaLUK B MYJIbTUMEAUITHbBIE KOH-
TeWHepbl, UHPOpMAIU B KOTOPHIX U3HAYAIBHO
UMEET aHaJOTOBYI0 NpPHUPONAY: TpaduvecKue,
3ByKOBbIe, Bujeo aiinbl [3]. BerpanBanue
CEKpPETHBIX JIaHHBIX B TaKHW€ KOHTEHHEpHI OC-
HOBAHO HAa MPUOJIMKEHHOM (HE TOYHOM) Mpe/-
CTaBJIEHUU WH(OPMAIMU B MPOCTPAHCTBEHHOU
WJTM YaCTOTHOM 00JIacTsIX KOHTEHHepa.

OcHOBHBIE OCOOEHHOCTH TpPAJAULMOHHBIX
CTEro-KOHTEHHEPOB COCTOSAT B cieaytoriem [4]:

1) KOHTEHHEPbI ~ SBISIOTCS  NACCUBHBIMU
O0KamMu OGHHBIX, TaK KAK BBIIOJHAIOT TOJIBKO
MACCUBHYIO (QYHKINIO XpaHEHHS WH(OPMAIIHH.

2) KOHTEHHEPHI COCTOSIT U3 HE OKa3bIBAIO-
IIUX SIBHOTO BO3JEHCTBMS APYr Ha Apyra asg-
MOHOMHbIX 9TeMEeHMapHblX eOunuy (Hampumep,
MUKCeNed IS pacTpoBO rpaduku W BHIEO,
CEeMILJIOB /7151 OLIM(POBAHHOTO 3BYKa);

3) uadopMarmsi, HaAXOAAMIAICS B KaxkJIOH
U3 DJIEMEHTapHBIX €IUHUILl KOHTEWHepa, A6/-
emcs NpUOIUNCEHHO, TaK KaK UMEET aHaJIoro-
BYIO IIpUPOY (IMKCEIU U CEMILIbI IOJTyYEHbI B
pe3ysbTaTe U3MEpPEHHsI HeMPEePBHIBHBIX (u3nye-
CKUX BenW4MH). HeTowyHOoCTh 3TOW HMHpOpMa-
LM UCIIOJIB3YETCSl I CKPBITHUS CEKPETHBIX
naHHbIX. OgHAKO, ¢ APYrol CTOPOHBI, HETOU-
HOCTb NPUMEHAETCS U JUISl aKMUBHbIX amax Ha
crero-cucremy [5, 6];

4) nns 3HAYCHUW SJIEMEHTAPHBIX €IUHUIL
KOHTEHepa O0OBIYHO HaOI0MAaeTCs KOppeis-
11l KaK Ha MHOXKECTBE OTIENIbHBIX Pa3psioB,
TaK ¥ Ha MHOKECTBE 3HAYEHUI COCEIHUX 3Jie-
MEHTApHBIX €IUHUIl. DTa 0COOCHHOCTH JICKHUT
B OCHOBE MHOTHX METOJOB NACCUBHLIX CMe2o-
amack [5, 6].

B mnocnenHee BpeMs aKTUBU3UPOBAINCH
UCCJIEI0BaHMsI B O0JIaCTH HMCIOJIb30BaHUS He-
TPaJUIMOHHBIX CTEro-KOHTEHHEPOB. B wact-
HOCTH, TOSBHJIUCH pPabOTHI, TNpeIararomnme
HCIO0JIb30BaTh B KAaY€CTBE CTEr0-KOHTEHHEPOB
HE TacCHBHBIE WH(OPMAIMOHHBIE OOBEKTHI, a
aKTUBHbIE OOBEKTHI, BBIMOJHAIOIINE HEKOTO-
PYIO BBIUHUCIUTEIbHYIO WM YIPAaBISAIOLIYIO
¢yHkuuoo. B pamkax Takux MOIX00B, HalpH-
Mep, MpeasaraeTcsi UCIOIb30BaTh B KayeCTBE
CTEr0-KOHTEHHEPOB /sl BHEIPEHUS ITHU(PPOBBIX
BOJSHBIX 3HAKOB WM s 3a/1a4 CKPBITOTO
XpaHEHHUs U NEPECHUIKU 3alIUILEHHONH MHQOP-
Mallii UCTHoJIHsAeMble ¢ainsl [7-9] umm wc-
xoaHbIe Kojbl Tiporpamm [10, 11] ans Berumc-
JINTEJIbHOW MAaIlIUHBI.
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HecMoTpss Ha 0o0ibIIOE KOJUYECTBO UC-
clieloBaHUN B oOjacTu creraHorpaguu, BO-
IIPOChl IPUMEHEHUSI HEMYJIbTUMEAUWHBIX CTe-
ro-KOHTEHHEPOB U pa3pabOTKH METOJIOB CKpPBI-
THS JJaHHBIX B TaKUX KOHTEWHepax ceryac Ha-
XOJIUTCS TOJBKO HAa HAadaJIbHOM JTale UX pas-
pemenus. B nanno#t pabote npearaercs Mme-
TOJ BHEJIPEHUS TaHHBIX B CTETO-KOHTEHHEPHI C
LUT-opueHTHpOBaHHON apXUTEKTYpOH, KOTO-
pBle OTJIMYAIOTCS OT TPAAUIMOHHBIX KOHTEH-
HEPOB TEM, YTO SIBISIETCS aKmusHuiMu UHPOP-
MalMOHHBIMH OOBEKTaMHU, COCTOSIIIUMHU U3 He-
A8MOHOMHBIX DIIEMEHTAPHBIX €IWHHUII, JaHHbIE
B KOTOPBIX MPEJICTABIEHBI MOYHO.

LUT-opuenTupoBaHHasi apXUTEKTypa

LUT (Look Up Table — Tabnumna nowucka,
TabJauIa MPOCMOTpa) TMPENICTaBIsIET COOOM
CTPYKTYPY JaHHBIX, HCIIOJIb3YEMYIO C IIEJIbIO
3aMEHHUTHh BBIUMCJIEHUS Ha OIEpalio MOMCKa
3arotoBjeHHbIX aaHHBIX [12]. [Toxxon, ocHo-
BaHHbI Ha npumeHeHuu LUT, nmonmyuwmn Ha-
3BaHue «Bpruucnenus ¢ namsateio» (Computing
with Memory) [13]. HauOosbiero coero pas-
BUTHS 3TOT MOAXOJ JOCTUI B CTPYKTYpE Ipo-
IrpaMMHUPYEMBIX JIOTUYECKHX HWHTETPAIbHBIX
cxem (IUVIMC), B yactHOCTH B Hamboiee co-
BpeMeHHON wux pasHoBuaHoctn FPGA [14].
YupomienHno apxutekrypa FPGA mpencrapis-
€T co00l COBOKYMHOCTb BBIUMCIUTEIBHBIX MO-
NyJIed, YHNOPSJAOYEHHBIX B BHUAE JABYXMEPHOMU
MaTpHUIIBL. OCHOBHYI0  BBIYUCIIMTENBHYIO
(GYHKIHMIO 3THUX MOAYJIEH BBIMONHSIIOT OJIOKU
LUT, umeromue oObIYHO 4EThIpE (pexe MSTh
WIM IIECTh) BXOJAa M OJWH WM JBa BBIXOJA.
biioku LUT MoryT ObITh OmnpenieeHHbIM 00pa-
30M COEIMHEHbI MEXY cO00H U cOo crenuany-
3UPOBAaHHBIMM MOJYJISIMH (TIaMsATH, amnmapar-
HOTO YMHOXXCHHSI) M BBIBOJAMH MUKPOCXEMBI.
OnpeneneHHass KOH(QUrypauus COEIUHEHUS
omoxoB LUT, a Tak ke 3amuch B HUX OTpeJie-
JIEHHOTO COJAEPKUMOTO NMPUBOAUT K OpraHu3a-
IIUM BBIYMCIUTENBHON cpenbl, TpeOdyemMoil s
JAHHOM 3a/1a4H.

brnoxu LUT B FPGA o00b1yHO mipeacTaBisi-
I0T cOOOH OJHOPA3psIIHYIO ONEPaTUBHYIO Na-
MsTh. Bxoasl 6moka LUT mpu sTOoM sIBIISIIOTCS
aJIpeCHBIMH BXOJIaMH Takou mamstu (puc. 1).

[Tpu mamuuuu N Bxoa0B 0ok LUT xpanut
B cebe 2" O6uT uHGOPMAIMU U CIIOCOOEH BHI-
MOJIHUTh BBIYMCICHUE 3HA4YEHHs OJHOU N-
apryMeHTHOU OyJeBoi pyHKINH.
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roe Inj — mHOXectBO BXOH0B Onoka LUT;
Adr, Adr. Data Outj — muOkecTBO BhIX00B Omoka LUT; Mem;
— 1 0000| Dy — conepxumoe namstu 6ioka LUT (ero BHyT-
Adr, | 0001] Dy Out pEeHHEe 3HAUCHUE).
— ” 0010| D, | > Takum obpazom, LUT-kouTeliHEep mpencTas-
Adr, | 0011| Ds JsIeT CO0O0M JIOTHUECKYIO CXEMY, IIEMEHTaMH KO-
— . TOPOU SIBIISTIOTCS HacTpanBaembie Ooku LUT.
Adr; | 1110| Dys Caenyer otmetuth ocobennoctu LUT-
— 1111 D15 KOHTEMHEPOB, OTIMYAIOUIME UX OT TPAJULIHAOH-
HBIX MYJbTUMEIUIHBIX KOHTEHHEPOB.

Puc. 1. Opranuzanus 4eTbIpeXBX0J0BOTO
6moxa LUT mukpocxembr FPGA

Heas padorsl. Mukpocxembl FPGA Ha Te-
Ky MOMEHT SIBJISIIOTCS BECbMa HCIOJIb3Yye-
MOl 371€eMEeHTHON 0a30i A MOCTPOEHUsI KOM-
NBIOTEPHBIX UM yHpasistoumx cuctem. Ilo mHo-
ruMm napamerpam FPGA KOHKYpHpYIOT ¢ MHK-
pornpolieccopaMu U MUKpOKOHTposuiepamu. [lo
napaMeTrpam IpOU3BOJUTENBHOCTH U BO3MOXK-
HOCTH OpraHM3allMM MNapajuleJIbHbIX BbIYMCIIE-
HUI OHU MPEBOCXOJSAT MHKpoOIpoiieccopsl [14].
Mukpocxembl FPGA mocTpoeHbl Ha OCHOBE
onucanHo¥l Beimie LUT-opuentupoBaHHoOl ap-
XUTEKTYpbl. Vcxonsd U3 3TOro, MOKHO KOHCTa-
TUPOBAaTh  IEPCHEKTUBHOCTb  HCCIEIOBAHUS
BO3MOKHOCTH BHEJIpEHHUs1 WHPOpMAlUU B CTe-
ro-koHTeitHepsl ¢ LUT-opuenTupoBaHHON ap-
XUTEKTYPOU C LIEIbI0 KOHTPOJIS UCIIOJIb30BAHUS
FPGA-TipoeKkTOB, a Tak *Xe JUId OpraHu3aluu
CTEro-3allMIIEHHBIX CHCTEM IMepelaud U Xpa-
HEHUs aHHBIX Ha UX ocHoBe. Llenb naHHOM pa-
OO0TBI COCTOUT B Pa3BUTHH METOIOB IU(POBOIi
cTeraHorpauu IyTeM MCCIEA0BAHUS CTEro-
koHTeltHepoB ¢ LUT-opueHTnpoBaHHON apxu-
TekTypoil (nanee LUT-koHTeliHepoB).

Oco6ennoctu LUT-KkoHTeliHEpOB

[Ipennaraem paccmarpuBath LUT-konTEH-
HEp Kak 4eTBEpPKY BHU/1a

LC = (L, E, Interface, Extern), Q)

rae L — muoxecrso 0mokoB LUT; E — mHOXeCT-
BO CBSI3€M MEXIy JIeMeHTaMu MHoecTBa L (oT1-
HOIIICHHWE MHIMJICHTHOCTH Ha MHOXecTBe L); In-
terface — MHOXKECTBO BXOJIOB U BBIXOJIOB KOHTEH-
Hepa; Extern — muoxecTBO cBsizeit OmokoB LUT
C BXOJIaMH U BBIXOJIaMH KOHTEHHEpA.

Kaxnerit xommonent LUT; mHoxkectBa L
MPEACTABIISIET COOOH CIIEIYIONIYI0 TPOUKY:

LUT; = (Ini, Out;, Memi), (2)
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1) LUT-koHTeliHEep SBISICTCS AKMUGHbIM
MH(POPMAIMOHHBIM  (alMapaTHbIM) OOBEKTOM,
BBITIOJTHAIONINM HEKOTOPYIO BBIYUCIUTEIBHYIO
WIH YIPABISIONIYIO (DYHKIIHIO.

2) DneMeHTapHble eIWHUIBI KOHTEWHepa
(6moxu LUT) B oOmmiem ciryyae cBsI3aHHBI IPYT €
JAPYroM, Tak KaK MOTYT BBIYHCISTH YacTh 00-
mei OyneBoil ¢pynkumu. Takum oOpazom, diie-
MEHTapHbIE €ANHUIIBI KOHTEUHEPA He AGNAI0MCS
A8MOHOMHbLIMU, @ OKA3bIBAIOT B3aMMHOE BIIUS-
HUE Ha PYHKIIMOHUPOBAHUE JIPYT Jpyra.

3) Uudopmarusi, Haxosmascs B KakIOH
U3 2JIEMEHTApHBIX eIMHUI] KOHTEHHepa, SBIsIeT-
csi mounou. IIpon3BoNbHOE U3MEHEHUE COJNEep-
xuMmoro Omoka LUT mpuBoauT K paspyuieHuto
KOHTEWHEpa, KOTOpOE BBHIPAKAETCSI B HEBO3-
MO>KHOCTH BBITIOJTHEHHS UM 1IE€JI€BOI (PYHKIIMH.

Hanee mnpemiaraerca METOJ BHEAPEHUS
uHpopmanuu B LUT-koHTeiiHep. MeTon ocHO-
BaH Ha YKa3aHHBIX 0COOEHHOCTSIX KOHTEiHepa,
MO3BOJISIOIINX BBITIOJHUTH €r0 SKBHBAJCHTHOE
peoOpa3oBaHue, CONPSHKEHHOE C BHEIPEHHEM
CEKPETHBIX JJAHHBIX.

OcHOBHbIE TMOJIOKEHHSI TPeATaraeMoro
MeTo/1a CKPbITHA JaHHBbIX B LUT-koHTeliHepe
OcHOBHOE cojepkaHHEe METOoJla Jajiee H3Jara-
€Tcs B BUJIE COBOKYITHOCTH CIENUAIBHBIX MOJIO-
KEHUH, OMpPeAeISIONINX MOCIeI0BaTeIbHOCTD H
YCIIOBUSI pean3allil TPOIEecca CKPBITUS JIaH-
HbIX B LUT-koHTelHEpE.

Ilepsoe nonoowcenue memooa — s BCTpau-
BaHHS OJHOTO pa3psia CEKpEeTHOM IMocienoBa-
TEJBHOCTU HCIIONB3YETCsl OAMH W3 pa3psiioB
omoka LUT, 3ameiicTBOBAaHHOTO B BBIITOJIHEHUHN
Beluucienuii. Homep storo paspsima (ampec)
WIA TIPaBHJIO €r0 OTpENEeNICHUs SBISIETCS diie-
MEHTOM CTEro-Kiroya.

Bmopoe nonoscenue memooa — BcTpauBa-
HUE pa3psaa CEKPETHON IOCIeI0BaTEIIbHOCTH
OCHOBAHO Ha CJIEIyIOIIEM YTBEPKIACHUU.

[Tycth 3amana HekoTOpas OyneBa GyHKIUS
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3)

IIppy 53TOM 4acTb apryMeHTOB JaHHOM
(GYHKIUU SBIISETCS PE3YJbTATOM BBIUMCIICHHH
3HAYeHUH CJEIYyIOUIe COBOKYITHOCTH OYJIEBBIX

byHKINi:

y= f(yfl, y%z yrxnm,al, ay,...,ap).

1

A A 1 .1 .

y]_l:fll(Xl’XZ’""an)’

A A 2 .2 2 \.

Y22 =120, X5, -, Xp, )
(4)

Vi = m O4, X5 X))

u s ynkuuid (3) u (4) ycraHoBieHa Takas
CHCTEeMa TIPaBHII:
Yi, IpH }\‘i =1

yi

Vi, npui; =0;
h)

fixi (x{, xi2, x;,i ), mpu A =1;

fixi (x{, xi2, x;,i ), mpu A; =0.

rie A €{0,},i=1...m.
B BeIpakenuu (3) JOmycKaeTcst OTCYTCTBUE
ApTYMCHTOB al, a2, ey ap.

fixi (X{, X, ..., X

()

Vmeeporcoenue. 3nauenust OyneBoil QyHK-
i (3) mpu aprymenrax (4) u npasmiax (5) Ha
TOOBIX JIBOMYHBIX HaOOpax He 3aBUCAT OT 3Ha-
YEHUH MEePEMEHHBIX Aq, Ay, ...\ Ay

JICHCTBUTENBHO, TP  HWHBEPTUPOBAHUU
o -

o060t 3 dynkmuii ;" (4) m compoBoxaro-

IICHCs TIOBTOPHBIM MHBEpTUpOBaHueM (5) moa-

CTaHOBKE ee 3HaueHus B QpyHKuuio (3), B feicT-

BUTEIBHOCTU B (QyHKIHIO (3) B COOTBETCTBUH C

3aKOHOM JIBOMHOTO OTpUIIaHUS OyAEeT MOJCTaB-
.
JeHo mpsiMoe 3HaueHwe f;', koTopoe mmeno

MECTO 70 WHBEPTHPOBaHHSA. TakuM 00pa3oMm,
WHBEpPTHpOBaHMUE JIOOBIX (yHKIMH u3 (4) ¢
yueroM (5) He MPHUBOMUT K W3MCHEHUIO 3HAUe-
Huit Qyskmn (3).

W3 naHHOTO YTBEpXKICHHS CIEIYyeT, 4YTO
aro0ble  KOMOMHAIIMKM 3HAYCHHH TepeMEHHBIX
A, Ao, .y, Ay B cucTeMe BbIpakeHuit (3) — (5)
MOPOXKJIAIOT PABHOCHUJIbHBIC OYNIeBBI (DYHKIUU
(3), narore oMHAKOBBIC 3HAYCHUS HA JIFOOBIX
Habopax.
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Ilpunyun ecmpausanusi paspsoa cekpem-
HOU NOC1e008amenbHOCmy CBA3aH C IPUBEJICH-
HBIM ymeepoicOeHuem CIeAyoluM 00pa3oMm.
[Mycte ¢ynkuuio (3) peaqusyer HEKOTOPBIH
onok LUT’, a ¢ynkumu (4) HEeKoTOphIi HAOOP
omoxoB LUTy, LUT,, ..., LUT,. Torma BeIOO-
pPOUYHBIM HMHBepTHpoBaHMeM 3HaueHui LUT;,
LUT,, ..., LUT, MoXHO HOOUTHCS HaIu4us B
Ka)/IOM M3 HUX TaKUX 3HAYCHUH OTpeIeIeHHBIX
pa3psaIoB, KOTOPbIE COOTBETCTBYIOT pa3psaam
BHEAPSIEMON B KOHTEHHEP CEKPETHOM IMOCIIEN0-
BaTeNbHOCTU. [Ipy 3TOM 3HA4YEeHHs, BBIYHCIsIE-
Mbie 6sokoM LUT’ ¢ yuerom Beipaxenuii (5), He
MPETEPIAT KaKUX-ITM00 N3MEHEHHH.

Tpemve nonosicenue memooa ONPEAETSET
OTpaHMuYEHUs Ha CTPYKTypy cxembl LUT-
KOHTEWHEPA, B KOTOPBIN BHEAPSAETCSA CEKpETHas
uHpopmanus. llpeanmaraemplii MeTOI MOXKET
OBITh MPUMEHEH TOJBKO K CXeMe, HMeroliei 00-
nee oHoro ypoBHs 0siokoB LUT (panr kotopoit
r>1). JlelictBUTeNbHO, MMUHUMAJbHBIA BapH-
aHT CXEMBI, COBMECTHO peaJIn3yIoIIeii BhIpaxke-
uus (3) — (5), nomwkeH BiItoyaTh HaOOp OJIOKOB
LUT, pacnojio’)keHHBIX Ha NEPBOM YPOBHE M
MpeJHA3HAYCHHBIX IS BBIYUCICHHUS (DYHKIIHIA
(4), a Takxke OMH WM HECKOJIbKO O0k0B LUT,
pacIoyIoKEHHBIX Ha BTOPOM YPOBHE M TIpEIHA-
3HAYEHHBIX JUTS BEIYUCICHUS QyHKIUH (3).

Yemeepmoe nonodicenue memooa OIpene-
JSIeT OTpaHUYEHUS] HA HCIOJb30BaHHE OJIOKOB
LUT, Bxomsmux B KOHTEHWHEp, IS 3aJadu
BCTPaWBaHUS CEKPETHOH MOCIIET0BATEILHOCTH.

[lepBoe orpaHnuyYeHne TaKOTO Poja COCTOUT
B TOM, YTO JJISi BCTPAMBaHUS HENb3s MCIIOJIb30-
Batb Onmoku LUT, HemocpencTBEHHO MOAKIIO-
YEHHBIE K BBIXOJIAM CXEMbI. DTO OrpaHHuYCHHE
00yCJIOBIICHO T€M, YTO BCTPAWBaHUE CEKPETHOU
nHpopmanuu BeimonHseTcs B 6moku LUT, pea-
u3yromue BeipaxeHus (4), K BBIXOJaM KOTO-
PBIX JOJOKHBI OBITh TOJKIIOYeHBI Onmokm LUT
CIICAYIOIIETO YPOBHS, peaM3yIoNIe BBIpaXkKe-
uue (3). Ecnu sxe 6ok LUT moakiroueH K BbI-
XOIY CXEMBI, TO CIEIYIOIINe 32 HUM OJIOKH, pe-
anmu3yromue Beipaxkenue (3), OTCYyTCTBYIOT.

Bropoe orpanuyeHue COCTOUT B TOM, 4YTO
o6mok LUT, B KOTOpBI yKe€ BCTPOCH paspsij
CEKPETHOW TIOCIIEOBATENILHOCTH, HE MOXKET
OBITh TIOJBEPrHYT HHBEPTHPOBAHHUIO TIPU BHI-
MOJIHEHUW BCTPAWBaHUS JAHHBIX B IPYroil OJI0K
LUT nanHoro xoureiHepa. M3 atoro orpanu-
YeHMsl CJIeNyeT, 4To KojaudecTBo OmokoB LUT,
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KOTOpBIE MOXXHO HPUMEHHTH Ui BHEIPEHHUS
pa3psAI0OB CEKPETHOM MOCIEeI0BATENHLHOCTH, 3a-
BHCHUT OT MOPsAKA 00X0/1a KOHTEHHepa.

Takum oOpa3zom, mepBoe yKa3zaHHOE Orpa-
HUYEHHUE 33J]aeT BEPXHIOI OIEHKY KOJIMYECTBa
omoxoB LUT, xoTophsie MOXHO HCIIOJIH30BATh
IUTsl BHEAAPEHUS CEKPETHOM MH(OpMAIUH, a BTO-
poe OorpaHUYEHUE — HIDKHIOIO OIICHKY. YKa3aH-
HbIC BEPXHEEC W HWIKHEE 3HAYCHUS 3aBHUCAT OT
o0r1ero KoauyecTBa OJIOKOB, KOHPUTYpALIUU X
COCIMHEHUSI M TopsAaKka o0XoJa KOHTeiHepa B
nporecce BCTpauBaHUS B HErO CEKPETHOH Io-
CJIeZIOBATEIILHOCTH.

IIamoe nonoocxcenue memooa ONpeENENsIET
nopsAfAoK  (OPMUPOBAHHS ~ CTETO-KJIIOYa  JUIS
BCTPaWBaHUs M W3BIICUYEHUS] CEKPETHOM Mmoce-
nosarenbHOCTH. Kitrou ompenensiercst Kak JIBOM-
Ka CJIEAYIOIIETO BUA:

key = (set, order), (6)
rze set — Homep (aapec) paspsiaa LUT, B koTopblit
BBITIOJTHSACTCS] BHEJIPEHUE OUTa CEKPETHOM TocIe-
J0BaTeNbHOCTH. BMmecTto (hMKCHpOBaHHOTO 3Ha-
4yeHHs1 Set ATOT KOMIOHEHT KITI0Ya MOXKET COJep-
’KaTh HEKOTOPOE TPABUIIO, TIO3BOJISIOIEE TOITY-
YUTh HOMEpP pa3psijia BCTPAWBAHUS VIS KKIOTO
miara BcTpauBaHus; Order — mopsiok o0xoza
onoxoB LUT B koHTeliHepe IUisi BBINOTHEHUS
BCTPAaMBAHUS WJIM M3BJICYEHHS CEKPETHOM IocIie-
J0BaTeNbHOCTH. BMmecTto (pukcupoBaHHOTO T10-
psiaka obxoma OmokoB LUT »roT KOMMOHEHT
KITI04a MOJXKET COJIep)KaThb IPaBHIIO, 33/1aloIee
MOPSIIOK 00X0/1a Ha KKIOM II1are BCTpauBaHMI.

IIpumep peajm3aunuu NpeaIaraeMoro Me-
Toga. PaccMoTpuM mnpumep, WIUTFOCTPUPYIOLIUI
OCHOBHBIE TIOJIOKEHHUSI TPEUIaraéMoro MeToJa.
Ha puc. 2, a npezcTaBieHa cxema, COCTOSIIAs U3
nsitr OrokoB LUT u peanmusyrorast 1Be Jiorude-
ckue pyukuun Y u y" .

Tpu 13 5THX OGJIOKOB pacroOKeHbI Ha Tep-
BOM YpPOBHE CXEMBI U JIBa Ha BTOpoM. HeoOxomu-
MO BHEIPUTH B JIAHHYIO CXEMY CEKPETHYIO IIO-
cnenoBarenibHocTe M = (1, 0, 0), ucrons3yst ais
ATOT0 3HAYEHUs], pacroiokeHHble B Onokax LUT
0 ajpecy 3, MpH 3TOM HOpAIoK 00xoza O10KOB
CXEMBI OfpeieNieH X Hymeparuid. [[ns 6moxoB
LUT nepBoro ypoBHsI Ha puc. 2, a MOKa3aHbl Xpa-
HUMBIE B HUX 3HAUEHHUSI 10 ajpecy 3.

CTpykTypa OaHHOH CXEMBI COOTBETCTBYET
BbIpakeHUsIM (3) 1 (4), 11 KOTOPBIX MOKET OBITh
NpUMeHeHa cucrtema mnpaBwi (5) BTOporo moso-
KEHHUsS MeToJla. B COOTBETCTBHM C TPETBUM IIO-
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JIO)KEHHEM METO/Ia CXeMa, MOKa3aHHasl Ha PHUC. 2,
a MOXeET ObITh MCIOJIb30BaHA B KAUECTBE KOHTEH-
Hepa JUIsl BCTpauBaHHs CEKPETHOW MH(OpMAIHH,
TaK Kak OHa UMEET JIBa YpoBHs. B cooTBeTCcTBUM C
YETBEPTHIM IOJIOKEHHEM METOoJia Ul BCTpauBa-
HUSL MOTYT OBITh HCIOJB30BaHbl O7oku LUT He
MOJIKIIFOYEHHBIE K BBIXO/IAaM CXEMBI, T.€. OJIOKH
LUT, LUT,, LUTS.

Jlnst BHEIpeHus pa3psiioB MOCIEA0BATENbHO-
ctu OyaeM B MOPSIKE HyMEpaluH HCIOJIb30BATh
onoku LUT mepBoro yposusi. B 6moke LUT; mo
anpecy 3 xpanurcs 3Hauenue «0». [lo sromy an-
pecy HeoOXO0JMMO TMOMECTHTh 3HadeHHne «1». B
COOTBETCTBUHM CO BTOPBHIM IMOJIOKEHHEM METOJa
BBIIIOJTHUM HMHBEPTUPOBAHUE BCEX 3HAYCHHI,
xpansaumxca B 6aoke LUT;. B coorBerctBum ¢
npaBwiamu (5) OyjeM MHBEPTHPOBATH 3HAYCHUS
Ha BxoJie Onoka LUT, nmpuHMMaromero aaHHbIE
ot 6moka LUT;, T.e. 6noka LUT4. B pesynbrare
3TOTO (PyHKIMH, BEIYUCIISIEMBIE CXEMOM, OCTaHYT-
Csl HEeM3MEHHBIMU, ojiHaKo B 010k LUT; mo aape-
cy 3 Oyaer BHEAPEH MEPBBIA paspsii CEKPETHOM
MOCJIEI0BAaTENbHOCTH, PAaBHBIM 3HaueHHI0 «1»
(puc. 2, 6).

AHaJOrMYHO, WCHOJB3Yys IMEPBOE U BTOPOE
MIOJIOXKEHUE TPEUIOKEHHOTO METOJa, 3aMEHsEM
3HayeHue «1», xpansieecst B 6ioke LUT, no an-
pecy 3, Ha BTOpPOM pas3psiJi CEKPETHOM Moce10Ba-
TenmbHOCTH «0». [l 3TOr0 MHBEPTHUpPYEM BCe 3HA-
yeHusi, xpassuecst B omoke LUT,, ¢ omgHOBpe-
MEHHBIM WHBEPTUPOBAHHEM 3HAUCHUI Ha BXOJax
onokoB LUT, mpurMMaromux maHHBIE OT OJOKa
LUT,, T.e. omoxoB LUT, u LUTs.

Jlnst BHEpEHUS TPETHETO paspsiia CEKPETHOM
nociienosarensHoct «0» B Giox LUT3 HET HEOO-
XOJIMMOCTH BBITIOJIHATh KaKHe-TMOO W3MEHEHUS
3HaueHuii 0;10koB LUT maHHO# cXeMEBI, TaKk KaK B
omnoke LUT; mo anpecy 3 yke XpaHUTCS 3HAUCHUE
«0».

PaccMOTpeHHBIN NpuMeEp IOKa3bIBacT BO3-
MO>KHOCTb BHEJIPEHUS CEKPETHOM IOCIEN0Ba-
TenbHOCTH B LUT-KOHTElHEP B COOTBETCTBUU C
IIPEATIOKEHHBIM METOJIOM. B pesynbprare Takoro
BHEJpeHUs] (PyHKIIMOHMPOBAaHWE KOHTEHHEpa He
U3MEHsIeTCd, T.€. ero ueneBas QyHKUMs (BbIYHC-
JIMTENbHASL, YIPABIIAIOLIas U T.I1.) OCTaeTCs HEen3-
MeHHOM. OJJHaKO KOHTEWHEpP CTAHOBUTCSI HOCUTE-
aeM HuH(pOpMAIMH, KOTOPYID MOXKHO HCHOJB30-
BaTh B KaueCTBE AJIEMEHTa IU(POBOTO BOISIHOTO
3HaKa WIN JUIl OPraHU3alUK CTErO-3allUIIEHHbIX
CHCTEM Iepe/iaull U XpaHeHUs TAHHBIX.
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X | i
X2 LUTl LUT4 y|
Xs | a —
X4 [ Adr(3)=0 a |
X | Y2
X6 LUT, LUTs y"
X7 | as | —
Xg [ Adr(3) =1 a |
Xg |
Xio| LUTs RE
X1 |
X12| Adr(3) =0
a

X1 | Y1
Xo "'LUTl LUT4 '

— 3 y
X5 a T
X4 | Adr(3)=1 a |
Xs | Y2
X6 ~LUT2 N LUT5 yll
X7 | a | —
Xg [ Adr(3)=0 ay |
X9 |
Xio| LUTs Y
X11]
Xgp| Adr(3)=0

S

Puc. 2. [Ipumep BcTpanBaHUsI CEKPETHON
nocnenoBareabHocTr M = (1, 0, 0)
B LUT-opuentupoBaHHblii KOHTEHHED

JKCIEPUMEHTAILHOE HCCc/IeI0BaHne
npeajiaraeMoro Meroaa. J[[ns skcrnepuMeH-
TaJIBLHOTO MCCJIEIOBAHMS TPEIaraéMoro MeTo-
hitc} ObLTH pa3zpaboTaHbl anmnapaTHO-
MpOrpaMMHBIE CpPEJICTBA, OCHOBaHHBIE Ha UC-
nonbp3oBaHnd Mukpocxem FPGA Altera Cy-
clone Il u CAIIP Altera Quartus Il. Ha s3bike
TCL Obia opranuzoBaHa rpymnmna CKpUnToB, BbI-
nojHsonmx B3aumozeiicteue ¢ CAITP Altera
Quartus Il st cuuThIBaHUS W 3alUCH COJEP-
xumoro 6iokoB LUT. HenocpenctBenHo mo-
cucrema 0OpabOTKH CYMTAHHBIX JAaHHBIX, B CO-
OTBETCTBUHU C MPEIOKEHHBIM METOJIOM, peau-
30BaHa Ha s3pike C# B pamkax ruatgopmsr .Net.
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MarepuanoMm a1 3KCIEPUMEHTOB BBICTY-
i 25 FPGA-ipoekToB pa3zHoro oobema u Ha-
3HAYEeHUs. DKCIEPUMEHTHI COCTOSUIM BO BHEJpeE-
HUM CIy4alHBIX CEKPETHBIX IOCIIENI0BaTEIbHO-
creit B LUT-xonTeitnepsr FPGA-nipoexToB; uc-
CIIEJOBAaHUM BJIUSHUS TaKOrO BHEJPEHHUS Ha
CKOPOCTHBIE€ XapaKTEPUCTUKH MPOEKTa, MoKa3a-
TEIU SHEPronoTpeOIeHUs] U TEIUIOBBIAEICHMUS;
U3BJICYEHUHN CEKPETHBIX I0CJEI0BATEIbHOCTEN
U3 3al0JTHEHHBIX KOHTEWHEPOB. XapaKTepUCTHU-
K1 Tpoekta wusMmepsuiuch cpeacrsamu CAIIP
Altera Quartus Il Timing Analyzer u Power Play.

DKCIIepUMEHTAIBHOE HCCIIEA0BAHNUE TOKa-
3]0 HE3HAYUTENIbHOE BIUSHUE IPUMEHEHUS
METO/Ia Ha CKOPOCTHBIE XapaKTEPUCTHKHU IMpO-
exta (u3meHenue B cpenneM Ha 0,1%), xapak-
TEPUCTUKH SHEPronoTpeOIeHUs] U TEIUIOBBLJIE-
nenus (u3MeHnenue B cpeaHem Ha 0,25%), Benu-
YiHAa KOTOPOr0 HAaXOJIUTCS HAa YpOBHE IOTrpell-
HOCTH CPEJICTB U3MEPEHHUSL.

IIpenmymecTBa npeajiaraeMoro MeToaa

B ornuume oT TpagMIIMOHHBIX MYJIbTUME-
JUWHBIX CTErO-KOHBENEPOB, KOHTEUHEPHI, HC-
M0JIb3yEMbIE B paMKax IpeyiaraeMoro MeToja,
SBJIIOTCS. aKTUBHBIMHU, UMEIOT BIIUSIOLINE IPYT
Ha Jpyra 3JI€MEHTapHbIe EIUHMIIBI, KOTOpHIE
XpaHsAT B ceOe Mpe/ICTaBICHHbIE TOYHO JaHHbIE.

B3aumHoe BiIMsIHME 371IEMEHTapHBIX €IUHUL]
KOHTEHHepa Jpyr Ha JIpyra JaeT BO3MOXKHOCTb
IIPOU3BOJIUTh JIOKAJIbHBIE WM3MEHEHMSI UX CO-
JEP>)KUMOTO, HE MEHSISI MPU ITOM TJI00aTbHOM
(GYHKIIMOHATHLHOCTH KOHTEHHEpA.

TouHOe mpencTaBiieHNE JaHHBIX MOPOXKIA-
€T TOJAXOJbl K MPOTUBOJEHCTBUIO AKTHUBHBIM
CTEro-aTakaM THUIIA «CTHUpPAHUE CEKPETHOW WH-
(dbopmarm», HEAOCTYIHBIE ISl TPAIUIIUOHHBIX
MYJIbTUMEAUNHBIX KOHTEUHEPOB.

[Ipupoaa naHHBIX, HAXOAALIUXCS B JIEMEH-
tapubix enununax LUT-koHTeliHepoB, HE naeT
CYILIECTBEHHON CTAaTUCTUYECKOW CBSI3U KaK Me-
KAy pa3psaaMu OTAEIbHBIX €IUHMI], TaK U Me-
KAy pa3psaMH COCEIHUX €IMHULl KOHTeHepa.
DTO HE MO3BOJISET MPOU3BECTH NACCUBHYIO CTa-
THCTHYECKYIO CTEro-aTaKy Ha TaKOM KOHTEHHEp
METO/IaM{ CTEro-aHaJINn3a, MPUMEHSIEMbIMU IS
TpaJIMLIHOHHBIX KOHTEHHEPOB.

O0sacTH TNpUMEHeHHsl TNpeAIaraeMoro
MeToaa. MeToa MOXKET ObITh HMCIOJIB30BaH IS
BHEJPEHUS LHU(POBBIX BOJASHBIX 3HAKOB B KOM-
NBIOTEPHBIE U YIPABIISIIOIINE YCTPOWCTBA, IO-
CTPOCHHBIE Ha OCHOBE 2JIeMeHTHOH 0a3pl FPGA
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n [JVIMC co cxoxumu apxutekTypamu. Takoe
BHEJIPEHUE JIa€T BO3ZMOKHOCTh KOHTPOJIMPOBATh
IIPAaBOMEPHOCTh ~ UCIOJIB30BAaHUS  MPOEKTHOU
nHpOpMAIUM M CAMHUX YCTPOWCTB Ha pa3iny-
HBIX JTanax TEXHOJIOTMH NPOEKTUPOBAaHUSA U
KU3HEHHOTO IMKIa (cuHTe3upoBaHHbd FPGA
poeKT, KoH(puryparmonnslii ¢aiin FPGA, neii-
CTBYIOIIIEE YCTPOUCTBO).

[IpennokeHHbId TMOJIXOJ MOXET HaWTH
NpUMEHEHHE  IpU  OpraHu3aluud  CTEero-
3alMIICHHBIX CHUCTEM Iepellaud M XpaHEHHUS
naHHbIX Ha ocHoBe LUT-konTeitnepos. dusu-
YECKH B KaueCTBE TaKUX KOHTEMHEPOB MOT'Y BbI-
crynatb: 1) ¢aiiner npoextoB B CAIIP FPGA
YCTPOHCTB; 2) KOH(PUTYpalMOHHBIE (HaIIbI
FPGA; 3) neiictByromue mukpocxemsl FPGA B
cocTaBe (PyHKIIMOHMPYIOIINUX YCTPONCTB.

Kpowme toro, npeioxenus 1aHHON pabOThI
MOTYT OBITh HCHOJIb30BaHbl IPHU OpPraHU3ALMU
crero-cucreM Ha ocHoBe LUT-koHTteiiHnepos
MHOM MpHUpOAbI (HE CBS3aHHBIX C apXUTEKTYpPOH
mukpocxeM FPGA). Ongnako BBISBICHHE U HUC-
CIIeZIOBaHUE TAKUX KOHTEHHEPOB TpedyeT Jo-
MIOJIHUTENbHBIX UCCIIEI0OBAaHUM.

BriBoabl. [Ipeuioxken MeTon creraHorpa-
(UYeCcKOTo CKpPBITHS JTAaHHBIX, OCHOBAHHBIN Ha
UCIIOJIb30BaHNU aNIapaTHbIX CTEro-KOHTEHHEPOB
¢ LUT-opuentupoBanHoii apxurekrypoil. Me-
TOJI TIO3BOJISIET BHEAPATH JBOMUYHYIO MH(OpMa-
uuto B LUT-koHTeliHep, moBepras sjeMeHnTap-
Hbl€ €IUHUIBl KOHTEIHEpa JOKAJIbHBIM H3Me-
HEHUSM, HE MEHSAS IpU OSTOM IJI0OATBHYIO
(GYHKIMOHATBFHOCTh KOHTEHHepa. MeTos mpen-
JlaraeTcsl CIoyb30BaTh Ul BHEAPEHUS CEKpeT-
HbIX JaHHbIX B LUT-koHTeiHEpH! (Ha puMepe
mukpocxeM FPGA) ¢ nenpio opranusanuu B ux
MIPOCTPaHCTBE LU(POBBIX BOJSHBIX 3HAKOB WU
CHCTEM CTeraHorpagpuyeckoi 3ammTel WHOP-
Malli1 Ha UX OCHOBE.
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