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PA3BUTHUE METOJA CTETAHOI'PA®NYECKOI'O CKPBITUSA JAHHBIX
B LUT-OPUEHTHUPOBAHHBIX AIIITAPATHBIX KOHTEMHEPAX

Annomauus. [lpeonooiceno pazgumue Memooa cmezanospaguiecKko2o cKpblmusi OAHHbIX 8 aNNApamHelX KOHMEl-
Hepax ¢ LUT-opuenmuposannoui apxumexkniypou. OcHogoul memooa eHedpenus oannvix ¢ LUT-konmelinep Aagnsemcs
npoyeoypa, cocmoauas 8 UHeepMupo8aHuU 3HaveHuil mexyujeco oopabameisaemoco b6noxa LUT u evinonnenuu pac-
npocmpanenus uHeepcuu Ha 6xo0bi écex onokoe LUT, nodknoueHHblX Kk blx00y mekyuje2o 61oxa. Onucanvl nPUHyunsl
BbINOTHEHUS. PACNPOCMPAHEHUs UHBEpCUU Ha 00uHouHbie 6x00bi bnoka LUT. Ilpusedeno ymsepoicoenue, nozgonsouyee
BbINONHAMY 2PYNNOBOE PACHPOCMPAHEHUe UHBEPCUU HA HecKonbko 6x0008 onoka LUT. Ilokazanwbl nooxodel k anna-
PAMHO-NPOCPAMMHOL peanu3ayuu npeosioNCeHH020 Memood.

Knrueevie crnosa: cmezanocpagpust, yughpogvle oosHvle 3HAKU, 3auuma uHopmayuy, HeopeHue OaHHbIX, anna-
pamuuiil  cmezo-konmetinep, LUT-opuenmuposannan apxumekmypa, cekpemHas nepedaia OaHHuLX, 3auuma om He-
CAHKYUOHUPOBAHHO20 UCNOTIb308AHUS

K. V. Zashcholkin, PhD.,
E. N. Ivanova

STEGANOGRAPHY DATA HIDING IN LUT-ORIENTED HARDWARE
CONTAINERS METHOD DEVELOPMENT

Abstract. There is method development proposed for implementing the method of steganography data hiding in
hardware containers carrying LUT-oriented architecture. The method based data embedding into LUT-container is the
procedure including current processing LUT-unit value invert conversion and invert distribution for all the LUT-units
inputs connected to the current unit outputs. The principals of invert distribution for LUT-unit single inputs have been
described. The statement is powered that the group invert distribution is possible for several LUT-unit inputs. We can
estimate approaches to hardware and software implementation of the method offered.

Keywords: steganography, digital watermarks, data protection, data embedding, hardware stego-container, LUT-
oriented architecture, secret data transfer, protection from unauthorized use
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PO3BUTOK METOAY CTE'AHOTPA®IYHOI'O IPUXOBYBAHHS JTAHUX
B LUT-OPIEHTOBAHUX AITAPATHUX KOHTEMHEPAX

AHomayia. 3anpononosano po3eumox Memooy CmezaHoepaiuHo20 NPUXo8y8ants OAHUX 6 anapamHux KOHmell-
nepax 3 LUT-opienmoganoro apximexmypor. OcHogor memody 66yoogysanis oanux 6 LUT-konmeitinep € npoyedypa,
AKA NONA2AE 6 THBEPMYBAHHI 3HAYEHb NOMOYHO20 00poboeanozo baoky LUT ma euxonanHi nowupenns ingepcii Ha
6x00u ecix bnoxie LUT, nioknouenux 00 uxody nomouno2o 61oky. Onucano npuHyuny UKOHAHHs ROWUPEHHS IHgepcii
Ha o0unouHi éxoou onoky LUT. Ilpusedeno meepooicents, sike 00380JIA€ GUKOHYBAMU 2pYNoge NOuWUpeHHs iHeepcil Ha Oe-
Kinvka 6xo0ie onoky LUT. [lokazari nioxoou 0o anapamuo-npozpamuol peanizayii 3anponoHo8aHo2o memooy.

Kniouoei cnosa: cmezarnocpagis, yughposi 600smi snaku, 3axucm ingpopmayii, 66y008y8anHs OaHuUX, anapamHuii
cmezo-koumeunep, LUT-opienmosana apximexmypa, cekpemua nepeoaya 0aHux, 3aXucm Gi0 HecaHKyioHOBAHO20 GU-
KOPUCMAHHAL

BBenenmne. IIpobGiema 3ammtel 11udpoBOit
uHpOpMallUd OT HECAaHKIMOHUPOBAHHOIO JO-
cTyna, (ampcudukanuy, HapyIIeHUs JTHICH3U-
OHHOTO pPEXHMa €€ HCIIOJIb30BaHMUs U MPOUUX
yrpo3 cervac sIBJISICTCS YPE3BBIYAHHO AKTYallb-
HOW. OmHuM 13 5((PEeKTUBHBIX HalpaBIeHHUH
pelIeHus 3ToW Mpo6IeMbl BBICTYNIAET CHMe2aHO-
epagus. B ee ocHOBe JIeKHUT CKpbITHE (akKTa
CyLIECTBOBAHUs BCEU WJIM YacTH 3allMINAEMOM
uHpopmanuu [1]. Bo3moxHbIe MEXaHU3MBI CTe-
raHorpauueckoil 3amMThl JAHHBIX OCHOBAHBI
Ha: OpraHu3alyy CKPHITHIX KaHAJIOB Iepelaun

© 3amenkun K.B., Usanosa E.H., 2014

JTAHHBIX BHYTPH OTKPBITHIX KAHAJIOB; CKPHITOM
XpaHEeHUU JaHHBIX HA TOTEHIUATHHO He3alllH-
IIEHHBIX OT HECAHKIIMOHMPOBAHHOIO JOCTYyIa
HOCHUTENSIX WH(pOpMaIny; BCTpauBaHUM  CKPBI-
TBIX METOK (Yughpoevix 600HbBIX 3HAKOB) B pa3-
JAWYHbIe WH()OPMAIMOHHBIE OOBEKTHI C IIEIBIO
KOHTPOJISI UX UCIIOJIb30BaHUS [2].
TpamuimonHble cTeraHorpaguyeckre Me-
TOJIbI, Yallle BCEro, OCHOBaHbl Ha BCTPAUBAHUU
CeKpeTHOU MH(pOpPMAIMU B naccuguvie (BBIIOJI-
HSIIOIIME TOJIBKO (DYHKITUIO XpaHEHUS JTaHHBIX)
MYJIbTUMEIUHHBIE KOHTEHHEpHI: Tpadudeckue,
3BYKOBBIe, Bujeo (aiinel [3]. HWccrnemoBanus
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MOJIXO0JIOB K HCIIOJIb30BAHUIO HEMYJIbTHME U -
HBIX OKMUGHbIX CTEro-KOHTEHHepoB — HH(Op-
MAITMOHHBIX OOBEKTOB, BBINOJIHSIIOMUX HEKOTO-
PYIO BBIYHUCIMTEIBHYIO WIH  YIPABISIONLYIO
(YHKIMIO, HAXOJATCS celdyac Ha HadaIbHOM
cTamuu. B paMkax Takux MOJXOJOB, HApUMeEp,
IpeJylaraeTcsl UCMojib30BaTh B KauecTBE CTEro-
KOHTEWHEPOB Uil BHEJPEHUS IUPPOBBIX BOJIS-
HBIX 3HAKOB WJIM JUIS 337a4 CKPBITOTO XpaHEHUs
W TIEPEChUIKH 3alllUINEeHHOW HWH(POpMAIUH, WC-
noJHsIeMble (Gaitibl [4—6] WM UCXOIHBIE KOJbI
rporpamum [ 7, 8] 11 BEIYUCIUTETLHOW MAITTHHBL.

B pabote [9] ObUT mpenyoxkeH MeToJ BHE-
peHusi JaHHBIX B crero-koHtedHepsl ¢ LUT-
opuentupoBannoit apxutektypoit (LUT — Look
Up Table — tabnuma moucka), KOTOpble OTIH-
YarOTCSl OT TPAJUIUOHHBIX KOHTEHHEPOB TEM,
YTO SIBIISICTCS aKMUGHbLIMU WHYOPMAITMOHHBIMA
OOBEKTAaMH, COCTOSIIIUMU W3 HeAGMOHOMMHBIX
9JIEMEHTApHBIX €JUHUI], JIaHHbIE B KOTOPBIX
npeacrasiensl mouno [10]. OcHoBHOE cojep-
JKaHWe yKa3aHHOro MeToja B pabote [9] u3nara-
eTcsi B caMOM O00IleM BHJIE KaK COBOKYIHOCTb
CHEIUAIBHBIX MOJIOKEHUHU, OTPEAEISIONUX MO0-
CJIeJIOBATENIbHOCTh U YCJIOBHSI peallu3aluu Ipo-
necca ckpoiThs JaHHbIX B LUT-koHTeiHEpe.
Iean nanHoM padoThI COCTOUT B pa3BUTHH YKa-
3aHHOTO METOJla IyTeM €ro JeTajau3aluu JI0
YPOBHSI DJIEMEHTAPHBIX BBIUUCIUTEIHHBIX OIle-
pauuii, MIpUrogHON K HENMOCPEACTBEHHOM amma-
PaTHO-TIPOTPAMMHON pealI3aIiiH.

Metoax BHeapenusi aanHbix B LUT-
KOHTeHep. VcxooHvie OaHHble Memooa:

1) cexpeTHast ABOMYHAS TTOCTIEIOBATEIHHOCTD
M = (my, my, ... , my), HOANEXkKAaIIasi BCTpanuBa-
HUIO B KOHTEWHED;

2) LUT-koureitnep LC, peanu3yroumi He-
KOTOPYIO BBIUUCIIUTEIHHYIO WU YIIPABIISIOLIYIO
(YHKITHIO,

3) k104 key = (set, order) A BCTpauBaHUS
W W3BJICYCHUSI CEKpeTHON MH(popMarum, rae set
— HoMep (anpec) paspsaa LUT, B koTopblil BBI-
MIOJIHSIETCS. BHEJpEeHUE OWTa CEeKpeTHOW Mmoce-
JIOBATEIILHOCTH, order — WH(OPMAIIHSI, OTpe/ie-
astrorasi mopsok ooxoma 6mokos LUT B kon-
TeiiHepe Il BBIIOJHEHUS BCTpaWBaHUS WM
U3BJICYCHHUSL.

Pezynomam npumenenus memooa — LUT-
KoHTeliHep LC*, B KOTOpHI BHeIpeHa IocIe-
nosarenbHocTh M. Ilpu 3TOM (QyHKIIMOHMpPOBA-
HUe KoHTeliHepa LC*, BeIpaXkaroieecs B BBINOJI-
HEHUW €ro IIeJIeBON (YHKIMH, HE JIOJDKHO OTIIH-
YaThCst OT (PYHKIIMOHUPOBaHUS KoHTelHepa LC.

Ilocneoosamenvnocmes  Oeticmeuti MeTOAA
BHEJIPEHUS JaHHBIX B KOHTEHHEP:

Oman 1. OnpeneneHrue BO3MOKHOCTA BCTpa-
WBaHUS IOCIIeJIOBaTeIbHOCTU M B KOHTEHHEp
LC na ocHOBaHMH 3-TO MOJOXKEHHs MeToza [9]:
BCTpaWBaHWE BO3MOXKHO, €CITH CXeMa, COJIep-
kKalmasicss B KOHTeifHepe, umeeT 0ojiee OJHOTro
YPOBHSL.

Oman 2. OneHka BO3MOYXHOCTH BCTpauBa-
HUS TIOCTIeIOBATEIbHOCTA M TIeTUKOM B KOHTEH-
Hep LC, ucxons u3 xonmmdectBa 6okoB LUT, ko-
TOpBIE MOXKHO HCIIOJIb30BATh Il BCTPAauBaHMUSL.

Oman 3. ®opMUpPOBaHUE CIUCKOB OJIOKOB
LUT, npenna3HaueHHBIX JIJIs TPOBEPKH COOIIIO-
JIEHUSI OTPaHUYCHUH 4-T0 ToI0KeHus MeTofa [9]:

— ¢popmupoBanue cnucka FExternalList, B
KOTOPBIA 3aHOCSATCS HACHTU(UKATOPHI OJIOKOB
LUT, HenmocpelcTBEHHO NMOAKIIOYEHHBIE K BbI-
X0J1aM CXEMBI;

— ¢opmupoBanue cnucka BlockList, B KOTO-
pbIil B XOJIe JBVKEHHUSI IO KOHTEWHEPY MTOMEITa-
IOTCSL MJICHTH(UKATOPBI 3a0JIOKHPOBAHHBIX LIS
BcTpauBanus 6okoB LUT.

Oman 4. B cOOTBETCTBUU € 3aJaHHBIM I10-
psankoMm ob6xoma OiokoB LUT konteitHepa, c
y4eTOM OTpaHUYeHHH, OMpeeeHHbIX 4-M Mo-
JOXKeHUeM MeTtona [9], Kaxablil pa3psy ceKper-
HOH TIIOCIIEIOBATENILHOCTH /77; HAa OCHOBaHHHU
CJIEJIyIOIIETro MpaBujia BCTpauBaeTCs B WHIUBU-
nyanbHbii 010K LUT;:

V LUT, | (LUT, ¢ ExternalList &
& LUT, ¢ BlockList &
& OutList(LUT)) N BlockList =) (1)
if LUT;(set) # m; then Embed(LUT;, m;);
LUT; — BlockList.

rne: OutList (LUT;) — cnucokx OsoxkoB LUT,

MOJIKJIFOYEHHBIX CBOMMH BXOJAMHU K BBIXOJY
onoka LUT;;

set — HoMep paszpsana LUT, B koTopblil BbI-
HOJIHSETCS] BHEPEHUE CEKPETHOTO OHTA 771);

Embed — mponienypa BcTpeBaHUs pazpsiia
m; B 610k LUT; 1o agpecy sef;

“—” — omepanusl BKJIIOYCHUS HIACHTH(U-
karopa 6sioka LUT B cniucok.

Buemnee ycnosue npasuiia (1) onpenensiet
BO3MOXKHOCTh Hcnoyb3oBanus Omoka LUT ga
BCTPAauMBaHMSI OYEPEIHOrO paspsijia CEKPETHOM
MocJieI0BaTeIbHOCTH. [[aHHOEe cocTaBHOE ycIio-
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BHE OIpeJessieT To, uto 0ok LUT;, npenHa3Ha-
YeHHBIN /I BCTpauBaHus WH(popManmu:

a) He JIOJDKEH COJIepXKaThesl B CIUCKe OJ10-
KOB, HETOCPEJICTBEHHO MOKIIOYEHHBIX K BBIXO-
JlaM CXEMBI;

0) He JOJDKEH CcoJiepkKaTbCsi B CIIUCKE
BlockList, 0650K0B, 3a0JTOKHpPOBAaHHBIX IS
JTAbHENINEero BCTpauBaHuUs;

B) €r0 BBIXOJI HE JOJDKEH OBITH MOAKIIOUECH
Ha BX0J1 6J10KOB U3 cniucka BlockList.

Buytpennee ycnoBue npasuia (1) o3nava-
eT, uto Embed — mponietypa BCTpeBaHUs pa3psi-
na m; B 6ok LUT; no aapecy sef, BBIIOJIHSAETCS
TOJILKO TOTJa, KOT/Ia 3HaYeHHE, cojepKalieecs
B JIaHHOM OJIOKE IO YyKa3aHHOMY afpecy, He
COBIAJaeT CO 3HAYECHHUEM pa3psla, KOTOPBIH
HEOOXO/UMO BCTPOUTH. B MpOTHBHOM ciiyuae
OTCYTCTBYET  HEOOXOJMMOCTH  BBINOJIHEHUS
BCTpauBaHus B JaHHBIA 010k LUT;.

brnoxu LUT, He ynoBineTBopsIOmINE BHEII-
HEMYy WM BHYTPpEHHEeMY ycioBuio mpaBuia (1),
UTHOPHUPYIOTCSL B Ipoliecce 00Xo/a KOHTeHHe-
pa. BerpanBanue undopmanuu B HUX HE MPO-
m3Boautcs. bnoku LUT, ynosieTrBopsromine
BHEIITHEMY YCIIOBHIO, HO HE yJIOBJIETBOPSIOIINE
BHYTpEHHEMY YyclioBuIO IpaBwia (1) XpasT
9JIEMEHTHI CEKPETHON MOCIe10BaTeIbHOCTH, HO
BCTpaMBaHHE B HUX HE MPOU3BOJAUTCS IO MpU-
YUHE COBIQJIEHUS WCXOJHOTO WX 3HAYEHUS CO
3HAYeHUEM, MOJISKAIINM BCTpauBaHuio. B xo-
Jie ipuMeHeHwust ipaBuia (1), He3aBHCUMO OT TO-
ro, KakuM obpa3zom B ouepeaHoit 6ok LUT Ob11
MOMEIIEH Pa3psi/i CEKPETHOM MOCIIeI0BaTEIbHO-
cTH (TIpH OMOINM Tpouenypsl Embed umu 310T
pa3ps HaxOAWICs B KOHTeHHEpe U3HAYAIbHO, 1
npuMeHeHue mnpouenaypsl Embed ne TtpebGopa-
J0ch), uaeHTuukatop nanHoro 6moka LUT 3a-
HOCHUTCSI B CIIMCOK 3a0JIOKUPOBAHHBIX VIS Jallb-
He#1ero BcrpanBanus 6;10koB BlockList.

IIpoyeoypa ecmpausanuss Embed

[Iponienypa Embed, BBITIONHSIOMAsS BCTpa-
uBaHue paspsana m; B 6nok LUT; no agpecy set
COCTOMT U3 JABYX JE€UCTBUMN:

1) unBepTupoBanue 3HadeHUH Osoka LUT;
(kaXxmoe W3 3HAYCHHM, XpaHSIIMXCs B OJIOKe,
MEHSIeTCs Ha IPOTUBOIIOJIOKHOE);

2) BBINIOJIHEHUE Mpoyedypvl pacnpocmpa-
HeHue uHeepcuu Ha BXoAbl Bcex OnokoB LUT,
coaepxamuxcst B crucke QutList(LUT;). Pac-
MPOCTpPaHEHWE WHBEPCHH COCTOUT B HMHBEPTH-
poBanuu Bxojaa 6oka LUT. Takoe mHBEpTHPO-
BaHUE CBOJMUTCS K IIE€PECTAHOBKE 3HAYCHUH,

xpansumxes B Osnoke LUT, u onpenensiercs
CJICTYIOIHAM 00pa3oM.

Beenem o6o3nauenus. Ilycts Omox LUT;
nMeeT Habop 3 n BXOJIOB

. =1 . . n=2 .1 .0 o
In,=(in'",in]",...,in;, in; ). Kaxgsli u3 Bxo-

1
noB in' mpu k=0...n-1 3a7aeT OMH U3 pazps-

noB azapeca Onoka LUT, U coOTBETCTBEHHO
umeer Bec 2. KommuecTBo 3HaueHwmii, XpaHsi-
muxcs B ganHoM 0imoke LUT paBao N=2". O6-
pareHue (Ha YTEHHWE WJIM Ha 3alicCh) K 3HAYe-
HUIo, Xpausieecss B Oimoke LUT, mo ampecy s
OynmeMm mamee obOo3HayaTh kak LUT(s), toe s
MOKET 3a/1aBaThCsi B BHUJE JIBOMYHOTO YHCIIA,
KOJIMYECTBO pa3psoB KOTOPOIO, COBIAJAET C
KoamdecTBOM BxozoB Oioka LUT, mim B BHAC
JIECSITUYHOTO SKBUBAJICHTA 3TOTO YHCIIA.
Crnenyroumm 0o0pa3oM oOIpenenM Mpoiie-
ypy TiepecTaHoBKY 3Ha4YeHni Ooka LUT:

Permutation(LUT,, w):

0 i 2)

Vs LUT(s,) <> LUT(s,)
rje: s — Mo00# TOmyCTUMBINA aapec JUisl JaHHO-
ro omoka LUT};

0 1
w H Sy

pa3nuyaroTcs TOJBKO 3HAYEHHEM B paspslle,
HMMEIOIIEM BEC W, a B OCTAJIbHBIX pa3psijax COB-

s — JIBOWYHBIE HAOOPBI, KOTOpHIE

nanaroT. Habopsr S?V u siv COZIepIKaT B paspsie

C BECOM W HOJIb ¥ €IMHUILY COOTBETCTBEHHO.

“<>” — omeparus oOMeHa 3HaueHu# OIoka
LUT (3HaueHme, ykazaHHOE B KauyeCTBE JIEBOTO
olepaHjia, MOMEIAETCs Ha MECTO MPABOTo Olle-
paHga 1 Hao0oPoT).

Takum 006pa3om, NMPUHIIUI TEPECTAHOBKU B
X0JIe PacHpOCTPAHEHUS] WHBEPCHUH 3aBUCUT OT
JIBOMYHOTO Beca BXOJa, Ha KOTOPBIA pacmpo-
cTpaHsercs mHBepcus. Hanpumep, st pacripo-
CTpaHeHMsI MHBepcuH Ha Bxon Onoka LUT, nme-
FOIIMA BeC W =1, B COOTBETCTBUU € BBIPAKEHUEM
(2), BbIMONHsIETCS] B3aWIMHBI OOMEH 3HAUYCHUH,
PacloIOKEHHBIX MO aJipecaM, OTJIMYAIOIIUMCS
TOJIBKO B MJajimeM pazpsae (¢ Becom 1). Dto
MPUBOANUT K OOMEHY 3HAYEHUSIMU, HAXOISIIUMU-
cs Mo ONMXKaNIIMM YEeTHBIM M HEUYETHBIM ajpe-
cam: LUT(0)«> LUT(1), LUT(2)<«> LUT(3),
LUT(4) <> LUT(5) wu T.n. AHaIOTW4YHBIM 00pa-

30M, paclpocTpaHeHHe WHBEPCUU Ha BXO] OJIOKa
LUT, nmerommuii Bec w =2, IPUBOJUT K B3aUM-
HOMY OOMEHY 3HAYEeHUSIMU, PACIOJI0KEHHBIMH 10
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ajzipecaM, OTJIMYAIOLUIMMCS B pa3psifie ¢ BECOM 2:
LUT(0) <« LUT(2), LUT() <> LUT(3),
LUT(4) <> LUT(6), LUT(5) <> LUT(7) u 1.1

Ha puc. 1 nmokasansl npaBmiia pacrnpocTpa-
HEHHUsI UHBEPCUU ISl YETBHIPEX-BXOA0BOr0 OJI0-
ka LUT. Cronbust 4, B, C, D coaepxar pa3ps-
JIbl ajipeca, I10JIaBaeMble Ha COOTBETCTBYIOIIHE
BXOJIbl. Beca BX0JI0OB YBEIWYMBAIOTCS ClieBa

HamnpaBo: A —Bec 1, B—Bec 2, C —Bec 4, D —
Bec 8. B croiuOie out HaxonsaTcs 3HAYECHUS, CO-
nepxamuecs B 0moke LUT. Ha puc. 1 (a) noka-
3aHBI TIEpBOHAYaIbHBIE 3HadeHUs Omoka LUT,
Ha puc. 1 (0) — (1) moka3aHbl pe3yJbTaThl pac-
IIPOCTPAHEHUS HHBEPCUH Ha BXOJIbI 3TOr0 OJI0Ka
D, C, B, A COOTBETCTBEHHO.

o

D°|C*|\B*|Alout] |D°|C*|\B* |4 |out| |D°|C*|B*| A out| |DP|CY|B*|A"\owr| |DP|C*|B*|A"|out
olololofla] Jolo]olo]n ololofo]m]| [olo]olo]m]| [o]o]o]0]As
ololol1|n olofof1]m] [o]olo][1]n] [o]olo][1]As] [O0lO]0]1]|h
ololt]olm] Jolof[1]o]la]| Jofof1]o]m] [o]0]1]0]A] [O]O]1]0]A,
ololt]1fa] Jolo[1ltlm| oflof1]1]m] [O]O]1]1]A]| [O]O]1]1]n,
ol1lolofn] Jol1]olo]las| Jof[1]o]o]a] [O]1]0]0]A]| [O]1]0]0]Anm
ol1loltlas] Jol1]oltlaml| Jo[1]o]1]A]| [O[1]O]1]A 0[1]0]1]h;
ol1lt]olas] Jol1[1lolnm ]| Jo[1t]1]olm] [o[1]1]0]m]| [O]1]1]0]AL
olt1[1]1]a] o]ttt ]a] [o]1]t][1|as| Jolt|t]t]al [o]1]1]1]As
1]0]0[0]h 1]olofo]h 1lolofolmel [1]0]0]0]mn] [1T0]0]0]A
1joflol1|h 1]{olol1]h tlololt]ay] [t]o]o]1]as] [1]0]0]1]A
tloft]olme] [1]0]1]0]Ay] [1]0]1]0]hs tlolt]{ofrs] [1]o][1]0]m
tlofttfag] [tlol1t]mel 1Ot 1 ] [1]O[1]1]ms| [1]O]1]1]As
t{1lololax] [1]1]olo]as] [1]1]o]o]ms [1]1]0]0]h 1]1]o]o]h
tlrjof1]asl [1]t]ol1]as] [1]1lo]1]ms| [1]1]0]1]A 1]1]o]1]hs
tltfrlolas] [tT1]1]0]ms| P10t ]ola] T1]0 100 A0l [1]1]1]0]h
Vo[l [l ama] [0l [0 msl (AT 0 A [0 1R
a 0 B r hit

Puc. 1. IIpaBuiia pacripocTpaHeHNsI THBEPCUM HA BXO/IbI YETBIPEX-BX00Bor0 0s1oka LUT
a) UCXOHBIEC 3HAYCHMS; O) pacipocTpaHeHre Ha BX0JI 4; B) pacpocTpaHEeHHE Ha BXOT B;
r) pacupoctpaneHue Ha Bxoj C; 1) pacnpocTpaHeHue Ha Bxon D

brnoxu LUT, ucnone3yemble B COBpEMEH-
HBIX CpEJICTBaX MU(PPOBOM TEXHUKU UMEIOT He-
0OJBIIIOE KOTHYECTBO BXOA0B (0T 3 70 6). B cu-
Jy 3TOTO HET HEOOXOJWMOCTH BBINOJHATH IO-
UCK HabopoB, Ha KoTophix 3HaueHus LUT B co-
OTBETCTBUH C BBIpakeHHEM (2) mojayiexar 00-
Mmeny. [IpaBuna oomena juist Takux 6;10koB LUT
MOTYT OBITh JKE€CTKO OIPE/EIICHbI B peain3auu
aIrOpuUTMa PacIpOCTPAHEHUS HHBEPCHH.

B obmem ciayuyae mponeaypa pacmpocTpa-
HEHUSI UHBEPCUH MOXKET UMETh MECTO He IO O/I-
HoMy Bxonxy Osioka LUT, a mo HeCKOIbKUM €ro
BXOJ[aM OJHOBPEMEHHO (epynnogoe pacnpo-
cmpanenue uxeepcuu). BpIOIHEHHE Takoro
IPYNIIOBOTO paclpOCTpPAaHEHUS! OCHOBAHO Ha
CJIEJIYIOIIEM YTBEPKIACHHUH.

Ymeepoicoenue.  Pesynprar rpynmnoBoro
pacnpocTpaHeHUs] MHBEPCUM Ha BXOJbI OJOKa
LUT He 3aBUCHT OT NOpsiJIKa BBIOJTHEHUS TIPO-

HeAypbl pPaclpOCTpaHEHMs] MHBEPCHUU Ha OT-
JIeNIbHBIE €r0 BXO/IbL.

Jloka3aTelbCcTBO 3TOTO YTBEPXKIEHUS CO-
CTOUT B cllefyromeM. PacnpocTpanenue nuBep-
CHUU OCHOBAaHO Ha NEPECTAaHOBKE, 1O MPaBUITY
(2), 3nauenmii, xpausmuxcsi B Osoke LUT.
Kaxxnas takas mepecTtaHOBKa NMPUBOAMT K B3a-
UMHOMY H3MEHEHMIO TOJIBKO OJHOIO pa3psia
ajzjpeca JJis MepecTaBlisieMbIX 3HaueHui. Pa3ps-
JIbl ajpeca B XOJE€ BBIIOJIHEHHUS NIEPECTaHOBOK
HE 3aBUCAT JpYT OT japyra. B cuimy storo nops-
JIOK M3MEHEHUS pa3psiioB HA OCHOBAHUM BbBIpa-
KeHUs (2) Tpu HECKOJIBKUX MOCIIEI0BATEIbHBIX
M3MEHEHMSIX C pa3sHbIMHU 3HAYEHUSIMU W HE BIIU-
seT Ha pe3ysbTar JaHHbIX u3MeHeHui. Creno-
BaTEJIbHO, U MOPSAOK BBIIOJIHEHUS paclpocTpa-
HEHMs MHBEPCUM Ha OTJENbHBbIE BXOIbl OJl0Ka
LUT He BusieT Ha OJIy4aeMblii pe3yJIbTarT.
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1 1 1 1 1 1 1
2 2 2 2 2 2 2
3 3 3 3 3 3 3
4 4 4 4 4 4 4
5 5 5 5 5 5 5
6 6 6 6 6 6 6
7 7 7 7 7 7 7
8 8 8 8 8 8 8
9 9 9 9 9 9 9
10 10 10 10 1 10 10
11 11 11 11 11 11 11
12 12 12 12 12 12 12
1 3><1 3 13 13 1 13 13
14 14 14 14 14 14 14
15 15 15 15 1 15 15
a 6 B r

Puc. 2. I'paduyeckast unTEepIpeTaIUs MEPECTAHOBOK, BOZHUKAIOIINX TTPU
pacmpocTpaHEHUH HHBEPCUHU Ha BXOJbI YeTHIPEX-BX010Bor0 O10ka LUT
a) pacIpocTpaHeHHe Ha BXOJ] ¢ BecoM 1; ) pacmpocTpaHeHHe Ha BXO/JI C BECOM 2;
B) pacmlpocTpaHeHHE Ha BXOJI C BeCOM 4; I') paclpoCTpaHEHUE Ha BXO/[ C BECOM §

0000{0001|0010{0011{0100/0101]0110{0111|1000{1001|1010{1011{1100/1101|1110{1111

?1710001]0000[0011]0010[01010100[0111]0110{1001{1000{1011]1010[1101]1100[1111[1110

0000]{0001]|0010/0011]0100|0101{0110]{0111|1000{1001{1010{1011{1100{1101|1110{1111

?2710010]0011]0000/0001{0110[0111]0100[0101]1010]1011]1000]1001]1110[1111]1100]1101

0000]{0001]{0010/0011]0100|0101{0110]{0111|1000{1001{1010{1011{1100{1101|1110{1111

?4710100]0101]0110[0111]0000[00010010[0011]1100]1101[1110]1111{1000{1001|1010]1011

0000]{0001{0010/0011]0100[0101{0110]{0111]1000{1001{1010]1011|1100{1101|1110{1111

?8711000{1001]1010[1011]1100[1101]1110{1111]0000]0001[0010]0011]0100[0101]0110/0111

Puc. 3. ManI/II_[BI @; IICPECTaHOBOK 3HAYCHUH B XOJ€ pacinpoCTpaHCHUs HHBEPCUUN

Ha BX0/bI 4-x Bxog0Boro 6moka LUT (uHIEKC i — COOTBETCTBYET BECy BXO/J1a)

Ha puc. 2 rpadudeckn mokas3aHbI mepecTa-
HOBKH 3HA4YeHUIl B X0Jie PacIpOCTpaHEHUs! WH-
BEpCHUM Ha OTHEJbHBbIE BXOJbl YETHIPEX-
BxojoBoro 6ioka LUT. Ha puc. 3 npuseneHst
TPaJUIIUOHHBIE JJII TEOPHH IEPECTAHOBOK HX
0003HaueHMs] B BUJE JBYXCTPOUHBIX MAaTpHII.
Anpeca 3HaueHHi, xpansmuxcs B 6moke LUT,
IIOKa3aHbl B JIBOMYHOM BHJE. Azpeca 10 Iepe-
CTAaHOBKHM IIpPEJICTAaBICHbl B BEpPXHEH CTpOKe
KaX/I0M MaTpHullbl, MOCie MEPEecTaHOBKU — B
HUXKHEH cTpoke. JlaHHBIE MaTpHIIbI MTOKa3bIBa-
IOT MEXaHU3M HM3MEHEHMsI aJIpecOB B XOJ€ pac-
MPOCTPAHEHUs] MHBEPCHUU, OCHOBAHHBIM Ha He-
3aBHUCHUMOCTH Pa3psIoB aJpecoB JIPYTr OT Japyra
U TIPUBOJISIIMN K HE3aBUCUMOCTHU Pe3yJibTaTa OT

Hopsika MPUMEHEHHs 10/ICTAaHOBOK.

Taxkum oOpa3zoM, Ha OCHOBaHHMM INPHBEJICH-
HOTO yTBEPXKICHMS, B CiIydae, €clid Ipouesypa
pacrpoCTpaHeHUsT MHBEPCHUU OCYIIECTBIISIETCS
oT Heckoapkux O00koB LUT Ha pa3Hbie BXOJbI
oxuoro Omoka LUT, To HeoOXoauMoO IO OT-
JICIbHOCTH BBIIOJHUTH PACHPOCTPAHEHUE HH-
BEPCUU Ha KaXIbIM BXOJ|, IPUUYEM MOPSAIOK 00-
pabOTKM BXOJIOB HE UMEET 3HAUCHMUSL.

O0001mmeHHass 0JIOK-CXeMa IIpe;IaraeMoro
MeTOJ]a B YaCTH BCTPaMBAHUS JIBOMYHOMN IOcCIIe-
nosarenpHocTH B LUT-KOHTEHHEP, OTyUeHHAst
Ha OCHOBAaHUM IIPUBEJICHHBIX BBIIIE I10JI0XKE-
HU, TpUBejeHa Ha puc. 4.
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4
BerpanBanue
BBINOJIHUTD
HEBO3MOKHO

]

1
( Hauamno ’

M:{Wh, my,..., mk}
LC={LUT\, LUT,..., LUT,}
key = (set, order)

3 Konnuectso
YPOBHEH CXEMBI
r>1

TlocnenoBaTenbHOCTh
M He MOXeT ObITh
LEITMKOM BCTPOCHA

B KoHTeltHep LC

Het BbINOJIHUTH
BCTPAUBAHUE YACTH

OCJIC0BATEIBHOCTH,

Her

8 B criucox ExternalList
3aHocsites 610k LUT,
MOJIK/TFOUCHHBIE K BBIXO/1aM
cxembl LC.
Co3aaeTcs myCcToi Cucok
BlockList

/—10

11

Her

Xi&X, & X

A

‘Hpouedypa ecmpausanus
\pa3pﬂ0a m; 6 onox LUT;
\Embed(LUT,, m;)

lﬂpouedypa
ipacnpo-
\cmpanenus
\uHeepcuu

LUT(set) # m;

{ /
19 2
C Komnerg

| Z[aHHI:IX aliroputMa

{9man 1. OnpeneneHne
{BO3BMOXKHOCTU BCTpaUBaHUS
imH(opmanuy B koHTelHep LC

33man 2. OueHKa BO3MOKHOCTH

****** | BCTpaJ/IBaHI/IH IOCJICI0BATCIBHOCTHU

\M B KoHTeitHep LC

\3man 3. ®opmupoBaHue
\CHI/ICKOB ExternalList n BlockList

{Hauano smana 4.

ffffff {Llukn 06xo0/a Beex 6moko LUT

ikoHTeitHepa LC B nopsiike order

\X1: LUT, ¢ ExternalList;

\Xy: LUT; ¢ BlockList;

_ X5 OutList(LUT,)" BlockList=C

'TIpoBepka BO3MOXKHOCTH HCII0JIb30BAHMS
1610Ka LUT; nns BCTpauBaHUsl HA OCHOBAHUU

|
\Ol'paHI/l"ICHI/lI/l 4-ro noJyIoXKeHUst METo1a

! HpOBepKa HE00XO0IMMOCTH

————— ‘ | OCYLIECTBIIEHHS TTPOLETYPBI

}BCTpanBaHm paspsina m; B 6mok LUT;

— 1 —_
| r———-—
‘ {MHBepTHpOBaHUE 3HAUCHUI
Invert(LUT,) F-+--4 pThp ’
! | XPAHSAIIIXCA B onoke LUT;
! T
7777777777777777777777777 | e __
Ve 14 [ ‘; ! ‘]_[I/IKJ'I o6xoma Bcex 61oxoB LUT,
|| ___|COJIEpKANIMXCS B CIIHCKE
= |
p=1... OuiLis(LUT)).Length TT ‘0utL1st(L UT;), T.e. TOIKITIOUYEHHBIX
[ L ‘K BeIxO1y Os10Ka LUT;
15 oo T
i | ‘BLII‘IOJ‘[HGHI/Ie MEePECTaHOBKH
LUT,(s%) < LUT(sy) ﬁ%———‘ Permutation(LUT,, w)
! | ‘3Ha‘-IeHI/II/I OJ10Ka LUT
| |
|
— 16 [ i !
|
P ¥
\ el
TTTTITTIITIIETIIICIIICIIICN
— 17
‘LUT 3aHOCHUTCS B CITUCOK
LUT; — BlockList ~ [----- ‘3a6HOKI/Ip0BaHHI>IX TUIst
|BCTpanBaHus 6JI0KOB
|
— 18 -
A 1Koneu amana 4

Puc. 4. bnok-cxema Merona BcrpanBaHus 1aHHbIX B LUT-koHTeliHED
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Metoa wusBjedenuss aaHubix u3 LUT-
KOHTeiiHepa. [lanee paccmaTpuBaeTcsi METOH
m3BneueHust n3 LUT-konTeliHepa, ceKpeTHOM
JIBOMYHOU IIOCJIEN0BATEIBbHOCTH, BCTPOCHHON B
HEro B COOTBETCTBUU C OMHCAHHBIM paHee Me-
TOJIOM.

Hcxoonvle oannvle memooa:

1) LUT-kontettnep LC*, comepkamuit
BCTPOEHHYIO B HErO CEKPETHYIO JIBOMYHYIO IO-
CJIeI0BATeNbHOCTRIO M = (my, my, ... , my);

2) K04 W3BIEYCHUS BCTPOCHHON WH(pOP-
Manuu key = (set, order).

Pesynomam npumenenuss memooa — v3BIie-
yeHHas M3 KOHTeiHepa JBOWYHAs IMOCJe/I0Ba-
TeNbHOCTE M* = (m,, m,, ..., m, ), KoTopas npu
YCTEITHOM HW3BJICYEHUH JOJIKHA COBMANATh C
Mocae0BaTeIbHOCThI0O M = (my, my, ... , my).
IlocnenoBaTeabHOCTL OEHCTBHI, HEOOXOIMMAasT
JUTSL U3BJICYCHHs] BCTPOSHHBIX JaHHBIX Mpel-
CTaBJeHa Ha puc. S B BuJe Omok-cxembl. He-
CMOTpSI Ha TO, YTO HHPOPMAIIHS O TOPSIAKE 00-
X0JIa KOHTEWHEepa SIBISIETCS COCTABHON YacCThIO
crero-kimoua, He Bce Ooku LUT, nmexamue Ha
CTEro-IIyTH, Ha ATale BCTPauBaHUS MOIJIU OBITh
WCIOJIb30BaHbI /Il BHEAPEHUS JIBOUYHOU IIO-
cleoBaTeIbHOCTH (OrpaHuyYeHusT 4-To MOoJo-
xeHus metona [9]). B cuny dero (aHamoruyso
TOMY, KaK 3TO OBLJIO pPEaTu30BaHO B METOJE
BCTpaWBaHWs) MPU U3JICUCHUU HEOOXOIUMO HC-
MOJIb30BaTh JIBa CIIy)K€OHBIX crucka FExternal-
List u BlockList. AHanu3 3THX CHUCKOB I03BO-
asieT ompeaenuth Mor ju Onok LUT, nexaruit
Ha CTEro-IyTH, OBITh WCIIOJIb30BaH il BHEpe-
HUusl OuUTa CEKpPEeTHOW MOCJIe0BaTeIbHOCTH Ha
stane BcTpauBanus. M3 6;okoB LUT, B oTHOIIE-
HUU KOTOPBIX MPHUHSITO PELICHHEe O TOM, YTO OHH
MOTJIH OBITh WCHOJB30BaHBI NPU BCTPAMBAHUMU,
IIPOU3BOJIUTCS] CUMTHIBAHUE 3HAYEHUH 1O aJipecy
set, SIBISIFOLIEMYCSI DJIEMEHTOM CTEro-KJIoua.
CuntanHbie TaKUM 00pa30M 3HAYEHUS 00pa3yroT
U3BIICUEHHYIO MOCIIeI0BaTeIbHOCTh M™ .

BoeiBoabl. B pabote mpemsiokeHbl AeTaiu-
3UpPOBAaHHBIC METO/Bl BHEIPEHUS U W3BJICUCHHUS
JTAHHBIX, B OCHOBY KOTOPBIX MOJIOKEH 0000IIIeH-
HBIA METOJI CTeraHOTPahuIeCKOro CKPHITHS HH-
¢dopmaru B anmapaTtHbeIx KoHTelHepax ¢ LUT-
OPUEHTUPOBAHHOU apXUTEKTYPOH.

Meron BcTpawBaHUSI TO3BOJISIET BHEAPSTH
nBonuHyto uHpopmanuio B LUT-konteiiHep,
MoJIBeprasi dJieMEHTapHbIE eIMHUIIBI KOHTeHHe-
pa JIOKaJIbHBIM U3MEHEHUSIM, HO, HE MEHSS MpH
3TOM TI00ATBHYIO0 (QYHKITMOHAIEHOCTh KOHTEH-

Hepa. Meron u3BJIE€UEHHs] OCHOBaH Ha BO3MOXK-
HOCTH NMPUHSTHUS PEIICHUS O HAaXOXJACHUH B OUe-
pennom Omoke LUT, nexamem Ha crero-myTu,
3JIEMEHTa BCTPOECHHOW CEKPETHOW IIOCIEI0BA-
TEJIbHOCTH.

1
( Hauano )
2 \
LC*={LUT\, LUT,,..., LUT,} Wﬁf@ﬁﬁeueneune UCXOIHBIX
key = (set, order) |JIaHHBIX AJITOPUTMA

3 B cnucok ExternalList
3aHocsTes omoku LUT,
MOAKTIOYEHHBIC K BHIXO1aM
cxeMbl LC*,
Co3naeTcs mMyCToii CIHCOK
BlockList

1DOPMHUPOBAHKE CIIHCKOB

1ExternalList u BlockList

,,,,,

//—4

iﬂﬁﬁn 00x0/1a BceX OJIOKOB
|---1LUT xonteitnepa LC*
B nopsijike order

,,,,,

Xy LUT; ¢ Externallist;
;Xz: LUT; ¢ BlockList,

~_ X5 OutList(LUT )~ BlockList=&
“ITTpoBepka, MOT Jiu TaHHbIi 610K
{LUT; GbITh MCTIOJIB30BAH JIS
|BCTPanuBaHHs

R
} CuuThIBaHHUE 3HAYEHHS U3

m; = LUT(set) “"Ti6noka LUT; no anpecy set
—7 | 3aHeceHHe N0y 4EHHOTO
iy —> M* | ___i3HaucHuA B BEIXOJHYIO

! JABOUYHYIO
! TOCJIC10BATEIBHOCTD

s |

LUT; — BlockList

)

Puc. 5. biiok-cxema MeTo1a N3BJICUCHUS
nannbix u3 LUT-konTeitHepa

S
;3aHeceHue 6noka LUT;
[-=-IB CIIHCOK 3a0IOKHPOBAHHBIX

;6J10K03

[IpennoxxeHHble  METOABI MOTYT HaWTH
OpUMEHeHHe TpH pa3paboTKe ammapaTHO-
IPOrpaMMHOT0 00ecHeueHus], peaJu3yIoero
BHeJIpeHHe MU(QPOBBIX BOJSHBIX 3HAKOB B KOM-
NBIOTEPHBIE W YIPABISIIOIINE yCTPOWCTBA, IO-
cTtpoeHHble Ha ocHOBe LUT-opueHTHpOBaHHOM
aneMeHTHOU Oasbl (Hampumep, FPGA [10] nmm
[JINC co cxoxumu apxuTekTypamu). Takoe
BHEJIPEHHE JIaeT BOZMOXKHOCTb KOHTPOJIUPOBAThH
PaBOMEPHOCTh  UCHOJB30BaHUS  IPOEKTHOM
HHPOpPMAIINA W CaMHUX YCTPOWCTB Ha pa3iIny-
HBIX JTamax TEeXHOJIOTMH NPOEKTUPOBAHUS H
KU3HEHHOTo NHKjIa (cuHTe3upoBaHHbIH FPGA
poeKT, KoHpuryparmonusrit ¢aiin FPGA, neii-
CTBYIOIIIEE YCTPOKCTBO).
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Kpome 3toro, npenioxeHHble METOIbI MO-
I'yT OBITh UCIIOJI30BAHBI JUIsl OpraHU3aluy cTe-
ro-3alUIIEHHBIX CUCTEM IIEpelaul U XpaHEHUS
nanabix Ha ocHoBe LUT-konteitnepos. Ilpe-
MMYIIECTBA HCIOJIb30BAaHUS TaKUX KOHTEHHe-
POB COCTOST B CIIEIYIOIIEM.

B ornmume oT TpagMIMOHHBIX MYJBTHME-
JUAHBIX cTero-koHBeilepoB, LUT-koHTeliHEPHI
SBJIIIOTCS. AKTUBHBIMU, UMEIOT BIIUSIOLIUE JIPYT
Ha Jpyra 3JEMEHTApHBbIE €IUHUIIBL, KOTOpHIE
XpaHsAT B ce0e JaHHbIE, IPEACTABIEHHBIE TOUHO.

B3aumHOe BiMsHME 3JIEMEHTApHBIX €IWHUIL
KOHTEWHepa JIpyr Ha Jpyra JaeT BO3MOXHOCTh
IIPOU3BOJUTE JIOKAJIbHBIE WM3MEHEHHS WX CO-
JIEP’)KUMOTO, HE MEHsISl MpPU 3TOM TJI00aNbHOM
(YHKIIMOHATILHOCTH KOHTEHHEpA.

TouHOE mpencTaBiIeHUE JTAHHBIX MMOPOXKIA-
€T NOJAXOJbl K IPOTUBOAECUCTBUIO aKTUBHBIM
CTero-aTakam THIIA «CTUPAHHE CEKPETHOW WH-
(dbopmanuny, HeAOCTYIHBIE IS TPATUIIMOHHBIX
MYJIbTUMETUNHBIX KOHTEHHEPOB.

[Ipupona 1aHHBIX, HAXOASIIUXCS B SIIEMEH-
TapHbIX eauHMnax LUT-koHTelHepoB, HE TaeT
CYyLIECTBEHHON CTaTUCTUYECKOM CBSI3H, Kak
MEXAY pa3psiamMH OTAEIbHBIX €IUHUI], TaK U
MEXAY pa3pslaMH COCEIHMX €IUHUI] KOHTEH-
Hepa. DTO He IO3BOJSET NPOU3BECTH IACCHUB-
HYIO CTaTHUCTHYECKYIO CTEro-aTaky Ha TaKoH
KOHTEHHEp METOJaMH CTEro-aHajiusa, [puMe-
HSEMBIMHU JUIsl TPAAUIIMOHHBIX KOHTEHHEPOB.
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