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VIHhopMaLMOHHbIE CUCTEMbBI 1 TEXHONOT A
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K. B. 3allenKuvH, KaHa. TeXH. Hayk,
E. H. IBaHOBa

NHPOPMALIMOHHAA TEXHO/1O0I A BHEAPEHNA CAMOBOCCTAHABJ/IMBAIOLLINX
UNPPOBbLIX BOAAHBLIX 3HAKOB B LUT-OPUEHTVPOBAHHBIE KOHTEWHEPbI

AHHOTaumMA. PacCMOTpPeHbI NOAX0Abl K KOHTPOMO UCNOMb30BaHUA MH(OPMAaLMOHHLIX 06BEKTOB NPK NMOMOLLM
TEXHOMOTUN LMPPOBLIX BOASAHBIX 3HaKoB. OTMeyeHa He06X04MMOCTb BOCCTaHOBEHUS OpUTHaia MHOPMaLOHHOIO
06bekTa (KOHTeliHepa A4ns LpPoBOro BOASHOIO 3HaKa) Moc/e M3BNeYeHnst LPOBOro BOASHOIO 3Haka 13 Hero. Mpea-
NO>KeHa MH(OPMaLOHHas TEXHOMOMNSA BHEAPEHNS CaMOBOCCTaHaBMMBAOLMX LM(IPOBbIX BOAAHbIX 3HAKOB B KOHTEii-
Hepbl ¢ LUT-0preHTMPOBaHHON apxXxMTeKTYpoii. TeXHONOrMst OCHOBaHa Ha KOMMO3WLMM MOAXOA0B K OpraHm3aumm ca-
MOBOCCTaHaB/MBAKOLLMX LMGPOBLIX BOAAHBLIX 3HAKOB B MACCMBHbIX MyNbTUMEAMAHLIX KOHTE/Hepax M MOAXOA0B K
BCTpaMBaH1O AOMONHUTENbHOW MHhopMaumn B LUT-KoHTelHepbl. MpuBegeHa MHGopMaums 0 NpakTUYecKoi peanu-
3auuv npeanaraemoli TeXHONormu.

KntoueBble cnosa: LUMQpPOBbLIE BOLAAHbIE 3HAKM, KOHTPOMb UCMONb30BaHWA MH(DOPMALMOHHLIX 06bEKTOB, 3almTa
WHopmauum, cTeraHorpadusi, BHEAPEHWE [ONONHUTENbHbIX [AaHHbIX, annapaTHblii CTero-koHTeiHep, LUT-
OpPUEHTMPOBaHHasA apxnTeKTypa, MUKpocxembl FPGA

K. V. Zashcholkin, PhD.,
E. N. lvanova

INFORMATION TECHNOLOGY OF EMBEDDING SELF-RECOVERY
DIGITAL WATERMARK IN LUT-ORIENTED CONTAINERS

Abstract. The approaches to the control of use of information objects by means of technology of digital watermarking
were reviewed. The necessity to recovery of original of information object (container for digital watermark) after extracting
digital watermark from it was marked. We propose an information technology embedding self-recovery digital watermark in
containers with LUT-oriented architecture. The technology is based on composition of approaches to organisation self-
recovery digital watermarks in passive multimedia containers and approaches to embedding additional information in the
LUT-containers. Information about the practical implementation of the proposed technology was presented.

Keywords: digital watermarks, control of use of information objects, data protection, steganography, embedding
of additional data, hardware stego-container, LUT-oriented architecture, FPGA chips

K. B. 3al0/KiH, KaH[. TeXH. HayK,
O. M. IBaHOBa

IHOGOPMALIMHA TEXHO/OIM A BBY/JOBYBAHHSA CAMOBIAHOB/TIOBAJIBHNX
UNPPOBUX BOOAAHMNX SHAKIB B LUT-OPIEHTOBAHI KOHTENHEPK

AHOTauisa. Po3rnsHyTOo Nigxoan A0 KOHTPOMK BUKOPUCTaHHA iHpopmaLiiiHnx 00’'eKTiB 3a [JONOMOIrol TEeXHO-
norii upoBux BOAAHMX 3HaKIB. Bifi3HaueHa He0OXiAHOC T BiHOBNEHHS opuriHany iHpopmMauiiHoro o6’ekTa (KOHTel-
Hepa Ans UMpoBOro BOASHOIO 3HaKa) Nicns BUAYYEHHS LMPOBOro BOASHOMO 3HaKa 3 HbOro. 3anponoHoBaHo iHopma-
UiiHy TexHonorilo BOyAOBYBaHHA CaMOBIAHOBMOBA/bHUX LM(POBMX BOAAHWX 3HAKIB B KOHTeiHepn 3 LUT-
OpiEHTOBAHOI apXiTeKTYypotl. TexHosoria 6a3yeThCA Ha KOMNO3uLiT Nigxoais 40 opraHisawii caMoBifHOBMHOBa/IbHUX
LMCPOBKX BOAAHMX 3HAKIB B MACUMBHUX MYyNbTUMEZINHNX KOHTeHepax i nigxodis Ao BOYA0ByBaHHA A0AATKOBOI iHOp-
mauii B LUT-KoHTeilHepn. HasefeHo iH(hopMauito Npo NpakTWyHy peastisallito 3anponoHOBaHOT TEXHOMOT .

KntouyoBi cnosa: uugposi BOASAHI 3HaKW, KOHTPO/b BUKOPUCTaHHS iHhopMaLiliHX 06’€KTIB, 3aXUCT iHdopmauii,
cTeraHorpadisi, BOyfoByBaHHsA AOAATKOBUX JaHUX, anapaTHWUA CTero-KoHTeinHep, LUT-opieHTOBaHa apxiTeKkTypa,
Mikpocxemu FPGA

BeegeHme. TexHONOrMM UMGPOBLIX BOAA- BCEro OrpaHM4YMBaeTCA 3aluTod  My/bTUMe-
HbiX 3HakoB (LIB3) [1] npeacTaBnsitOT CO6OWM  AMAHONO KOHTEHTA: rpaiMuyeckux, 3BYKOBbIX M
3(PeKTMBHbIN NOAXOA K KOHTPOMK MCNOoNb30-  Buaeo arinos [2], [3].

BaHWS MH(OPMALMOHHbLIX 006beKTOB. OAHUM 13 TexHonoruy LIB3 ocHOBaHbl Ha MprMeHe-
aCMeKTOB TAaKOro KOHTPONA BbICTYNaeT 06ecre-  HWM CTeraHorpauueckmx npuUeMoB, B pamKax
YeHVe 3allMTbl aBTOPCKMX MpaB Ha OOLEKT.  KOTOPbIX CKpblBaeTcA (akT Hanuuma LIB3 B
TexHonorum LIB3 akTMBHO MCNO/b3YHOTCA B CO-  MHKOPMALIMOHHOM 06beKTe (KoHTeliHepe LIB3).
ctase DRM-cuctem (Digital Rights Menage- pu atom LLB3 MOXET 6bITb CUMTaH M3 KOHTEN-
ment), 04HaKO MX 06/1aCTb NPUMEHEHNS Yallle Hepa B C/lyyae Ha/Mums CTEro-Knkoua, onpege-

© 3awenkvH K.B., MBaHosa E.H., 2014 NAOLWEro npasuna goctyna K anemeHtam LIB3
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[4]. KoHTpO/b NpaBOMEPHOCTH MCMO/b30BaHUSA
NH(OPMaLMOHHOro 00bekTa 6asupyeTcs Ha
TOM, YTO npaBoobnafaTeslb UMeeT BO3MOX-
HOCTb BHeApuTb B 06bekT LIB3, copepxalynii
NOeHTMULMpYIOLWMe faHHble npasoobnajare-
na. dakt Hanmuma atoro LIB3 B nHopmaumoH-
HOM OOBbEKTe M ero CoZepXuMoe MOryT ObiTb
nposiBNieHbl TONbKO MpaBoo6nagatenem, obna-
[AKOLLMM CTEr0o-K/H4OoM.

B gaHHol paboTe npeanaraeTca MHMopmMa-
LIMOHHaA TEeXHONOrnsa BHEAPEHUs caMoBOCCTa-
HaB/nMBaroLLmxca LIB3 B akTUBHbIe annapaTHble
KOHTelHepbl, NOCTPOEHHble Ha ocHoee LUT-
OPWEHTUPOBAHHOW apxuUTekTypbl (ganee LUT-
KOHTeiHepbl). K TakMum KOHTeliHepaM OTHOCAT-
ca, Hanpumep, mukpocxembl FPGA (Field Pro-
grammable Gate Array) [5], aBnawowmecs, Ha
TEKyLUMIA MOMEHT, BECbMa WCMO/b3YeMON ase-
MEHTHON 6a30/ N8 MOCTPOEHUS KOMMbHOTEP-
HbIX U ynpaBnsoLwmx cucteM. OCHOBHbIM 3/1e-
MEHTOM TakuX KOHTEHEepOB BbICTYNalT 6/10KK
LUT (Look Up Table — Tabnuua noucka), Ko-
TOpble NPeACTaBNAT COOO0M CTPYKTYpPY [AaH-
HbIX, UCMOMb3YEMYIO C Lie/Ibl0 3aMeHbl BbIYMUC-
NEHUA Ha onepauun MOUCKa 3arOTOB/IEHHbIX
JaHHbIX [6]. Bnokn LUT B FPGA 006bI4HO
npeAcTaBneHbl B BUAe OAHOPa3psLHON onepa-
TUBHOW namsTh. Bxogbl 6noka LUT npu aTom
ABNAIOTCSA afpecHbIMU BXOAaMW Takon namsTu.
Mpy KoNnuecTBe BXOA0B, paBHOM N, 610K LUT
XpaHUT B cebe 2" BUT MH(OPMALM 1 CNOCOBEH
BbINO/IHUTL BbIYUC/IEHNE 3HAYEHUS OLHON n-
aprymeHTHOI 6yneBovi (hyHKLMN.

B 60nblUIMHCTBE 3aa4 KOHTPONS WUCMOMb-
30BaHVS MHMOPMALMOHHBIX OOBEKTOB Cyllle-
CTBYeT HeoOXOAMMOCTb BOCCTAHOB/IEHUS OpU-
rMHaNbHOro BuAa 0bbekTa (BUAa, KOTOPbIA TOT
nmen [0 BHedpeHus LIB3) B npouecce CUMTbI-
BaHMA LIB3 13 obbekTa. MeToabl obecneyeHus
TexHonmorun LIB3, ob6nagatouime BO3MOXKHO-
CTbHO BOCCTaHOB/IEHUA OpUrMHasia HasblBatoTCA
camoBOCCTaHas/NMBaroLWmmy LIB3.

CamoBoccTaHasmsarolyme LB3 nonyymnm
pa3BuTMe B 06/1aCTV KOHTPONSA MACcCUBHbLIX MYy/lb-
TUMEeLUHbIX KOHTENHEepOB, HanpuMmep rpaguye-
CKMX, 3BYKOBbIX W BUAEO (haiinos. OfHaAKO UMeeT
MECTO HeoOX0AMMOCTb B KOHTPO/e WCMO/b30Ba-
HYS Npy nomMoLum LIB3 He To/bKo AN MHgopMa-
LIMOHHbIX 0OBEKTOB Takoro poja. 3ajaya opraHu-
3auum camoBocCTaHaBMBaoWyx LIB3 B akTuB-
HbIX KOHTEeHepax, BbIMOHSAIOLWMX HEKOTOPYHO
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BbIUMCIUTENIBHYHO NN YMPABIAIOLLYIO0 (PYHKUMIO,
Ha TeKywuii MOMEHT He pelleHa. B pabotax
[7], [8] npegnaratoTcs MeToabl BHeapeHus LIB3 B
akTuBHble LUT-KOHTeliHepbl. OfHaKo AaHHble
MeTofbl He 0611a4aloT BO3MOXHOCTBIO BOCCTa-
HOB/NEHWS OpUrHaNa KOHTeHepa.

Llenb HacTosiwel paboTbl COCTOMT B
obecneyeHn BO3MOXHOCTW BOCCTAHOB/IEHUA
OpurMHana KOoHTeilHepa nocfie U3BMEYeHUs U3
Hero LIB3 3a cyeT pas3BuTMA MeTO40B OpraHu-
3auum LIB3 B LUT-KOHTeiHepax.

MHpopmaLmoHHass TexHo/orna BHegpe-
HUA camoBoccTaHaBMBatoLwero LIB3 B LUT-
KOHTelHep. PaccmaTpuBaemas B aHHOW pabo-
Te VH(OpPMaLNOHHaA TeXHOMOrns ABMSETCS
(hopMasIM30BaHHbIM  MPOLLECCOM  NPUMEHEHUSA
npegiaraembiX M CYyLECTBYIOLWMNX METOAO0B, a
TaKXXe CpeacTB  00pabOTKM  MHGopmaumu,
Hanpas/ieHHbIM Ha O06ecreyeHne opraHusauuu
LIB3 B npocTpaHcTBe LUT-KOHTENHEPOB.

Mpepnaraemas MHMOOPMALMOHHAA TEXHOSO-
rMs MCNOMb3YeT KOMMO3ULMIO MOAXOA0B METO-
fa ®dpugpux-romkan-Ay (ganee metog ern)
[9], [10] B wacTh obecneyeHns camoOBOCCTaHOB-
NEHUs KOHTelHepa 1 MeTOA0B, MPea/IOXKEHHbIX
aBTopamu B pabotax [7], [8] B yacTu BCTpamBa-
Hua LB3 B LUT-KOHTeliHepbl. Kpome Toro
npegnaraemass TEXHO/IOTUA WCMOMb3YeT Takue
ocobeHHOCTU LUT-KOHTENHEPOB Kak aKTuB-
HOCTb, TOYHOE NpeAcTaBNeHue [aHHbIX, Heas-
TOHOMHOCTb MX 3/IeMeHTapHbIX eauHuy, [7].

MeTtog @I [9], [10] ocHoBaH Ha 06paboT-
Ke rpynn — HerepeceKatrowmxca NogMHOXECTB
3NleMeHTapHbIX efAMHWL, KOHTelHepa npu no-
moLm aByx thyHkumia: Flipping-toyHkummn F() n
(yHKUMK guckpummnHauum f().

PYHKUMSA LUCKPUMUHALMMW UCNOMb3YeTCs B
metofe ®I A ona knaccuumKkaumm rpynn KoH-
TeliHepa NyTeM OTHECEHWS UX K Kfiaccam pery-
NAPHBIX, CUHTYNAPHBLIX W HEUCMNO/b3YeMbIX
rpynn. OnpegeneHne 3HayeHUs QYHKUMM Ha
Ka)Xaol rpynne KoHTeliHepa TpebyeT Bblunce-
HUS CYMMbI MOMapHbIX Pa3HOCTel C Mepekpbl-
TUEM [N 3/1eMeHTapHbIX eAMHUL, KOHTEeNHepa,
BXOLALLMX B rpymnny.

Flipping-hyHKUMA 1CMOMb3YeTCA MeTOLOM
®r gns npeobpasoBaHWs rpynn B COOTBET-
CTBMM C HEKOTOPbIM MpaBwIoM, 0651afaroLmm
CBOWCTBOM MHBO/HOLUN.

B npeanaraemoii NHPOPMALMOHHOW TEXHO-
NOTUN YUUTLIBAKOTCA OCOBEHHOCTM apXMTEKTY-
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pbl LUT-KOHTElHEepOB, YTO onpeaensieT cneay-
HoLMe oT/In4YmnA ee NoAxoaos oT metoga ®I .

— B pamKax npepnaraemoil TeXHOMormu, B
Xofe BCTpavBaHusa LIB3 BbINONHAKOTCSA Npeoob-
pasoBaHWA He Haf4 rpynnaMu 3/1ieMeHTapHbIX
eVUHWL, KOHTelHepa, a Hafj CaMUMMK 3/1eMeH-
TapHbIMK eanHULamun (6nokammn LUT);

— B pamKax npef/naraeMori TEXHOOMMN Bbl-
yncnenune Flipping-thyHkuumn F(X), B 0TMume o1
meTogda PI'[l, cBOAUTCA K MHBEPTMPOBAHWNIO 3Ha-
yeHmin 6nokoB LUT B COOTBETCTBMM C MPOLIEAY-
poii, onpegeneHHoin B [7], [8]. Yka3aHHas npoLie-
Jypa, COCTOUT B MHBEPTUPOBAHUM 3HAYEHWUIA Te-
Kyliero obpabarbiBaemoro 6s10ka LUT u Bbinos-
HEHWM PacrnpoCTpaHeHUs WHBEPCUU Ha BXO[bl
Bcex 6/10koB LUT, NOAK/IHOYEHHbIX K BbIXO4Y Te-
Kywiero 6710ka. O4eBMAHO, YTO A/ JAHHOTO BUJA
Flipping-yHKLMM BbINONHAETCA TpeboBaHUe Me-
Toga ®I'[] 0 HaMYMK CBOMCTBA MHBONKOLMN, T.€.
F(F(LUT;)) = LUT;, rge LUT; no6oe ponyctu-
MO€ 3Ha4eHne HekoToporo 6noka LUT;

— B O0T/MyMe oT metoga dr[, B pamkax
npegiaraeMoin  TeXHoOMorMM  onpegensercs
MPUHLMMN  BbINOMHEHNA  Kaccugukaumm  ane-
MEHTOB KOHTeliHepa, He npuberas K BbluncCne-
HUIO KakoM-nn6o (yHKUMM AUCKPUMUHALMN.
Knaccudumkaumio anemMeHTOB npegnaraeTcs cee-
CTW K OMpefesieHN0 COOTHOLUEHUS HYMEBbIX Y
eMHNYHBIX 3Ha4YeHnin B Kogax 610koB LUT no
crepyroLeMy npuHumny: ecnm 6nok LUT mme-
eT 60/blUe HyNeBbIX 3HAYEHWUA, YeM efUHUY-
HbIX, TO OH KNacCUUUMPYETCS KakK perynsipHblii
6nok (R-610kK); ecnn 610K UMeeT 60nbLUE ean-
HWYHbIX 3HAYEeHWI, YeM HYMeBbIX, TO OH Kac-
CUULMUPYETCH KaK CUHTYNSPHBIA 610K (S-610K);
eC/IM  KO/IMYECTBO HY/EBbIX 3HayeHWid 6/10ka
LUT paBHO KONNYeCcTBY €ro eAMHNYHbIX 3Haye-
HUA, TO GNOK KNacCUUUMPYETCA KakK Heuc-
nonb3yemblii 610k (U-610K).

OueBMAHO, 4TO oOMpeaenseMble MeTOLO0M
&I [l npaBuna npeobpasoBaHUs K1accoB BbIMoJI-
HAKOTCA U B pamMKax Mnpea/siaraemoro noaxona:

F(LUTR) = LUTSg;
F(LUTs) = LUTg;
F(LUTy) = LUTy,

roe LUTg, LUTs, LUTy — 6510kn LUT, Knaccu-
(hmumpyemble Kak R-610kK, S-610K 1 U-610K co-
oteeTcTBeHHO; F() — Flipping-hyHKums.

Ha puc. 1 nokasaHbl NpUMepPbI NPUMEHEHNS
Flipping-oyHkumn F() k 6nokam LUT. B npu-
mepe (puc. 1, a) BbINOMHAETCA MHBEPTMPOBaHME

(1)
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Koaa 6/10Ka, KnaccupuumpoBaHHOIo Kak R-6/10K
13-3a NpeobnafaHns HyneBbIX 3Ha4YeHWid. B pe-
3yNnbTaTe Takoro npeobpasoBaHUs 610K TpaHC-
(hopmupyetcs B S-6/10K (B ero Koge npeobna-
[al0T ejUHNYHble 3HaveHus). Ha puc. 1, 6, no-
KaszaH npumep 06paTHOro npeobpasoBaHUs S-
670K — B pesy/ibTaTe MHBEPTUPOBaHUA TpaHC-
(hopmupyetcs B R-6710K. B npumepe Ha puc. 1, B
BMAHO, YTO U-6110K (6/10K C OAMHAKOBbLIM KO-
YECTBOM EAMHUYHbLIX W HY/NEBbIX 3HAYEHWA B
Koje) B pesynbTaTe nofobHoro npeobpasoBa-
HUs ocTaeTca U-6/10KOM.

LUTR LUTs LUTs LUTR
0 1 0 1
0 1 0 1
0 1 1 0
0 1 1 0
0 1 1 0
0 1 1 0
0 F 1 1 F 0
0 | = 1 1 — 0
0 1 1 0
0 1 1 0
0 1 0 1
0 1 1 0
0 1 1 0
0 1 0 1
0 1 1 0
1 0 1 0

a §)
LUTy LUTy
0 1
0 1
0 1
0 1
0 1
0 1
0 F 1
0 — 1
1 0
1 0
1 0
1 0
1 0
1 0
1 0
1 0
B

Puc. 1. MNpuMepbl B3anMHbIX NpeobpazoBaHuii
Knaccos anig 6nokos LUT

MocnesfoBaTeNlbHOCTb AEWCTBUIA Mpenara-
eMoli MH(OPMALMOHHON TEXHONIOMMN B 4acTu
BHeapeHnsa LIB3 B LUT-KOHTeHep cocTOWT B
CleAYHOLLIEM.
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JT1an 1. OcyulecTBnaetrca [ABMKEHWe Mo
onokam LUT KoHTeliHepa B nopsgke, onpefge-
nsemom cteronyTtem. py 3TOM BbIMNO/HAETCA
OTHeceHue Kaxpgoro 6noka LUT K knaccam R-
610K0B, S-6/10K0B NN U-6/10KOB Ha OCHOBaHUW
yKa3aHHbIX Bbllle npasun Knaccupmkaumm. Mo
pesynbTaTaM KiacCcuukauum cregyrowmum o6-
pa3om (hopMupyeTcs ABOMYHbLIN RS-BeKTOp: ec-
nn ovepegHoin 6nok LUT knaccudumumpoBaH
Kak R-6110K, TO B RS-BEKTOp 3aHOCUTCS 3Hauye-
Hue 0; ecnu oyepeHOM 610K KnaccuuumpoBaH
KakK S-6/10K, TO B RS-BEKTOp 3aHOCUTCA 3Hauye-
Hue 1; ana U-6/10K0B 3Ha4yeHNs B RS-BEKTOp He
3aHocCATCA.

JTan 2. BbINO/MHAETCA CXKaTuUe MNONYYEH-
Horo RS-BekTopa npu MOMOLLY HEKOTOPOro a-
roputma oxatus 6e3 notepb. B pesynbTate
(hopmumpyeTcs oKaTblid BEKTOP RScom. OueBuUa-
HO, YTO pa3mep BekTopa RSc,m 6yAeT MeHbLLE
pasmepa BekTopa RS. Pa3HOCTb BeNNYMH 3TUX
BEKTOpPOB 0603Ha4mMm AL.

3Tan 3. K BeKTopy RScom NyTEM KOHKaTe-
Hauun pobasnsetca LIB3, KoTopblid npeacTas-
nsieT coboi [ABOWMYHYHK MOCNeA0BaTe/IbHOCTb,
ANMHa KOTOpoi He npesblwaeT AL. MonyyeH-
HbI Nocne KOHKaTeHauuwn BekTop RS* ponon-
HAeTCA A0 ANUHbI BeKTopa RS Mpon3BO/bHLIMU
[BOVNYHbIMU 3HAYEHUAMU. Takum 06pa3oMm:

RS* = RS¢om.DWM.Add,

rge «.» — ornepaums KOHKaTeHaumu,
DWM - LIB3 BHeapsiemMblii B KOHTEHEP;
Add - onunoHanbHoe foMNoNHeHNe BeKTopa RS*
[l0 ANVHbI BEKTOpa RS.

dTan 4. BbinonHseTcs ABvXeHne no 610-
Kam LUT KoHTeliHepa B Mnopsake, onpegense-
MoM cTeronytem. B xope 3atoro asmkeHusa U-
6N0KM UrHopupyrotcs, a R-6710km 1 S-610KK
moguduumpytoTca  npyu nomowm  Flipping-
(hYHKLMW B COOTBETCTBUM C TAGNNLIEN.

()

1. MpuHumn npeobpaszoBaHns 6110kos LUT

Knacc Teky- | OuepegHoii [elicTBne
wero 6/10Kka | pa3pag Bek-
LUT; Topa RS*
R 0 —
R 1 MpeobpasoBaTtb
LUTi B S-6/10K
S 0 MpeobpasoBaTtb
LUTi B R-6/10K
S 1 -
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Ncxogs m3 Toro, uto geinctems Flipping-
(hyHKUMM Ha 610k LUT BbINOMHAKOTCA B COOT-
BETCTBMM C Npasuiamy WHBEPTUPOBaHUA 6/0-
KOB, W3M0XeHHbIMW B [7], [8], hyHKUMOHMpPO-
BaHne LUT-KOHTeliHepa B pe3ynbTaTe BCTpau-
BaHMS B Hero LIB3 He npeTeprneBaeT KaKuXx-
NN60 N3MEHEHWIA.

CTero-kntoY AN U3BneyeHns JaHHbIX B pam-
Kax MNpesJ/IoKeHHON TEXHOMOrMM NpeacTaBnseT
CO0O0V CneayroLLyH YETBEPKY KOMIMOHEHTOB:

key = (order, classification, RSrule, AL), (3)

rge order — mHgopmaums, onpegenstoLias no-
psaoK o6xoda 6n10koB LUT B KOHTeliHepe (CTe-
ronyTb) 415 BbINOSHEHWUSA BCTPaMBaHWUA UIN W3-
BneyeHnsa LIB3;

classification — KOHKpeTu3auus npuHumuna
Knaccugukaumm 6nokos LUT (610K cumTaetcs
R-610koM npy 60NbLLEM WK XKE MPU MEHbLLEM
KOMMYeCTBe eAMHULL B KoAe 6/10Ka);

RSrule — npaBuno mHTepnpetauum 3Haue-
HWIA pa3psaoB BeKTOPoB RS, RSqom, RS*: ans R-
610KOB B RS-BEKTOp 3aHOCMTCA 3HadeHue 0, a
Aansa S-610KoB — 1, nnmn HaobopoT;

AL — pasHuua mexay AnvMHoi Bektopa RS 1
[JIMHOM ero catol Bepcum RSeon.

MocnepoBaTeNlbHOCTL AENCTBUI Npefnara-
eMO NH(OPMaLMOHHOW TEXHONOMMU B 4acTu
n3pneyeHma LIB3 n BOCCTaHOBNEHUA OPUTK-
HaibHOro Bupa LUT-KOHTelHepa COCTOUT B
ClEAYIOLLIEM.

JT1an 1. OcyulecTBnaetrca [ABMKEHWe Mo
6nokam LUT KoHTeliHepa B Mopsfke, onpege-
nsemom crteronytem. [lpn 3TOM, aHanorMyHo
TOMY, KaK 3TO AieNiasiocb Npw BHEAPEHUN UHGOp-
mMauumn, Ha OCHOBaHUW KnaccuuKaummn 6/10K0B
LUT, dopmmpyeTcs ABOMYHBI BEKTOP RS’.

JT1an 2. CTpyKTypa NoNy4eHHOro BeKTopa
RS’ cOOTBETCTBYET CTPYKTYpe BekTopa RS* (2),
chopMmpoBaHHOro Npu BHefpeHUU LIB3 B KOH-
TeliHep. MocnegHne AL paspsgoB BekTopa RS’
npeacTaBnalT coboit LIB3 ¢ BO3MOXHbIM [10-
MOSIHEHNEM [0 He0oOXOAMMON [/IMHbI BEKTOpa.
Ha paHHOM 3Tane BbIMNOMHAGTCA CUUTbIBAHME
3TUX pa3pafoB v nonydeHune LIB3.

JT1an 3. OcTalbHble  pas3padbl  BeKTopa
noJBepratoTcs npoLeaype Aekomnpeccuu, 06-
paTHOW CXaTwut, BbINOSIHEHHOMY Ha 3Tarne
BHeApeHuUs MHQopmauun. B pesynbtate op-
MUPYeTCS ABOUYHBIA BEKTOP RSgecom.

dTan 4. Ha ocHoBaHMM MH(opmaumm, co-
Jepxalleinca B BeKTOpe RSgecom, NPOM3BOAUTCA
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BOCCTaHOB/IEHNE OPUTMHABHOIO BUAA KOHTER-
Hepa. [1na 3TOro BbLIMOMHAETCA ABWXEHWe Nno
6nokam LUT KOHTenHepa B Mmopsiake, onpeae-
NAEMOM CTeronyTem, U NnocnefoBaTe/lbHbINA Me-
pebop 3HaueHui BeKTopa RSgecom. B X04e 3TOr0
ABWKeHns U-6/10k1 nrHopupyrotces, a R-610ku
N S-6/10KM  MOANULMPYIOTCA NPU  NOMOLLM
Flipping-hyHKUMW B COOTBETCTBUM C Tabn. 1.

OKCNepuMeHTa/IbHOE 1CCefoBaHMe Npea-
nlaraeMon TeXHONornu.

Llenn aKkcnepvMeHTabHOro UCCnesoBaHuns:

1) sKcnepMMeHTa/IbHO MoKaszaTb, 4To LUT-
KOHTelHepbl, B KOTOPble NPpX NMOMOLLM Mpeasio-
YKEHHON TeXHONMormmM 6binn BHedpeHbl LIB3,
NPYHUMAIOT CBOW MepBOHaYa/IbHbIA BUA MOC/e
n3sneyeHusa LIB3;

2) YCTaHOBUTb CTeMeHb W3MEHEHUS1 OCHOB-
HbIX XapaKTepPUCTUK KOHTEHEepOB nocse BHeA-
peHnsa B HuX LIB3. B KayecTBe OCHOBHbIX Xa-
PaKTepPUCTUK paccMaTpuBa/INCL: a) MakCUMaslb-
Haf YyacToTa TaKTMPOBaHWA, BblpaxatoLlas npe-
[enbHOoe ObICTPOAENCTBME YCTPOICTB, B paMKax
OAHOro CcemelicTBa LENeBbIX MUKPOCXeM; 06)
3HepronoTpebsieHNe CUCTEMbl BBOAA-BbIBOAA
MUKPOCXEMbI; B) 3HeprornotpebneHune sapa MuK-
POCXeMbl; T) TEN/OBbIAeIEHNE MAUKPOCXEMBI.

Cpefia npoBefeHust 3KcnepumeHTOoB. [nA
9KCMEePUMEHTA/IbHOTO UCCMef0BaHMs Oblnn pas-
paboTaHbl annapaTtHO-NpPorpamMMHble CPeACTBa,
OCHOBaHHble Ha WCMOMNb30BAHUN MUKPOCXEM
FPGA Altera Cyclonell n CAINP Altera
Quartus Il. Ha a3bike TCL 6bln1a opraH1M3oBaHa
rpynna CKpUMnTOB, BbIMOMHAIOLWMX B3anMOLeNn-
cteue ¢ CAIP Altera Quartus Il gna cuntbiBa-
HUA U 3anucK  cogepxkmmoro 6nokos LUT.
HenocpeAcTBeHHO noacuctTeMa 06paboTKu CUn-
TaHHbIX [aHHbIX, B COOTBETCTBUU C Npeasio-
XKEHHOW TEeXHOMOrven, peasin3oBaHa Ha A3blKe
C# B pamkax nnatopmbl .Net. 3mepeHus yka-
3aHHbIX Bbllle XapakTepuUCTUK MPOEKTOB MNpo-
BoAMNMCL cpeactBamu Moaynein CAIMP Altera
Quartus Il Timing Analyzer (oueHka npegenb-
Horo 6bicTpogeicTems) n Power Play (oueHka
3HepronotpebnieHns n TennosblgeneHus). Co-
CTOSIHMS KOHTeliHepa Ao BHeapeHus LIB3 v no-
cne n3sneyeHuna LIB3 cpaBHMBaNMCL NyTemM no-
OMTOBOro aHan3a KOH(UIypaunoHHbIX (hainsios
COOTBETCTBYHOLLMX KOHTENHEPOB.

MaTepuasiom [na 3KCNEPUMEHTOB BbICTY-
nun 40 FPGA-NPOEKTOB pasIMyHOro obbema u
HasHayeHWs. AnnapaTHas CMOXHOCTb YCTPOWCTB
B pamKax [aHHbIX MPOEKTOB BapbMpoBasiCcA OT
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1,2% f0 65% 06bemMa pecypcoB (NOrmyeckmnx sue-
eK, 6/10KOB NamsTK) LieNneBoin MmKpocxemMbl FPGA.
[Mpouecc nposedeHUA  3KCNEPUMEHTOB.
JKCNEepUMeHTbl A/ KaXKAoro mccriefyemoro
MpPOeKTa COCTOANN U3 CNeAYIOLMX 3Tanos:

1) n3mepeHre OCHOBHbIX XapaKTepPUCTUK
(bbICTpOAEICTBME, 3HEPronOTPe6eHKe, Tenno-
BbleNieHne) 41 YCTPOICTBA, NPeLCTaB/IeHHOro
B B/ UCXOHOI0 KOHTENHEpa,;

2) BHeApeHue Cny4yanHon [BOWMYHOW MO-
cnefosatenbHoOCTU LIB3 B KOHTelHep;

3) n3mepeHrie 0CHOBHbIX XapaKTepUCTUK Ans
KOHTENHepa, COePXKaLLIero BCTPOEHHBIN LIB3;

4) n3pneyeHvie LIB3 13 3anosHeHHOro KoH-
TeliHepa;

5) cpaBHeHVEe KOH(UIypaunoHHbIX (aiinos
MOJSTYYEHHOTO N UCXOAHOIO KOHTEHEpOoB.

Pe3ynbTaThbl 3KCNEpUMEHT&a/ILHOrO Mccne-
[loBaHWA. B pesynbTaTe MpoBefeHUs 3KCnepu-
MeHTOB A4 Bcex 40 nccnefoBaHHbIX NPOEKTOB
YCTaHOB/IEHO MOJIHOE COBMajeHne KOH(Urypa-
LMOHHBIX (haiiNoB WCXOAHbIX KOHTEMHEPOB U
KOHTENHepOB, MOJyYeHHbIX MOC/e U3B/IEYEHNS
13 HMx LIB3. Takum ob6pa3om, Gnarogaps cBoii-
CTBY CamMOBOCCTaHOB/IEHWA, MOC/e WN3B/eYeHUs
LIB3 13 KOHTeHEepOoB, OHW NPUHUMAIN OPUT K-
Ha/bHbIV BUJ, U X XapaKTePUCTUKIN BO3BpaLLa-
JINCb K MepBOHaYa/IbHbIM 3HAYEHUAM.,

B uyacTu ycTaHOBNeHWA CTeneHu K3MeHe-
HWS OCHOBHbIX XapaKTePUCTUK KOHTelHepoB
(nocne BHeapeHus LIB3) 6biny nony4yeHsbl che-
Ayowne pesynbTatbl. VIMeNno mMecto oyeHb He-
3HauMTe/NIbHOEe M3MEHeHMe XapaKTepUCTUK KOH-
TeliHepoB B pe3ynbTaTe BHeapeHus LIB3. Mpwu
3TOM 3aBMCUMOCTb 3TOr0 M3MeHeHus OT anna-
paTHOW C/IOXKHOCTW YCTPOWCTBA U €ro CTpyk-
TYPHbIX 0COBEHHOCTe Habnwodanacb KpaiiHe
Manas. Tak pasHuUa B U3MEHeHWU XapakTepu-
CTUK ANa YCTPOWCTB, 3aHUMarowmx 1,2 % u 3a-
HUMaroWnx 65 % obbema pPecypcoB LENeBou
MuKpocxembl FPGA, cocTaBnsna coTble A0/N
npoueHta. B cpegHem (ons BCex wmccnefoBaH-
HbIX 40 NPOEKTOB) U3MEeHeHMe CKOPOCTHbIX Xa-
pakTepuctnuk coctasuno 0,18 %, n3MeHeHue
XapaKTEPUCTUKM 3HEPronoTpedieHns n Tenso-
BblgeneHmsa — 0,22 %. Kak BMAHO BenvynHa 13-
MEHEHWI HaxoAuTCs Ha YPOBHE MOrpPeLIHOCTH
CPeACTB U3MEPEHUS.

BbiBogbl. [MpefnoxeHHas B pabote WH-
(hopmaLMoHHasa TeEXHOMOMMA NO3BOJISET BbIMOJI-
HATb BHeapeHue LIB3 B koHTelHepbl ¢ LUT-
OPVIEHTUPOBAHHONM apXUTEKTYPOI. TexHOMoruns
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[laeT BO3MOXHOCTb BOCCTaHOBWTbL TepBOHa-
yaJlbHOe COCTOSIHME KOHTeliHepa nocne u3Bfe-
yeHna n3 Hero LIB3. TexHonorusa ocHoBaHa Ha
KomMnosuumMu mMetofa BHegpeHua LIB3 B LUT-
KOHTEHepbl, NPes/IoXKEHHOro aBTopamy [AaH-
HO paboTbl U n3BecTHOro metoga ®rh, opu-
eHTMPOBaHHOrO Ha paboTy C NacCUMBHbLIMU
MY/IbTUMEAUNHBIMW KOHTeHepaMn. B oTinyue
oT MeToga @I’ [, npefnaraemas TEXHOOMUA:

— ucnonb3yet 6onee npoctyto Flipping-
(PYHKUMIO, YUMTBIBAIOLLYIHO OCOGEHHOCTU KOH-
TeiHepa;

— He npegnonaraeT BblYUCNEHUS (DYHKLUI
AVCKPYMUHAUMM O1A BbINOMHEHUS Kiaccugu-
Kauuy 3NeMeHTOB KOHTeHepa;

— BbINONHAET BHEAPEHWe MH(opMauuM Ha
YPOBHE 3/IEMEHTAPHbIX eAMHUL,  KOHTeliHepa
(6nokoB LUT), a He Ha ypoBHe rpyrnn 3/eMeH-
TapHbIX efUHNLL.

Mepa 3heKTUBHOCTN NPEANOXKEHHON TeX-
HONOrUW, B JaHHOW paboTe, HOCWUT KayeCTBEH-
HbIA XapaKTep N BbIPaXaeTcs B 06ecrneyeHuu,
OTCYTCTBYIOLLEN paHee, BO3MOXHOCTM BOCCTa-
HoBneHns opurnHana LUT-KOHTeliHepa nocrne
n3BneyveHns 3 Hero LIB3. OgHako Ans AaHHoiA
TEXHONOrMM TpebyeTca onpefeneHne M OueHKa
TaKXXe KO/IMYECTBEHHbIX Mep ee 3PeKTUBHOCTH.
STOT BOMPOC ABNAKOTCA MPeAMETOM AOMNONHU-
Te/IbHbIX WCCef0BaHWIA, KOTOpble HaingyT oTpa-
YKEHWe B MocneAyoLwwmx nyonmkaumsx.

MpesioKeHHass TEXHOMIOMMA MOXET HaWTy
NnpYMeHeHne nNpu  pa3paboTke  annaparHo-
MporpaMMHOTO  OBecneyeHns, peasin3ytoLLero
BHeApeHne LPPOBbIX BOAAHbLIX 3HAKOB B BbIYWC-
NMTENbHbIE W YNPaBNAOLME YCTPONCTBa, Mo-
CTPOeHHble Ha oOcHoBe LUT-OpueHTMpOBaHHOM
3NemMeHTHON 6a3bl (Hanpumep, FPGA nnn npo-
rpaMMupyemble  /IOTUYECKUEe  UMHTErpasibHble
CXEMbl CO CXOXMMW apxuTekTypamu). Takoe
BHeApeHWe AaeT BO3MOXXHOCTb KOHTPO/IMPOBaTb
NMPaBOMEPHOCTb  UCMO/b30BaHUA  MPOEKTHOM
NHOpMaLMN N CaMUX YCTPOWCTB Ha pasnny-
HbIX 3Tanax TEeXHOMOrMW NPOEeKTUPOBaHUA W
YKM3HEHHOTO LMKNA: CUHTE3MPOBaHHbIM FPGA
NPOEKT, KOH(UIYypaLnOHHbIA (aiin FPGA, peit-
CTBYHOLLIEE YCTPOMCTBO.

LlenecoobpasHOCTb NPUMEHEHNS NMOAXO0LO0B
NPeA/IOKEHHOW VH(OPMALMOHHON TEXHOOMN
onpeaenseTcs HeobXOAMMOCTbIO BOCCTaHOB/Ie-
HMSA nepBOHaYvanbHOro Buga LUT-KoHTeliHepa.
B cnyvae oTCyTCTBMA Takol HeobX04UMMOCTU
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CNneayeT MCMo/b30BaTb BbIYMC/NTENBHO 6onee
MpOCTble METOAbl BCTPavBaHWS 4OMOHUTE/b-
HOI nH(opmauum B LUT-KoHTenHepsb! [7] n [8],
He Tpebylowwe npoueayp OKatus U AeKOM-
npeccuy NHgopmaLmu.
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