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CLOUD COMPUTING AND ANALYSIS FEATURES OF CLOUD INFORMATION
SECURITY

Anapywak 1.€., Mapueniok B.I1., Anapouyk 1.B., Uynoseus B.B., Iloreiiuyk M.I.- XmMapHi o0unc/ieHHs Ta aHaxi3
ocoduBocTell iHpopMauiiiHoi 0e3mexu B Xxmapi. Y cTaTTi po3risAgaeTbes Cy4acHHH CTaH 3aCTOCYBAHHS Ta PO3BHTKY XMAapHHUX
o0unciIeHb, OCHOBHI INEpeBard Ta HEOONIKM X BHUKOPUCTAaHHS B Jep)KaBaX, Ha MIANPUEMCTBAX 1 B HAyKOBIH HisTIBHOCTI.
BusHawarioTbesl 1 aHAI3YIOTBCS CTaHIApTH, HOPMAaTHBHI Ta KepiBHI JOKYMEHTH B Tamy3i iHQopmariiiHOi Oe3rmexs XMapHUX
obuncnenb, pospobueni Cloud Security Alliance (CSA), €BpormeiicbkuM areHTCTBOM MepekeBoi Ta iHdopMamiiiHoi Ges3rnekn
(ENISA) i HamionaneHuM iHCTHTYTOM cTaHmaptiB i texHousoriii (NIST), a Takok HaBOIATHCS PE3yNbTaTH [ETAJbHOTO aHawi3y
IUTaHb iHpOpMaNiiHOI 6e3reKn B XMapi.

Kurouogi ciioBa: xmapHi o6uncienss, inpopmaiiiiina 6e3neka, MOPiBHILHUIN aHai3, HEJOMIKU Ta MepeBark 00YUCICHb B
XMapax.

Anapymak U.E., Mapueniok B.IL., Angpomyx HU.B., Uynoseun B.B., Iloteiiuyk M.l O0;1a4yHble BHIYMCICHUS U
aHaau3 ocodenHocteil WHpopManuoHHON 0Oe3omacHocTH B of6Jake. B crathe paccmaTpHBaeTcsi COBPEMEHHOE COCTOSIHHUE
NIPUMEHEHHs] M Pa3BUTHS 00JaYHBIX BEIYHCIICHUI, OCHOBHBIE IIPEHMYINECTBA M HEJOCTATKU UX HMCIIOJIB30BaHUS B TOCYylapcTBax, Ha
NPeANpUATHIX W B HAyIHOH JesTeNbHOCTH. OIpemensioTcss W aHANIU3HPYIOTCS CTaHIApThl, HOPMATHBHBIE M PYKOBOJSIIHE
JIOKYMEHTHI B 00JacTH MH(GOPMALMOHHON G€30IacHOCTH 00JIauHbIX BBIYMCIEHU, paspaborannsie Cloud Security Alliance (CSA),
EBporelickum areHTcTBOM ceTeBoi M uMH(popManmonHoi OezomacHocTH (ENISA) m HanumoHanabHBIM MHCTHTYTOM CTaHIApTOB U
texnonoruit (NIST), a Takke IPUBOASTCS PE3yIbTATHI IETATHHOTO aHAIN3a BOIIPOCOB HH(POPMALIMOHHOH 0€30MacHOCTH B 00OJIaKe.

KnioueBbie ciioBa: o0navyHble BBHIYMCICHHS, MH(POPMALOHHAs OE30IIaCHOCTh, CPAaBHUTENIBHBIH aHAIN3, HENOCTATKH U
MIPEeNMYIIeCcTBa BEIYHUCIICHUH B 00IaKkax.

Andrushchak 1.Ye, Martsenyuk V.P., Androshchuk 1.V, Chudovets V.V. Poteychuk M.l. Cloud computing and
analysis features of cloud information security. The article discusses the current state of application and development of cloud
computing, the main advantages and disadvantages of their use in the states, enterprises and in scientific activity. The standards,
regulations and guidance documents in the field of cloud computing information security are developed and analyzed, developed by
the Cloud Security Alliance (CSA), the European Network and Information Security Agency (ENISA) and the National Institute of
Standards and Technology (NIST), and the results of a detailed analysis of the issues information security in the cloud.
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Formulation of the problem. The rapid development of broadband Internet has become one of the
impetus for the emergence of cloud services as an IT outsourcing tool. Today, the Internet is widely used in
many industries. Given the rapid growth of the IT industry and the number of services it can provide, the use
of IT technologies for business development is right strategically. Modern business uses technological
developments not only to automate business processes, but also to translate new ideas and ways to gain
competitive advantage. Becoming a leader in any business is not enough today. Having achieved the desired
result, it is important for managers to be able to retain leadership both in an accurate and strategic
perspective, based on a rational approach taking into account the development of the IT industry. With the
rapid development of information technologies and the improvement of technical means, the management of
companies raises the problem of how to promptly track the emergence of technological innovations and
timely implement them in the social and technological processes of their activities.

Currently, no educational institution can operate effectively without the use of modern information
technology. At the same time, the maintenance and development of each IT center's own IT infrastructure is
very expensive. Institutions spend large sums on computer equipment, telecommunication equipment and
software. Cloud computing is a good alternative to the classic training model. Its main advantage can be
considered significant savings of the educational institution in which they are used. In this case, the computer
infrastructure and / or information services are provided as "cloud" provider services. The only thing that
cloud teachers need to offer to teachers and students is access to the Internet. The domestic cloud technology
model is becoming one of the most important in the development of information technology outsourcing.
Today, cloud technologies are being actively implemented in the day-to-day operations of organizations.
This is facilitated by the current conditions of the market economy of Ukraine, where a culture of providing
services and supporting complex information systems has already been created. Experience has shown that
working for the cloud is practically an economical step for virtually all sectors of the consumer business.
First of all, this applies to large corporations as well as to small and medium-sized enterprises, regardless of
their field of activity. However, it is now doubtful whether cloud services are feasible for small companies
because their computer resources are too low. The attractiveness of cloud products increases as the
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company's presence on the Internet increases. In the current reality, clouds are a new way of developing the
IT industry. The vast majority of Ukrainian business participants are already using cloud services.

It is not easy to understand which cloud to apply to a particular business, but it is not too difficult. To
begin with, we need to start with how the internal information component of an organization's activity is
developed. If the company has its own developed IT infrastructure, it is not always logical to completely
abandon the available resources and move to the cloud. If strict control requirements are required, and
confidential information (eg financial sphere) is available, then hybrid clouds should be used here. It is
recommended to use public clouds (e-commerce, analytics) to solve specific problems. If the business is
tasked with improving the efficiency of the current IT infrastructure, then in this case it would be more
advisable to introduce a private cloud, which will minimize the cost of its support, increase its flexibility and
reduce the timeframe of IT projects [1].

Analysis of research. Cloud is a new business model for providing and receiving information
services. This model promises to reduce operating and capital costs. It allows IT departments to focus on
strategic projects rather than the routine tasks of managing their own data center.

There are many definitions of "cloud computing” to date. Most often they differ in their meaning and
accents. Let's look at some of these definitions to understand what "cloud computing” is from different
perspectives. Cloud computing is a dynamically weighted way to access external computing resources in the
form of an Internet-based service, without the user having any particular knowledge of the cloud
infrastructure or management skills of that cloud. technology. Cloud computing is software that is accessible
to the user over the Internet or on a LAN as a service, allowing the use of a convenient interface for remote
access to dedicated resources (computing resources, applications and data). The computer acts as an average
terrestrial connected to the Network. Computers that perform cloud computing are called "cloud computing.”
In this case, the load between the computers included in the "cloud" is split automatically.

Cloud computing is not only a technological innovation in IT, but also a way to create new business
when small IT vendors, including in the regions, have the opportunity to quickly market their services and
few a costly way to embody your business ideas. Cloud computing, combined with investment in young
companies, creates a rapidly evolving ecosystem of innovative industries. Cloud is an innovative IT concept
for the IT infrastructure organization consisting of distributed and shared configured hardware and network
resources, as well as software deployed at remote (cloud) vendor (provider) centers ). That is, the cloud is a
new approach in the organization of IT infrastructure. Cloud computing is a model of providing ubiquitous
and convenient on-demand network access to a pool of shared configurable computing resources (e.g.,
networks, servers, storage, applications, and services) that can be quickly deployed and released with
minimal effort to manage or interact with the provider (provider). This cloud model is represented
(described) by five main features, three service models and four deployment models. [2].

Presentation of the main material and the justification of the results. "Cloud" means a complex
infrastructure with many technical details hidden in "clouds". The NIST Definition of CloudComputing v15
defines “cloud computing” as follows: the cloud computing model provides convenient network access to a
shared pool of computing resources that configurable (eg, networks, servers, storage, application, services);
the cloud model promotes accessibility and is characterized by five basic elements (self-service on demand,
wide network access, pooled resources, independent location, fast flexibility, measurable services).There are
many cloud solution providers available today. Big companies like Amazon, Google, Microsoft, etc. offer
significant discounts to educational institutions, giving them access to cloud services virtually free of charge.

Before every business, sooner or later the question arises which cloud to choose. There can be no
single answer here. Because every business has its own peculiarities, advantages and specific risks. It is
recommended to take into account at least two major factors: how much the desired IT services will address
and the level of potential information security risks. Based on practical and theoretical research in the field of
cloud technology, seen as a tool for business outsourcing, it is important to highlight the point where a
significant proportion of large companies use public cloud services for end customers or for external (
remote) employees. And the core systems for full-time employees are concentrated in a private cloud.
However, big business and most mid-level entrepreneurs prefer private or hybrid clouds (technology). This is
due to a factor such as the availability of an advanced IT service, which makes it more profitable and easier
to manage your private cloud than to move your entire computing infrastructure to the public domain.Given
the current situation, in the presence of potential IT security problems, the attractiveness of cloud services is
still actively growing, and today there is considerable interest from the business community in this trendy
outsourcing trend.

Increasing the attractiveness of cloud products for Ukrainian businesses is directly dependent on the
mass of the company's presence on the Internet's global network. Equally important factor in the active use
of cloud services is the rapid development of IT outsourcing, which makes the business gain geometric
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optics as a result of the interference of the direct beam and the beam reflected from the earth's surface a
number of benefits from using new development mechanisms. Speaking of cloud computing, one has to say
about a possible evolution of IT that the market may reach in the future. Analysts call this model IT as a
Service (ITaaS). The name implies that this model assumes the consumption of all IT resources, be it
hardware or software or service. In practice, this means bringing all the facilities to specialized data centers,
placing the necessary applications in them, and renting the equipment to access these resources. Rental
equipment is also serviced by the service provider. So far, such organization of supplier-customer interaction
is practically not widespread in the Ukrainian market. It should be noted that in addition to the
aforementioned advantages of cloud models, outsourcing non-core business processes to outsourcing
companies and reducing capital expenditures on IT by translating them into operating systems makes the
company more attractive to financial institutions [3-4].

If the model (concept) of providing distributed and shared configured computing resources meets the
above characteristics, then it is cloud computing. Cloud computing service models or cloud computing:

- software as a Service (SaaS) is software as a service. In this cloud computing model, the consumer
uses vendor applications running on a cloud infrastructure that are accessible to the client via a web browser
or application interface. Consumers cannot manage and control the underlying cloud infrastructure, including
networks, servers, operating systems, data warehouses, or even modify the parameters of a specific
application.

- platform as a Service (PaaS) is a platform as a servant. A cloud computing model in which a
consumer gains access to the use of a software platform: operating systems, database systems, application
software development and testing tools. In fact, the consumer leases a computer platform with the operating
system installed and specialized development tools. The consumer does not manage the underlying cloud
infrastructure, including networks, servers, operating systems, or data warehouses, but manages deployed
applications and possibly configuration settings for the environment.

- infrastructure as a Service (laaS) - infrastructure as a service. A cloud computing model in which
the consumer is able to manage processing and storage, as well as other basic computing resources (virtual
servers and network infrastructure), on which he can independently install operating systems and
applications for his own purposes. Essentially, the consumer leases abstract computing power (server time,
disk space, and network bandwidth) or uses IT infrastructure outsourcing services. The consumer does not
manage the underlying cloud infrastructure, but manages operating systems, storage, and deployed
applications [5].

Cloud computing deployment models, ie cloud computing:

- private cloud is an infrastructure designed to use cloud computing in the headquarters of one
organization.

- community cloud is a cloud-based infrastructure that is designed to exclusively use cloud
computing by a specific consumer community from organizations that solve common problems.

- public cloud is an infrastructure designed for the free use of cloud computing by the general public.

- hybrid cloud is a combination of various cloud infrastructures (private, public) that remain unique
objects but are interconnected by standardized or private technologies that enable data and application
sharing.

Current information technologies allow the management of companies to completely abandon the
installation and use of special software, from their systematic updating. The essence of cloud technology is
that Ukrainian businesses may not have any programs on their computer. Only one thing is fundamentally
important: having a stable high-speed Internet. Everything you need is presented on the Internet. Therefore,
cloud technology for domestic businesses is a kind of Internet-based service model, a list of hardware and
software required to process and execute client applications from a growing business. The benefits of cloud
technology as an IT outsourcing tool can hardly be overestimated. Clouds make it possible to take small and
narrow-minded areas of business beyond the boundaries of business, enabling business directors to focus on
core business processes without distracting themselves from secondary tasks [6].

Today, there are many attractive offers in the market for outsourcing services in the field of cloud
technologies and at least 9 models, including: laaS (renting of IT structure), BPaaS (services for solving
business problems), SaaS (renting of applications), PaaS (application development), DaaS (virtual desktop),
CCaaS (virtual convention center), SecaaS (information security for rent), BaaS (backup as a service),
DRaaS (disaster solution). Based on these models, a business understanding of cloud service practices is
formed, which essentially enables a business to abandon its own information infrastructure by offering
services and assistance to a software-based platform or software from a specialized organization.
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Leading global developers, including well-known scientists, are working hard to further develop
service clouds. Given the current realities and trends of information technology development, the cloud is
divided into three types: private (public cloud), public (public cloud) and hybrid (hybrid cloud) (Pic 1).

Cloud Service Models
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Pic 1. Types of "cloud" services

For some educational institutions it may be advantageous to move to the cloud of internal learning
management systems (LMS). This is a good opportunity for those institutions that cannot afford to buy and
maintain expensive hardware and software that can optimize IT infrastructure costs in today's environment.

Cloud programming. Modern programming practice involves the active use of specialized integrated
development tools (IDE - Integrated Development Environment). Their use has two complexities:

- configuring and installing IDEs requires a high level of system administrator skills. This leads to
the need to hire highly qualified staff to become a system administrator, whose salaries may be a significant
cost item in the educational institution's budget;

- modern IDEs are quite demanding for the resources of the machine they are using. For example,
one of the most common IDEs of Microsoft Visual Studio 2012 requires a processor with a power of 1.6
GHz or higher, 1 GB of RAM (or 1.5 GB for a virtual machine), 10 GB of free disk space. Most educational
tasks do not require computers with such high performance, so buying them may be an unacceptable luxury

[7].

Email was one of the first cloud services to be used by European educational institutions. E-mail
service outsourcing is not a difficult task, which clearly does not play a key role in the work of an
educational institution. Google and Microsoft provide employees and students with access to e-mail for free.
In addition to email services, these corporations provide the ability to use the standard office suite in the
cloud to collaborate with electronic documents, spreadsheets and create presentations. Cloud services for
Google Apps for Education and Microsoft Office 365 for education allow you to use built-in messaging,
shared scheduling calendars and shared address books. Each cloud user receives a large amount of disk space
to store any information received as a result of the cloud operation. The free delivery of services to
educational institutions is explained as follows. In today's cloud market, there is high competition between
software vendors, so they try to provide their services to educational institutions for free. The calculation
goes to future graduates who, after receiving their education, will get a job and will be able to persuade
future employers to buy a software product that they already know about. If data security is not a priority for
an educational institution, then it may be advantageous to use low-level laaS Services as storage systems,
such as video and audio [8].

The disadvantages of using cloud computing in terms of information security include:

- system complexity: A shared cloud is extremely complex compared to a traditional data center. The
large number of components that make up the cloud allows you to attack at different levels of abstraction. In
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addition to components for general computing, such as application deployments, virtual machine monitors,
guest virtual machines, storage, there are also components that include controls: self-service, accounting
resource, quota management, data replication and recovery, service level monitoring, management workload.

Common multi-user environment: The main drawback of public clouds is that they share resources
and components with users who are not logically aware of them, allowing the attacker to exploit the
mechanism of resource sharing among users and gain unauthorized access to resources by exploiting
vulnerabilities inside the cloud. The uniformity of the software and hardware of the platform means that the
only drawback will be visible throughout the cloud and potentially affect all users of services. Internet
Usage: Cloud Services, as well as administering and managing cloud services and applications settings, uses
an unsecured Internet network. As the organization moves to cloud computing, internal secure networks and
resources have new information hazards that need to be addressed. There is also a need for remote
administration using an unsecured data channel. Loss of control: When using cloud services, the user
transfers control of the information to the cloud provider, which carries additional risks for information
security. The user becomes dependent on the cloud provider and may lose not only logical control over the
information, but also physical [9].

Conclusion and prospects for further research

Thus, the introduction of innovative technologies, in particular cloud, in various fields of educational
activity (educational process, management and monitoring, research, exchange of pedagogical experience,
etc.) can contribute to the modernization of education as a whole, its transition to a qualitatively new level,
the development of principles of openness and humanism. Of course, the process of upgrading education
cannot be limited to the use of cloud computing. Successful implementation of new technologies requires
updating pedagogical approaches, methods and techniques, creative focus and personal motivation.

Further research we consider appropriate to focus on the creation of techniques for the use of cloud
services in various fields of educational activity. Cloud computing is a combination of several key
technologies that have been developed over the years and are considered by many researchers as the next
generation of enterprise IT architecture. With all the benefits of cloud computing, there are many security
issues that are not well understood today and are still under discussion.

As the article showed, the main problem that has not been resolved in the field of cloud computing
today is user trust in the service provider. This problem is acute not only for companies and enterprises using
third-party vendors, but also for ordinary users, whose personal data also need protection and security
guarantees. If in the case of a large enterprise, it can protect itself against threats by conducting a security
audit of a cloud service provider and analyzing risks and threats to information security, as well as insuring
them or creating their own private cloud, then small companies or ordinary users do not have this
opportunity. It is therefore necessary to implement controls for cloud service providers at the international or
national level, with the aim of conducting a security audit and verifying their compliance with international
or national standards and the conditions imposed on them. Future work plans to review and analyze existing
cloud construction architectures in terms of their security.
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