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Abstract

Development of DIMSCC models with cyber-controllability of their apparatus and software for computing function 
(operations) in real time becomes the primary task since the problem relevance of the cyber security of digital 
information and measuring systems of control complexes (DIMSCC) for critical infrastructure objects is increasing. 
Based on an analysis of known digital systems functional control methods new term «functional cyber-controllability 
of the digital informational and measuring system» was defined in the article. New approach to operational functional 
control of hardware redundancy is proposed. This is the synthesis of DIMSCC computing operations. Hardware 
redundancy is a synthesized control node chosen for functional control of various DIMSCC basic arithmetic and 
logical functions (operations) which should be reduced to simple procedure of corresponding switching functionally 
complete combinational structures from a finite set (standard set). Concerning this, the synthesis task is as follows. 
Only inputs and outputs of specified object are available for functional control of arithmetic and logical operations on 
binary operands under external hacker influence. Combination type functional control node structure (operational 
compositional adaptation) should be developed depending on the type of controlled computing operation being 
performed. The result of the synthesis task solving is a system of formulae determination (signature control equations) 
of the signature functional control of all DIMSCC basic arithmetic and logical functions (operations) on a single basis 
of a single equivalent representation of their known formulaic expression by corresponding (adequate) descriptions 
in infix notation (infix models). Apparatus of Boolean-polynomial algebra is used aiming to realize infix notation. The 
practical advantage of the proposed approach to the synthesis of hardware redundancy of operational functional 
signature control of computing operations is the transition possibility from signature control equations formulae 
to their realization implementation in the form of a signature control node directly without additional interpreting 
and minimizing procedures use by simple logical composition (switching) functionally complete combinational 
structures from a finite set (standard set). 

Keywords: informational security, cyber security of information and measuring systems, functional cyber-control-
lability, computing functions operational control.

1. Introduction

Problem statement. Development of the cy-

ber security of digital information and measuring 

systems of control complexes (DIMSCC) for criti-

cal infrastructure objects needs a new approach to 

functional control (FC) task solving. Simultaneously, 

ensuring high efficiency and reliability in detecting 
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hacker incidents in real-time becomes a priority. So, 

DIMSCC synthesis models should allow ensuring 

their functional cyber-controllability.

One of the FC methods development constrain-

ing factors in circumstances of continuous complica-

tion and integration level of DIMSCC digital elements 

base increase is an attempt to use known mathemati-

cal apparatus based on the automated model of func-

tional control objects (FCO).

Input conditions for the proposed approach 

are DIMSCC functional control objects (FCO) access 

possibility with its external connections only. Thus, 

synthesis of (control node CN) structural (hardware) 

redundancy for FCO various controlled functions 

should be reduced to a simple procedure of corre-

sponding switching of functionally complete combi-

national structures from a finite set (standard set).

2. Main body

Latest sources and publications research. The 

particular scope of works is known [1-9] in mentioned 

cyber-controllability problem context of various 

function digital systems in real-time (operational FC), 

which considers the choice of mathematical substan-

tiation for hardware control by using hardware and 

informational (code) redundancy related to various 

typical computing devices and digital control auto-

matic devices of a general type. Though, the general 

theory of informational systems operational FC abili-

ty to detect a targeted violation of their proper func-

tioning due to telecommunications influence (cyber 

attacks) is absent in these works.

Several ways to solve the complex DIMSMC se-

cure functioning problem exist, for example, using 

multiple backups of databases method, code, and nu-

merical control in the module of digital data trans-

mission, hashing, etc. [10]. Particular problems should 

be mentioned in the development process of the 

complicated systems mathematical models, including 

DIMSCC [11]. In particular, these models are connected 

with the asynchronous parallel processes, numerous 

internal connections between system elements, plen-

ty of its parameters, and various non-linear restric-

tions. Mentioned methods used to analyze such sys-

tems control characteristics result in real processes 

substantially causing simplification and consequently 

discredit the developed model conformity.

Unsolved part of the general problem. The uni-

fied methodological (system engineering) base for 

all arithmetic operations in digital systems is prima-

ry addition operations and register shift [12]. Though, 

it should be noted that the register shift operation 

reduces the speed of arithmetic operations. So, in 

mentioned general problem context, authors propose 

apparatus redundancy synthesis abstraction models 

for functional control of selected DIMSCC operations 

(both arithmetic and Boolean logic) represented by 

corresponding (adequate) descriptions in infix nota-

tion (infix models) as determined control arithmetic 

functions. Such a proposal comes from the develop-

ment trend of modern DIMSCC based on complete 

unification and standardization of signal structures 

and interfaces principles [13].

The research goal is grounding and forming a 

proposition for the further development direction of 

DIMSCC cyber secured system engineering by unified 

structural FC redundancy based on author’s «signa-

ture Boolean polynomic algebra» synthesis apparatus.

Task statement. The following definition is pro-

posed according to the goal.

Definition 1. Functional cyber-controllability of 

the digital informational measuring system of the 

critical infrastructure object control complex is sys-

tem characteristics that describes the suitability of 

part or all of the target computing functions 

f F Xi n∈ ( )[ ]  inherent in it over n-bit operands X n[ ]

before detecting hacker intervention (incidents) in 

the process of performing fi  functions by functional 

control means in real-time.

In Definition 1 context DIMSCC functional con-

trol model is presented in Fig. 1.

This model includes: the functional control ob-

ject (FCO), that is, the automatic digital device (DIM-

SCC arithmetic logic module) with ψ a transmitting 

function; the control node (CN) consists of three 

combinational schemes (hardware redundancy), 

http://www.mi-journal-online.org
https://doi.org/10.33955/v5(2023)-024
http://www.mi-journal-online.org


MEASUREMENTS INFRASTRUCTURE
Measurements infrastructure Vol. 5 (2023) MI_024_260722 https://doi.org/10.33955/v5(2023)-024

www.mi-journal-online.org 3 © 2021 Measurements infrastructure

DIMSCC functional 
control object

CCG  1

F

G

CN

control 
result

CC

CCG  2

S X X Yn n m
С( ( ))* :[ ] [ ] [ ]Ψ →
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which depending on fi the control function type 

performs a surjective reflection with the control 

characteristics generator CCG 1: 

S X X Yn n m
C( ( )) :* [ ] [ ] [ ]Ψ → (1)

of n  length input binary vectors X n[ ]  into m n m>( )
length output binary vectors Y m

С
[ ]  according to fi

names (codes) from FCO F set of controlled opera-

tions performs a surjective reflection with the con-

trol characteristics generator CCG 2:  

S Y Yn m: [ ] [ ]→ (2)

of n  length input binary vectors Y n[ ]  into m length 

output binary vectors Ym[ ]; the operator S  is neces-

sary for n length vectors encoding into correspond-

ing m  length vectors to ensure specified functional 

control probability; m-bit codes comparator (CC) 

performs reflection:

δCC m
C

mY Y: ,( )[ ] [ ]⊕ →∈{ }0 1 (3)

by identifying the correspondence of each FCO out-

put vector y Yi m[ ]∈  with the corresponding vectors 

y Yci m
C∈ [ ] .

According to the specification requirements for 

the standard set of combinational elements for CN 

synthesis, we define the dependence of functions 

Ψ( )[ ]X n  and Ψ *( )[ ]X n  as infix notation:

Ψ Ψ( ) ( ) ( ... )* * * *[ ] [ ]X Xn n q= = ψ ψ ψ1 2 , (4) 

where 

*  and ψ j  are Boolean superposition (commuta-

tion) operation and the jth elementary Boolean 

component of the universal representation by 

the Boolean equivalent of the F set of DIMSCC 

target controlled arithmetic and logical opera-

tions correspondingly.

So, the aim of DIMSCC cyber-controllability 

ensuring is as follows: let inputs and outputs of a 

given FCO be controllable. It is necessary to specify 

Fig. 1. Functional control model (authors model)
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Statement 1. Determine arithmetic function 

Ψ X( ) may correspond to the S-transform of its 

Boolean equivalent in infix form (5) if every function 
ψ j is unary or binary, the operator S  is linear, and 

the * operation is addition by modulus two. 

Statement 1 proof is in the Appendix.

According to Statement 1 Boolean equivalent of 

the arithmetic addition function F +( )  is as follows: 

(7)

A B HH A B+ = ⊕ + ⊕ ⊕ +⊕ =( ) ( ) ( )A BA BA B

where:

H A B( )+  — number, which code characterizes 

shift units transition during the A  and B  num-

bers adding operation. 

Since H A B( )+  establishes a mutual polynomial 

connection between the A  and B  numbers and 

signature algebra defines H A B( )+  as mutual 

polynomial characteristic of two numbers involved in 

the arithmetic addition operation.

Example: 

7 1010111A[ ] =  or x x x x( ) = + + + +7 5 3 2 1A x ;

0110001=7B[ ]  or x x( ) = + +6 5 1 B x .

Addition and calculation of two numbers mutual 

polynomial characteristic result is:

1 1 1 0 1 1 1 0=8H[ ]

A + B = = 1 0 0 0 1 0 0 0
1 0 1 0 1 1 1
+
0 1 1 0 0 0 1

←←←   ←←←

Then the arithmetic sum of the A  and B  num-

bers according to (7) through Boolean operation 

«modulus two sum» is as follows: 

[ ] [ ]8            8A   + B   = 01010111 ⊕ 00110001 ⊕

⊕ 11101110 = 10001000.

It should be noted that if operands A  and B
of the arithmetic addition operations are presented 

the set of G control characteristics for all possible F
set operations executed by this FCO for CCG1 

synthesis with characteristics of controlled functions 

Ψ( )X n[ ]  from F  the set that could be presented by 

corresponding equivalent Boolean function (4) and 

operator S  allowing surjective reflection according 

to the superposition principle: 

(5)

S X S X S S Sn n q( ( )) ( ( ))* * * ... *Ψ Ψ[ ] [ ]= = ψ ψ ψ1 2 .

Fundamental result. Synthesis problem solution (5) 

is based on the mathematical apparatus of the author’s 

signature Boolean-polynomial algebra (signature alge-

bra by V. Tupkalo). The definition is the following [14]. 

Definition 2. Signature Boolean-polynomial 

algebra is surjective reflection algebra over the GSF 

(Galois Signature Field) ( n , m ) finite set of binary 

numbers of n  length from signature (sig) of m n m>( )
length, the basic set of algebra is the system set:

W R H H sig= ⊕( ); , , , , , ,1 α β ϕ (6) 

where: 

• R  — set of DIMS arithmetical and logical 

functions, which are selected functional control 

objects (operational in time);

• two binary logical operations are addition by 

modulus two and the logical operation of forming 

the mutual polynomial characteristic (H ) of two 

numbers involved in arithmetic addition operation;

• two unary operations: one-bit truncation 

operation of the left most significant digit of the 

mutual polynomial characteristic (H 1) number if 

the condition requires performing a particular 

controlled arithmetic operation on a pair of 

binary numbers in the model (7) context; 

combinational type operation of a binary number 

signature ( sig ) forming;

• ϕ  three n-bit constants: ϕ -binary number with 

a unit only in the least significant digit, α  — 

binary number with units in all digits (inverting 

constant), β  — binary number with a unit only in 

the most significant digit.
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by n th degree polynomials, then their H A B( )+
characteristic may be presented by n +( )1  degree 

polynomial. Thus, the synthesis task of H A B( )+
the characteristic generator is the development of a 

combinational node realizing Boolean function sys-

tem on its outputs:

h
h a b
h h a b i ni i i i

1

2 1 1

2 1 1 1

0

3 1

=
=

= ∨






 = +− − −

;
;
( ). , ..., .>

(8)

According to (8) general scheme of H A B( )+
characteristic generator is presented in Boolean ba-

sis «OR-AND» in Fig. 2.

In the Statement 1 regarding the requirement for 

S  operator linearity context, the following should be 

noted. In [15], this operator may be linear in the case of 

its vector interpretation ( sig ) as a unary convolution 

operation of the binary number A  of n  length into 

its control characteristic of m length by the modulus 

of an irreducible primitive m degree polynomial 

  x P m( ) based on a recurrent (sequential clock in time), 

for example, a register shift algorithm with feedback. 

Though, this algorithm does not allow to realize  

synthesis of the parallel signature generator of binary 

n -bit numbers ( )  x A , which is necessary for 

functional control of high efficiency and reliability of 

detection hacker incidents during DIMS operation in 

real-time.

Based on this note, synthesis method of the par-

allel signature generator based on signature generat-

ing a matrix of an irreducible primitive polynomial 

  x P m( )  is proposed.

Definition 3. Generating signature matrix 

M sigA n( )[ ]  of the polynomial   x P m( ) is ( )m n×  a size 

matrix n , resulting from row-by-row multiplication 

of the column vector matrix of n-bit number A n[ ]

with n  rows of matrix M sigA n( )[ ]  of recurrent 

generation n  vector rows of m-bit signature sig nβ[ ]

of binary number β[ ]n  with the unit in the most 

significant digit (signature algebra constant).

In the Definition 3 context, the general model of 

the proposed synthesis generator signature matrix 

method is presented by equality (9), which has the 

corresponding matrix representation (10): 

(9)

sigA a sig a sig a sign            n n n n[ ] [ ] [ ] ...= ⊕ ⊕⊕ − − [ ]β β β1 1 1 1 ;

  (10)

M igA

P x

M ig

P x

a
a

a

n

m

n

m

n

(s )

( )

(s )

( )
[ ] [ ]= =×

β
1

2

…

…

…

…= ×

[ ]

[ ]

[ ]

sig

sig

sig

a
a

n

β

β

β

1

2
1

2

m
aa

a
a

a a
n

n n

=

00 0
0 00

0 0

1

2

...
...

...
m

n.

Fig. 2. Scheme of H A B( )+  characteristic generator is presented in Boolean basis «OR-AND» (authors model)
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Example: 6 110110[ ] =A .

Then we have: 

a    ⊕6     6[ ]β a    ⊕5     5[ ]β a    ⊕4     4[ ]β a    ⊕3     3[ ]β a    ⊕2     2[ ]β a     =1     1[ ]β

1 1 0 1 1 0A =

=

1    1 0 0 0 0 0
1    1 0 0 0 0
0    1 0 0 0   ⊕
1         1 0 0
1           1 0
0             1

a    ⊕6     6[ ]β a    ⊕5     5[ ]β a    ⊕4     4[ ]β a    ⊕3     3[ ]β a    ⊕2     2[ ]β a     =1     1[ ]β

1 1 0 1 1 0A =

=

1    1 0 0 0 0 0
1    1 0 0 0 0
0    1 0 0 0   ⊕
1         1 0 0
1           1 0
0             1

According to (10), the method of the synthesis 

generator parallel type-signature based on the sig-

nature generating matrix of an irreducible primitive 

polynomial is presented in Fig. 3, 4, 5 correspondingly.

Based on the models of signature creation in 

Fig. 3–5, the constant is β[ ]n W∈ .

Definition 4. The signature ( sig ) of the binary 

number ( )A  x  is its convolution (linear transforma-

tion sigA  x( )) based on signature generating the ma-

trix of an irreducible primitive polynomial. 

Signature definition interpretation allows ensur-

ing of the reliability control task is reduced to the known 

task of an irreducible primitive polynomial  m( )P   x  type 

choice and parallel signature generator synthesis task 

to be reduced to the combinational logical convolution 

node of the pyramidal type construction. Herewith, 

node degree number and, thus, the signature generat-

ing operation time depends on the ratio of n  digits of 

Fig. 3.  Methodology for creating a parallel-type signature generator: 
Step 1 (authors model)

Methodology of creating a parallel-type signature generator

Step 1: selection of a sequential (recursive) generation model
    n vector rows of m - bit signature

Example:

shift
input

sigA a sig a sig a sign            n n n n[ ] [ ] [ ] ...= ⊕ ⊕⊕ − − [ ]β β β1 1 1 1

 xP x x( ) += +

= =

3 1,   n = 7

m

n

M  sig β3( )[ ] 7[ ]

=sig 100β3[ ] 7[ ]

β 7[ ]

α7

α6

α5

α4

α3

α2

α1

sig β 1[ ]

sig β 2[ ]

sig β 3[ ]

sig β 4[ ]

sig β 5[ ]

sig β 6[ ]

sig β 7[ ]

sig(1)
sig(10)

sig(100)
sig(1000)

sig(10000)
sig(100000)

sig(1000000)

0 0 1
0 1 1
1 1 1
1 1 0
1 0 1
0 1 0
1 0 0

0 0 1
0 0 0

3 2 1

0 1 1
1 1 1
1 1 0
1 0 1
0 1 0
1 0 0

1
0
0
0
0
0
0

⊕
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Fig. 4. Methodology for creating a parallel-type signature generator:
Step 2 (authors model)

Methodology of creating a parallel-type signature generator

     Step 2: Formation of the Generator Matrix of Signatures                                 

System of logical equations
construction of parallel-type 

signature generator

Example:  xP x x( ) += +3 1,   n = 7

  =  =  =   =

0 0 1
0 1 1
1 1 1
1 1 0
1 0 1
0 1 0
1 0 0

0 0
0

0
0

0 0
0 0

α1 α1

α2α2

α3α3α3

α4α4

α5 α5

α6

α7

S2 S1S3

S3 α7 α5 α4 α3

α2

α3

α4

α5

α6

α7

×S(7,3)

A 7(x) [ ] M  sig 3(  )[ ] A 7(x) [ ]

M  sig m(  )[ ] A n(x) [ ]

M  sig 3(  )[ ] A 7(x) [ ]

sig 3[ ] A 7(x) [ ]

M  sig β3( )[ ] 7[ ]

  =   ⊕

  ⊕

  ⊕   ⊕

S1 α5 α3 α2 α1  =   ⊕  ⊕   ⊕

S2 α6 α4 α3 α2  =   ⊕  ⊕   ⊕

the input number ( )A  x  and the bit rate m of the signa-

ture code (selected polynomial degree m( )P   x ).

Then considering (7), for addition function  F +( )

signature control formula is in the form:

sig A B s A AHBig( ) ( ) ( )+ = ⊕ + =

sigA sigB sigH A B( )= ⊕ ⊕ +

⊕ (11)

and operators  { }, , ...⊕ ∈( )sig H W .

Subtraction function F A B A B( ) ( )− = − = + − . 

Let us use the known method of subtracting binary 

numbers using an additional subtractor [16] code in the 

synthesis process of arithmetic binary numbers sub-

traction operation control formula. In this case, sig-

nature algebra formula converting the direct n -bit 

code of the modulus of the subtractor −( )B  number 

into its additional code −( )B
ADD modulus two sum:

− ⊕ ⊕ ⊕ ⊕ +( ) =B B H B
ADD

( ) [( ) ]α ϕ α ϕ1 ,

where mutual truncated polynomial characteristic 
1 ...[ ]H  use prevents obtaining false results 

from generating operation −( )B
ADD due to 

the possible digit grid expansion of the result 

by one higher digit. The following example 

demonstrates it:

C5 5 511011 01101[ ] [ ] [ ]= − =− =01110A B  — true 

result.

In the case of using the signature algebra appa-

ratus, we have:

A  B H B= + ⊕ ⊕ ⊕ + =⊕( ) [( ) ]α ϕ α ϕ1

A  BA B− = =( )A B− = + + −( )ADD

=

+{(11011 011001 11111 00001⊕ ⊕ ⊕= )

⊕01000 = =⊕01000 00110 01110,

[   ]1H

11011= ⊕⊕ ⊕ + =[ ]10011 11011 100111H

= +10010 000011⊕ +( ) }H 11011 10011 =

1 1 0 1 1
1 0 0 1 1
1 0 0 1 1 0

←       ←←

…
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A  B H B= + ⊕ ⊕ ⊕ + =⊕( ) [( ) ]α ϕ α ϕ1

A  BA B− = =( )A B− = + + −( )ADD

=

+{(11011 011001 11111 00001⊕ ⊕ ⊕= )

⊕01000 = =⊕01000 00110 01110,

[   ]1H

11011= ⊕⊕ ⊕ + =[ ]10011 11011 100111H

= +10010 000011⊕ +( ) }H 11011 10011 =

1 1 0 1 1
1 0 0 1 1
1 0 0 1 1 0

←       ←←

…

This example follows that this is the one-bit 

truncation operation of the left most significant 

digit of a number of the mutual polynomial charac-

teristic.

Based on the above signature control formula of 

the binary numbers subtraction operation is as fol-

lows:

so subtraction operation of 
binary numbers by algorithm 
according to used signature 
algebra formula is correct.

(12)

{ [

sig A

sigH B⊕ ⊕ + ⊕[( ) ]α ϕ1

⊕ ⊕α ϕsigH A B⊕ +1 ⊕ ⊕ +α ϕH B1[( ) ]]}.

The signature control formula (12) validity check 

example is in Appendix.

Multiplication function F A B( ) ( )X = × . Consid-

ering the ancient Egyptian method of multiplication [12]

when establishing the weights of the digits of the 

multiplier:

B x b x b x b x b x

A B A b
n
n

n
n

i

n

i
i

( ) = + +…+ +

× =

−
−

=
−∑

 1
1

2
2

1

1
12

;

.

Fig. 5. Combinatorial parallel generator of field signatures GSF (7, P3(x)) (authors model) 

 xP x x( ) += +3 1

S3 α7 α5 α4 α3

Combinatorial parallel generator of field signatures GSF (7, P3(х))

  =   ⊕  ⊕   ⊕

S1 α5 α3 α2 α1  =   ⊕  ⊕   ⊕

S2 α6 α4 α3 α2  =   ⊕  ⊕   ⊕sig 3[ ] A 7(x) [ ] =

s3 s2 s1

α7α6α5α4α3α2α1

A = 1 1 1 1 1 0 0

sig A = 0 1 0
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Then based on (11) for positive cofactors, we have 

the control equation (signature control formula):

(13)

sigAb

sigA⊕

= ⊕

sig A B( )× =

⊕1
0

2
12 2

bb sigH Ab

sig sigAb sigH Ab

3
2

1 3
2

2 4
3

2 4
3

2 2

2 2
2

⊕ ⊕

⊕ ⊕ ⊕

+

+

[ ]Σ

Σ Σ
sigΣ

+

{ }

{ ⊕H  Ab Ab[ ]+1
0

2
12 2

sigΣ1
}


 ⊕

⊕ ⊕ ⊕ ⊕

⊕ ⊕

sigΣ

sigΣ

3

4
5

4
3 5

42 2sigAb

sigAb sig

sigH Ab

sig sigAb sig H−3n

[ ] ...Σ

Σ Ab

sigAb s

n
n

n n
n

n
n

−
−

− −
−

−

⊕ ⊕

⊕

+

⊕

1
2

3 1
2

1

2 2

2

Σ{  }
iigH Abn n

n

n
[ ]

[ ]

Σ −
−+

−
2

12
1sigΣ

[ ]

−2sigΣ

In the case of different cofactor sign digits, the 

general representation of the multiplication results 

as modulus two superposition is the following:

F A Bx
n

( ) (| | | |)= + =× +[ ]β 2 1

A B H A B(| | | |) [(| | | |)= + ,× ⊕ ⊕ ×n+[ ]β 2 1 ββ[ ]2 1n+

(14)

where:

β[ ] )(2 1 2 1n n+ − +  — digit number representing the 

sign digit, provided that it is located to the left of 

the mantissa most significant digit

The signature control formula (13) validity check 

example is in Appendix.

Division function F A B: ( )/( ) = . Certainly, 

any binary dividend A can be uniquely represent-

ed in the form: dividend A    BC   Z= + , where B is di-

visor; C  is quotient; Z  is the rest. So, the division 

result regarding the rest is reduced to difference: 

Z B  A=       −− . Then considering (12), we have the fol-

lowing equation system:

(15)

sig Z
A AA

A
A

A

sig Z sig sigH Z
si si

( ) ( ) [( ) ]
( ) (

;− = ⊕ ⊕ ⊕ ⊕ +
− = ⊕

α ϕ α ϕ
α

1

)) [( ) ]
( )

;sig sig
sig B sigBC sigA sig s

ϕ α ϕ
α

⊕ ⊕ +
− = ⊕ ⊕ ⊕

1

iig
sig H igH BC A

ϕ
α ϕ α ϕ

α ϕ

⊕
⊕ ⊕ + + ⊕ ⊕ ⊕
⊕ ⊕ +

1 1

1

[( ) ] { [
[( ) ]]}.















Then signature control division formula F :( )  can 

be reduced to the signature equality control:

(16)

⊕ ⊕α ϕsig Z sig B sig BC A( ) ( ) { ( )− = − = ⊕A

A⊕ ⊕ +[( ) ]]}}.α ϕ1

H BC[( ) ] { [⊕ ⊕ + ⊕ +α ϕ1 1 AAA ⊕ ⊕ ⊕α ϕ

The signature control formula (16) validity check 

example is in Appendix.

Logical functions signature control. Comparing 

Boolean and Zhehalkin algebras follows [17], that basic 

set of two-digit logical functions (operations) of digital 

automatic devices of various purposes is a conjunction 

(∧ ), a disjunction (∨ ) and modulus two sum (⊕ ). 

Function F A B( ) ( ).⊕ = ⊕  This function has an 

equivalent expression in signature algebra:

(17)

( )A B A B A B A B D⊕ = + − ∧ = + +( ) ( ) ( ) ( )2
ADD

where analogical to (12):  

(17.1)

D D= ⊕ ⊕ ⊕α ϕ( ) ( ) [( ) ];H DADD ⊕ +α ϕ1

[= ∧ ∧ ∧ + ∧( ) ⊕ ( ) ( )1 (( )].A BA B A B A B

As a result of expanding expression (17) by em-

bedding, we obtain the following signature control 

formula of the function F ( )⊕  execution:

  (18)

sig A B A B H A B( )⊕ = ⊕ ⊕ +[ ] ⊕

⊕

1

sig H A B A B⊕ ∧ + ∧( ) ( )  ⊕ ⊕1

{(

α ϕ⊕

sig(( )α ϕ⊕

∧ + ∧ ]
⊕ ⊕⊕

( ) ( ) ⊕) +

++

sig H H A B A B

sig H A B H BA

1 1

1 1 [ ]

⊕ ∧ + ∧ ⊕ +

)

[( [( ) ( )] )H H A B A B

( ) ( ) + ∧ + ∧ ⊕ ⊕(H A B A B1

1 1

⊕α ϕ

α ϕϕ])}.

sig sig sig

Let us check the control formula (16) validity on 

the example of the input data: 

=1011110A , = 0111111B , ( )⊕ =1100001BA , 

 xP x x( ) += +3 1.
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The control operation result is the following:

(18.1)

sig sig sig1011110 0111111 111( ) ⊕ ( )= ⊕

( )sig 1011110 0111111⊕ =

11100

0111100 1111110 0000110

01

( ) ⊕

( ) ( )⊕ sig ⊕ sig

sig

⊕

⊕ ⊕ ⊕ ⊕ ⊕ ⊕

⊕sig ( )

( 11000

011 100

);

.111 111= =010 110 001 100 001

Control formula (18) validity is verified.

It should be noted that the following equation 

could be chosen as the signature control formula of 

the function F ( )⊕  execution:

sig A B sigA sigB( )⊕ = ⊕ . (19)

Let us evaluate this possibility using the example 

of the previous data.

sig( )1011110 0111111⊕ =

⊕

= sig sig ;1011110 0111111⊕( ) ( )
011 1=111 000 = 111.

Let us consider the situation: operand A  was 

distorted to r = 0101100A  as a result of hacker in-

tervention in operands A  and B  transferred direct-

ly to DIMSCC functional control object (Fig. 1) input. 

We have in this situation with signature functional 

control:

  (19.1)

sig sig1011110 011111= ⊕( ) 11( );

sig sig( )0101100 0111111 0010011⊕ = =( )

011 100= ⊕ = .111 111

Thus, operation result error was not detected 

while control equation use (19). Moreover, code con-

trol by mod 2 would not work in this situation since 

the number of units in both codes of addition results 

by modulus two remained unchanged. 

Known equation [18] could be used except (19):

( ) ( ) ( )A B A B A B⊕ = ∧ ∨⊕ (20)

and then the control equation is: 

(21)

sig A B sig A B sig A B( ) ( ) ( )⊕ = ∧ ⊕ ∨ .

Let us check the control formula (21) validity 

based on the previous data:

111=111 000 = 111.

sig( )1011110 0111111⊕ =

⊕

sig sig( ) ( );0011110 1111111= ⊕

Let us check the control equation (21) controlla-

bility in such hacker intervention: 

  (21.1) 

011 100= ⊕ = .111 111

sig sig( )0101100 0111111 0010011⊕ = =( )
sig sig0101100 011111= ( ) ⊕ 11( );

So, operation result error was not detected while 

the control equation (21) use.

Let us check the control equation (18) control-

lability in such hacker intervention that is as follows:

  (22)

sig A B sig A sigB sigH A Br r r( )⊕ [ ] ⊕= ⊕ ⊕ +1

∧( ) ∧( ) ⊕

⊕ ⊕

sigH A B A Br r⊕ ∧( ) ∧( ) +1
 ⊕ ⊕

⊕ + ⊕ +

⊕

( ][ )sigH H A B A B

sigH

r r

⊕( )sig α ϕ

α ϕ1 1

1{( [ ]) ( [( )A B H A B H A Br r r⊕ ⊕ + + +1 1

( )]A Br ∧+

( )] ) ])}.+ ⊕ +∧A Br α ϕ

[( [(H H A Br ∧⊕ 1 1α ϕ )) +

∧

The control operation result is the following:

  (22.1)

sig sig( )0101100 0111111 0101100⊕ = ( ) ⊕

1011000 1111110( )
sig sig( )0111111 ⊕⊕ ( ) ⊕

( ) ⊕⊕⊕sig sig

011 100 101 111 001 010 010

0001110 1010000( ) ⊕⊕ sigsig ( ) ;

.111 100≠ ⊕ ⊕ ⊕ ⊕ ⊕ ⊕ =

1111000

http://www.mi-journal-online.org
https://doi.org/10.33955/v5(2023)-024
http://www.mi-journal-online.org


MEASUREMENTS INFRASTRUCTURE
Measurements infrastructure Vol. 5 (2023) MI_024_260722 https://doi.org/10.33955/v5(2023)-024

www.mi-journal-online.org 11 © 2021 Measurements infrastructure

Thereby, the signature control formula (18) use 

allowed  detection of hacker intervention during log-

ical operation  (A B⊕ ) execution. 

Signature control results (18.1), (19.1), (20.1) com-

parison proves that operation result error detection 

became possible due to signature control formula (19) 

and (18) insertion of «additional functional control 

filters» which are polynomial characteristics into 

formula (18). So, instead of Boolean linear polynomi-

al signatures (19) and (20), the corresponding signa-

ture polynomial from signature algebra by V. Tupkalo 

set of the polynomials [14] was selected for functional 

control function F ( )⊕  realization.

Definition 5. Signature formula as a modulus 

two sum of signatures is called a signature polyno-

mial if at least one of the signatures is coupled with a 

mutual polynomial characteristic.

Definition 6. The signature polynomial is degen-

erate if it consists of only one or more units in signa-

ture (signatures) form mutual polynomial character-

istic.

For example, the degenerated signature polyno-

mial is: 

( ) ( )sig A A sigH A A sig A+ = + = 2 .

Function ( )∧ = ( )∧A B . This signature algebra 

function is equivalent to: 

(23)

L∧ ∨ − ⊕ = ∨ +( ) = ( ) ( )( ) ( )ADDA B A B A B A B ,

where:

( ) ( ) [( ) ]
( ).

;L L H LADD= ⊕ ⊕ ⊕ +
= ⊕
⊕α ϕ α ϕ1

A B

As a result of expanding expression (23) by em-

bedding, we obtain the following signature control 

formula of the function F ( )∧  execution:

  (24)

[( ) )⊕ ⊕ ⊕ + ] ]H A B1 α ϕ

[( ) (⊕ ∨ + ⊕ ⊕ ⊕ ⊕sigH A B1 α ϕA B

sigH A B ⊕ + ⊕[( ) ]sig ⊕ ⊕ ⊕⊕ ( )α ϕ α ϕ1

sig ig sigA sigB∧ = ∨ ⊕ ⊕ ⊕( ) ( )A B A B

[( ) )⊕ ⊕ ⊕ + ] ]H A B1 α ϕ

[( ) (⊕ ∨ + ⊕ ⊕ ⊕ ⊕sigH A B1 α ϕA B

sigH A B ⊕ + ⊕[( ) ]sig ⊕ ⊕ ⊕⊕ ( )α ϕ α ϕ1

sig ig sigA sigB∧ = ∨ ⊕ ⊕ ⊕( ) ( )A B A B

Let us check the control formula (24) validity on 

the example of the input data:

=1011110A , = 0111111B , ( )∧ = 0011110A B , 

 xP x x( ) += +3 1.

The control operation result is the following:

111 == = .000 011 100 001 000 111⊕ ⊕ ⊕ ⊕ ⊕ 001111 == = .000 011 100 001 000 111⊕ ⊕ ⊕ ⊕ ⊕ 001

sig( )1011110 0111111∧ =

sig sig( )1011110 0111111 1011110= ∨ ⊕ ⊕( )
sig sig0111111 1111110( )⊕ ⊕ ( )

sig sig000000 0000000⊕ ⊕ ( )( ) .

Control formula (24) validity is verified.

Function ( ) ( )∨ = ∨A B . According to (23) and 

definitions 5, 6 this signature algebra function is 

equivalent to:

( ) ( ) ( )A B A B= ⊕ − ∧ + ∧ =2A B

( ) ( ) ( )∨ = ⊕ + ∧ =A B A B A B

( ) ( )Q= ⊕ + +ADD H 1[( ) ( )],∧ + ∧A BA B A B

(25)

where by analogy with (23):

( ) ( ) [ ( ) ];Q Q H QADD= ⊕ ⊕ ⊕ ⊕ +α ϕ α ϕ1

( ).= ⊕A B

As a result of expanding expression (25) by em-

bedding, we obtain the following signature control 

formula of the function F ( )∨  execution:

  (26)

( ) ( )si ig sig∨ = ⊕ ∧ ⊕( ) ⊕A B A B A B

[( )sigH⊕ ∧ ⊕( )ig⊕ ⊕α ϕ α1 )) ]+ ⊕ϕA B

{( ) [( )⊕ ⊕ + ∧ ⊕ ⊕ ⊕α ϕsigH 1 A BA B

[( ) ) ]]}⊕ ∧ +⊕ ⊕α ϕ1 A B

⊕ sigH 1[[( ) ( )]∧ + ∧ ⊕A B A B

{{( ) ( )sigH⊕ ⊕ ⊕ ∧ ⊕ ⊕ ⊕1 α ϕA BA B

[(( ) )⊕ ∧ ⊕1 α + ⊕ϕ]}A B

⊕ ⊕ + ∧ ⊕ ⊕ ⊕α ϕ{( ) [( )1 A BA B

⊕ ∧ ⊕ + +α ϕ[(( ) ) ]]}1 A B

+ ∧[(1 )) ( )]}.+ ∧A B A B
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( ) ( )si ig sig∨ = ⊕ ∧ ⊕( ) ⊕A B A B A B

[( )sigH⊕ ∧ ⊕( )ig⊕ ⊕α ϕ α1 )) ]+ ⊕ϕA B

{( ) [( )⊕ ⊕ + ∧ ⊕ ⊕ ⊕α ϕsigH 1 A BA B

[( ) ) ]]}⊕ ∧ +⊕ ⊕α ϕ1 A B

⊕ sigH 1[[( ) ( )]∧ + ∧ ⊕A B A B

{{( ) ( )sigH⊕ ⊕ ⊕ ∧ ⊕ ⊕ ⊕1 α ϕA BA B

[(( ) )⊕ ∧ ⊕1 α + ⊕ϕ]}A B

⊕ ⊕ + ∧ ⊕ ⊕ ⊕α ϕ{( ) [( )1 A BA B

⊕ ∧ ⊕ + +α ϕ[(( ) ) ]]}1 A B

+ ∧[(1 )) ( )]}.+ ∧A B A B

Let us check the control formula (26) validity on 

the example of the input data: 

=1011110A , = 0111111B , ( )∧ = 0011110A B , 

 xP x x( ) += +3 1.

The control operation result is the following:

sig sig( ) ( )1111111 1100001= ⊕

sig sig0011110 1111110⊕ ⊕( ) ( ) ⊕

si⊕ gg sig0000010 1000000( ) ⊕⊕ ( )
sig sig0111100 0000000⊕ ⊕ ( )( )

=000 111 111 001 011 100 110 000 .⊕ ⊕ ⊕ ⊕ ⊕⊕ =000

Control formula (26) validity is verified.

3. Conclusions

The scientific novelty of the obtained theoretical 

results is the proposition of further development strat-

egy for cyber-secured system engineering of digital 

information and measuring systems of control com-

plexes (DIMSCC) for critical infrastructure objects by 

unified structural combinational type redundancy. So, 

the authors proposed to perform a structural redun-

dancy synthesis problem solution by formulae system 

forming (signature control equations) of the signature 

functional control of all DIMSCC basic arithmetic and 

logical functions (operations) on a single basis of a sin-

gle equivalent representation of their known formulaic 

expression by corresponding (adequate) descriptions 

in infix notation (infix models). The authors synthesis 

apparatus of «signature Boolean-polynomial algebra» 

is proved to be used aiming to realize infix notation. 

Practical advantage of the proposed approach to the 

synthesis of hardware redundancy of operational func-

tional signature control of computing operations is the 

transition possibility from signature control equations 

formulae to their realization implementation in the 

form of a signature control node directly without ad-

ditional interpreting and minimizing procedures use 

by simple logical composition (switching) functionally 

complete combinational structures from a finite set 

(standard set). Further development in this field in-

cludes DIMSCC hardware signature functional control 

method development to prevent hacker attacks.

4. Appendix

Statement 1 verification. Since the condition 

for equality (2) fulfillment is operator S  from function 

Ψ * X( ), independent selection, then Boolean equiv-

alent existence of determined arithmetical function 

Ψ X( ) does not exclude its infix notation (1). In its turn, 

since continuous in time (continuous digital system 

timing) control is considered, then Hilbert's thirteenth 

problem solution means that any continuous function 

n-variables can be represented as the superposition of 

two variables continuous functions [15]. Then superpo-

sition (2) principle is realized if the linear S-transform 

of a linear Boolean function. Linearity of the Boolean 

equivalent (5) is possible in case all functions ψ j are 

one and (or) two variables functions under conditions 

ψ j and * sum by modulus two or equivalence[17]. 

Let us consider that S  is not a surjective re-

flection. Then, at least one such vector y Yj
C C

m[ ]∈
should be on the comparator CC (Fig. 1) input and for 

all x j  on the CCG 1 input is S x yj j( )≠ C . Though er-

ror-free CCG 1 transition into the operational state 

with such y j
C contradicts the functional (hardware) 

control organization essence:

S X X Yn n m
C( ( ))* :[ ] [ ] [ ]Ψ →

that is surjective reflection, which was to be proved.
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Example 1. Control formula (12) validity check.

Given: 

=110110A , = 011100B , ( )− = 011010A B , 

α =111111 , ϕ = 000001 ,  xP x x( ) += +3 1., 
sig A B− =( ) 000 . 

1. Found out H B1[( ) ] :†⊕ +α ϕ

( ) ;B ⊕ =α 100011

=1H [ (B⊕α)+ϕ]

1 0 0 0 1 1
+

0 0 0 0 0 1
0 0 0 1 1 0

←←

1H [ ]…

2. Found out H A B H B1 1{ [ [( ) ]]}+ ⊕ ⊕ ⊕ ⊕ +α ϕ α ϕ : 

= 0 0 1 0 0 01H

011100 =⊕ ⊕111111 ⊕000001 00110 100100;

}{

1 0 0 1 0 0
+

1 1 0 1 1 0
1 0 0 1 0 0 0

←       ←

…

1H }{…

3. Let us find the difference  −( )*A B  by the 

Boolean equivalent formula:

A B A B H H( ) [ ]⊕ { }= ⊕ ⊕ ⊕ ⊕ … … =− α ϕ 1 1

A B( )= − .= 011010

4. Let us find the control characteristic of subtrac-

tion operation, formed by the control node CN 

(Fig. 1):

if  xP x x( ) += +3 1. we obtain:

*( )sig A B =

= ⊕ ⊕ ⊕

sigA sigB sig H H= ⊕ ⊕ ⊕ ⊕ … … =[ ]⊕ { }α ϕ 1 1

011 100 100 001 ⊕ ⊕ = =100 110 000

= ( ).sig A B−

−

Equality (12) is verified.

Example 2. Signature control formula (13) valid-

ity check.

Given: 

=10111A , =11101B , ( )× =1010011011BA , 

 xP x x( ) += +3 1., sig A B( )× =111 .

The multiplication result [12] when presenting the 

weights of the digits of the multiplier is the following:

Σ

Σ

1 1
0

2
1

1
0

2
1

1

2 2 2 2

0000010111

= ⊕ ⊕ + =

0000010111=

=

=

Ab sigAb H Ab Ab[ ]

0000000000 0000000000

0000010111

2 22 1 3
2

1 3
2

=

= + =⊕ ⊕Σ Σ ΣAb H Ab[ ] 00001110011

0000010111 0001011100 0000111000

=

=

=

=

0001110011

2Σ

Σ33 2 4
3

2 4
3

3

2 2 0111100000

0001110011 0010111000

= + =⊕ ⊕Σ Σ

Σ

Ab H Ab[ ]

*( ) [ ]= × = + =⊕ ⊕

0111100000

0100101011

2 2

0111100000

4 3 5
4

3 5
4Σ Σ ΣA B Ab H Ab

0100101011 0101110000

1011000000 1010011011.

( )*A B× = ⊕ ⊕

⊕

⊕ ⊕

= =⊕ ⊕

= =⊕ ⊕

So,

( ) ( ) ( ) ( )* , * .si ig× = × × = × =111A B A B A B A B

Equality (13) is verified.

Example 3. Signature control formula (16) valid-

ity check. 

Given: 

Z= + =1100011A BC , = 0010010B , 

Z = 0001001, C = 0000101, =1011010BC , 

α =1111111 , ϕ = 0000001 ,  xP x x( ) += +3 1..
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Result: 

1. Let us form the left side of the equation (16): 

sig Z sig Z sig sigH Z( ) ( ) [( ) ]− = ⊕ ⊕

⊕ ⊕

⊕ ⊕ + =α ϕ α ϕ1

= =110111 001 000 ..

2. Let us form the right side of the equation (16):

sig B sigB C sigA sig sig( )− = ⊕ ⊕ ⊕ ⊕α ϕA

+ ⊕ αsigH igH[( ) ] {⊕ ⊕ + ⊕α ϕ1 1 BBC A ⊕[A

H⊕ ⊕ ⊕ + =[( ) ]]}ϕ α ϕ1 A

= = 1100 100 000 001 111 000 110.⊕ ⊕ ⊕ ⊕ ⊕

Equality (16) is verified.
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