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Dobrzhanska Lyubov, Karpchuk Natalia. Social Responsibility and
Ethics of Competitive Intelligence Information in Organizations. The main
objectives of the research are: 1) to clarify the role of competitive intelligence in
the information support of competitive organizations; 2) to study the practical
application of competitive intelligence ethics; 3) to make recommendations to
assess the level of professionalism and ethics of the competitive intelligence
professionals. To solve the problems of the research several approaches were
used, including: information approach (collection and analysis of information),
system approach (study of the structure, relationships, function, nature and
characteristics of system elements), synergetic approach (analysis of ways, results
of future interactions). The author discovered the importance and role of the
ethics code in competitive intelligence; analyzed and identified the correct
behavior of CI professionals at work; the research evaluation criteria of
professionalism of CI professionals made it possible to determine the
characteristics and skills that a professional should posses.
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Oco00,1MBOCTI KOHKYPEHTHOI PO3BiIKH TA HIMIOHAXKY
Ha MiANPUEMCTBAX

Y crarri  AOCHUDKEHO MPOIECH IPOMHUCIOBOIO  INIHWIYHCTBA Ta
KOHKYPEHTHOI PpO3BIIKM SK NPUXOBAHUX (GOpM OTpUMaHHS KOHQIIEHUIAHOT
iH(pOopMaIlii KOHKYPEHTIB. [3 11i€t0 METOI0 CXapaKTepU30BaHO MOHATIMHUN amapar
KOHKYPEHTHOI PO3BIIKM ¥ TPOMHCIOBOTO IIMHUTYHCTBA Ta iXHI BIAMIHHOCTI,
PO3IITHYTO TEHJEHII pO3BUTKY IPOMUCIOBOIO LIMUTYHCTBA Ha CBITOBOMY PIBHI
Ha TPUKIAaX HAHOUTBIIUX CBITOBUX KOMMAaHIA. 3a JIOMOMOTOK ICTOPHKO-
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MOPIBHSIBHOTO METOMYy 3IIICHEHO PETPOCIEKTUBHHUIA aHaji3 KOHKYpPEHTHOI
PO3BIIKM W IIMIOHAXY HA MAIPUEMCTBAX. PO3KPUTO MpOSIBU IIMHUTYHCTBA B
MONMITHYHIA  cdepl, 30KkpeMa Ha TPHUKIAAI MDKHAPOJHOTO  COINAIBHOTO
MepexeBoro mnpoekty «BikiJlike», a Takok IpoaHAII30BaHO  HACHIIKU
MOITUYHOI pO3BiAKM. Ha OCHOBI OTpUMaHHMX pe3yJIbTaTiB 3allPOITOHOBAHO
CIOCOOM MPOTH/IIT IITMTYHCTBY i PO3BIALI HA MIKPO- T4 MAKPOPIBHSIX.

KiarouoBi cjioBa: KOHKYpEHTHa pO3BiIKa, MPOMUCIOBHI IIMIOHAX,
iHbopMartiifHa O6e31eka, UTbOBI aTaku, KiOepIImioHax, iHCcalIepchKa 3arpo3a.

IlocranoBKka HaykoBOi mnpoOJemMu Ta i 3HAYeHHsl. Y CBITI
MOCTIMHO BinOyBaeThes iH(opmariiina O0opoThO0a. BoHa BeaeThcs Mix
Jiep>KaBaMu, MiANPUEMCTBAMH Ta (pipMaMu 3a 3aXHUCT BIACHUX IHTEPECIB.
OueBugHO, OO HE MpOrparu B Ik O0POTHO1, MOTPIOHO BMITH W 3HATH
crocoou OpOTUALT MOCTIMHUM «1HpOpMaIlIHHUM Haraj am
CYNIPOTUBHUKAY. HuHimHii erart PO3BUTKY CYCIILJIbCTBA
XapaKTepu3yeThbcsl 30UIbIICHHSIM pojil 1HQopMalliitHoi cdepu, sika €
CUCTEMOYTBOPIOBAILHUM (PAKTOPOM JKUTTS CYCHUILCTBA Ta 3HAYHO
BIUIMBAE HA CTaH TOJITHYHOI, CKOHOMIYHOI, COLlaJbHOI ¥ IHIINX
CKJIQIHUKIB O€3MEKHU KOMEPIIHHOTO MANPUEMCTBA.

[moOanizaniss 3ymMOBMJIa HEOOXIJHICTh HE JIMILE BHUCOKOI SIKOCTI
iHdopmallii, ePeKTUBHOCTI 11 HAKOITMYEHHS, 2 i YMIHHS HaJICKHUM YMHOM
il ompambOBYBaTHM Ta ONTUMAJIbHO BHUKOpHUCTOBYBaTH. lle mepembauae
BU3HAUCHHS W YBEJEHHS BIAMOBIAHUX CTPYKTYp Ha MHIANPHUEMCTBI, SKi
BIJIMOBIIATUMYTh 32 OTPUMAaHHS, IepepoOKy Ta o00ir iHdopmaiiii.
OOMeXeHHSI pU3UKY CTOCOBHO JISUIBHOCTI MiANpPUEMCTBA O€3MOCEPEIHbO
NOB’S3aHO 3 HASBHICTIO 1HpOpMAIIiHUX pecypciB H  YMIHHSAM
ONTUMAJIBHO iX BUKOpUCTOBYBaTu. [loTpeda B ynopsiakoBaHiil iHdopmarrii
PO OTOYEHHS 3YMOBIIOE€ HEOOXIJHICTh CUCTEMHOTO 1HCTPYMEHTY, SIKHii
nependadae  BIAMOBIIHI 3MIHM B CTPYKTYypl Ta  (PYHKIIIOHYBaHHI
nignpueMcTBa. TakuM IHCTPYMEHTOM MO)Ke OyTH KOHKYpPEHTHa pO3BiJiKa
H1IPUEMCTBA.

[3 pO3BUTKOM CYCHLILCTBA MAacHITaOM MPOMUCIOBOTO MIMTUTYHCTBA
pI3K0 3pocTarTh. [HPopMmartis mpo pe3yabTaTH YyKUX JOCITIIKEHD 11010
NEBHOI'0 MIANPUEMCTBA 3a0IIAKy€ BIACHI CHJIM M KOIITH Ta JIa€ 3MOTY
30CEepeUTH BCIO yBary Ha BHPOOHMITBI i mapketunry. Ha cygacHomy
erani pO3BUTKY Oi3Hecy mnorpeda B iHopmalii MNpo KOHKYPEHTIB,
KJIIEHTIB a00 MapTHEPIB HAJA3BMYAHO BAXKIIMBA Ta aKTyaJlbHA IS
YCHIIIHOTO (PYHKI[IOHYBaHHS MiANPUEMCTBA.
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Mera crarri — TpoaHaNI3yBaTH OCOOJMBOCTI KOHKYPEHTHOI
PO3BIIKY ¥ MINMUTYHCTBA HA MIJIPUEMCTBAX, 3aBAAHHS — OXapaKTePU3yBaTu
KaTeropito KOHKYPEHTHO1 PO3BIAKH Ta 11 BIAMIHHICT BiJl TPOMHCIOBOTO
IIIIIOHAXY, MpOaHAI3yBaTH JHKEpelIbHY 0a3y  JOCHIIKEHHS  IN€el
npoOaemMu, 3A1IMCHUTH PETPOCHEKTUBHUNA aHal3 KOHKYPEHTHOI PO3BIJIKH
W I[ImoHaXy Ha MIJNPUEMCTBAX, 1X /il B NOMTUYHIA cdepi;
3aMpoONOHYBATH CIIOCOOU MPOTHUALT PO3BI/ILI TA MITTIOHAXKY.

AHani3 fpociaimkeHb wiei mpoodaemu. I[IpoOnemi KOHKYpPEHTHOT
PO3BIIKMA Ta IMIMIOHAXY HA MIAMPUEMCTBAX BEJIMKY YBary MPUAULIIN SK
BITUM3HSHI, Tak 1 3apyOpkHi (QaxiBul. JI. 3epkanoB y KHU3I
«be3omnacHocTh OusHeca. PazBenka» [7] ommcaB MiKHApPOIHUM 1
BITUM3HSHUHN TOCBIJ 3a0e3meucHHs Oe3IeKH Ha MAMPUEMCTBI, METOAHN Ta
CIIOCOOM BEIEHHS PO3BIAKM ¥ KOHTPPO3BIAKH, 3aco0u  3100yTTS
koHbineHIiiHOI iHPopMmarii. Y mparix O. JlepeBunbkoro [4], €. FOmnryka
[26] ToOmaHO METOAM BHUKOPHCTAaHHS KOHKYPEHTHOI pO3BiAKH, 300py
iH(dopMalli, TpOCyBaHHA MPOAYKTY Ta CIIOCTEPEKEHHS 32 CTAHOBUILEM
KOHKYpEHTA.

T. Tkauyk [22] po3KpUB HU3KY MUTaHb 3 OPTaHi3aIiiiHO-IIPABOBOTO
1 MeTomuyHOTO 3a0e3reueHHs Oe3neku Oi3Hecy, iHhopMaIliitHo1 O6e3MeKu
Jep>KaBU Ta CyO’€KTIB TrOCIONAPIOBaHHS, PO3POOHB MEXaHI3MU 3aXHCTY
TaeMHOI 1H(QOpMaIli, ONTHUMAalIbHI HANpPsIMU B3AaEMOJIl JIEPHKABHOIO
1 HEIepKABHOTO CEKTOpY Oe3mneky B YKpaiHi. Y JOCHIKEHHI KaHAUIaTa
ekoHoMiuHUX Hayk 0. SIkyOiBCbKOI PO3MISHYTO OCOOJMBOCTI HUIbOBHUX
arak Ta MOKa3HUKHU iXHBOT pe3ylbTaTUBHOCTI B Mepexk1 [HTepHeT.

O. MupoHoBa BHU3Ha4Ya€ TO3WUTHBHI ¥ HETraTUBHI  AaCIEKTU
BUKOPUCTaHHsI 1HQOpPMALIHUX PECYpPCIB Cy4aCHUMH MIANPUEMCTBAMH,
aHayli3y€ OCHOBHI TUINHU 1HGOPMAIIHHUX KOH(DIIKTIB y KiOepmpocTopl Ta
MPOTIOHYE CMOCOOM 3axUCTy 1HGOPMAIINHUX cUCTeM TiAnmpueMcTB [15].
3acnyroBye Ha yBary nparns B. bormanoBuua i B. bamgpaka [2], y skii
BHCBITJICHO ICTOPUYHE BUHUKHEHHA KOHKYPEHTHOI PO3BIJIKH Ta IIITUTYHCTBA,
OCHOBHI MPUHIUIIA Ta METOJH X 31MCHEHHSI.

A. Timaxg akieHTyBaB, M0 TOW, XTO HE YCBIIOMIIIOE POJIi
KOHKYPEHTHOI PO3BIJIKU SIK THCTPYMEHTY YMPAaBIIHHSA TiAIPUEMCTBOM, HE
MOXe OyTH KOHKYPEHTOCIIPOMOKXHUM Ha pUHKY [30, c. 6].

Buxiiax oCHOBHOro mMarepiany W OOIPYHTYBaHHSI OTPMMAHMX
pe3yabTariB  aociaigmxeHHsa. [IOHATTS  «KOHKYpPEHTHOI  PO3BIJIKI»
(competitive intelligence) mpodeciitHo 3akpinuaocs Ha 3ax0/i 3 HOTo OUTBII
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PO3BHHEHMMH pUHKaMU. Y BITUYM3HSIHOMY OI3HECOBOMY CEPEIOBHIII
OB Y)XKMBAaHUMHU € TEPMIHHU «JIIJIOBAa PO3BiIKa», «OI3HEC-PO3BIAKAY.
KonkypeHTHa po3Bifika — NOCTIHHUI mpouec 300py, HarpoOMaJKEeHHS,
CTPYKTYpPYBaHHS, aHaJi3y JAaHUX TPO BHYTPIIIHE W  30BHIIIHE
CepeloBHIlle KOMIaHIi 3aayis CBO€l mepeBarn Ha puHKY. KOHKypeHTHa
pO3BizKa 3/iMCHIOE 301p 1H(OpMAITi JrIIe 3aKOHHUMHU METoAaMH. ToOTOo
IbOMY NPOLIECY HEBIACTHMBA KpaalKKa YY>KUX CEKpETIB, BUKOPUCTAHHS
IHIIUX ~«HEYUCTUX» CIMOCOOIB OTpUMaHHS HEOOXiTHOT KOMEpIHOT
TaeMHHUINl. Takok i1 Hei XapakTepHa poOoTa 3 pPIZHOMaHITHUMU
JoKEepellaMu Ta HociaMu 1H(opmarii Biakpuroro tumy [31, c. 319].

IcHye nBa OCHOBHI 3aBIaHHS KOHKYPEHTHOI PO3BIIKH: MEpIIE —
3a0e3neueHHs 00 €KTUBHOIO 1H(GOpPMAIEID MNpPO peajbHE CTAHOBUILE
HiIPUEMCTBA; Ipyre — HajgaHHs 1H(OpMallli PO 3arpo3u Ta MOKJIUBOCTI
B 013HECOBOMY MpOCTOpi [26].

Mera po3Bigku — oTpumaHHs iHGOpMAIi, sKa IS MIANPUEMIT €
OCHOBOIO JIJISl IPUMHATTS BUBAKECHUX YNPABIIHCHKUX PILIEHb.

B. 0. borganoBuu po3aisisse METOAM KOHKYPEHTHOI PO3BIIKH Ha
«KaOlHeTHUI» (HEe BUXOASYM 3 O(icy) 1 «oabOBUID» (13 BHUXOJOM Ha
KOHKYPEHTHY T€pUTOpI0) [2, c. 19].

«Kabinemnuity ~ memoo  300py inhopmayir. AHaITUKN
BUKOPUCTOBYIOTh ~ BIIOMOCTI 3  OQImiMHMX JKepen  (aepskaBHOT
CTaTUCTUKH, aHAMTUYHUX 3BITIB, y 3MI, KoMeHTapiB 1 MpPOTHO3iB
(haxiBLiB, pIYHHUX 3BITIB KOHKYPEHTIB, iXHIX O(DILIIHUX CAlTIB Ta 1H.).

Ho  «nomwoeozo» memody BIIHOCITH 3aMOBJICHHS — TOBapy
KOHKYpEHTa, MacKyBaHHSI i KJII€HTa, MACKyBaHHS Wi JIOAHMHY, sKa
npuiUia Ha criBOeciy abo Xo4de BIIAIITyBaTUCs HA POOOTY.

Ha mporuBary KOHKYpEHTHIH pO3BIIII, M [POMHUCIOBUM
WIMIOHAXKEM  CIIIJ  PO3YMITHM BHUJ  HEAOOPOCOBICHOI KOHKYPEHILIIT,
JUSJIBHICTh 13 HE3aKOHHOTO 3700YyTTsI Ta BHBIIYBaHHS BIJIOMOCTEH, IIIO
NPEACTARISIIOTh [IPOMUCIIOBI Ta JIUJIOBI CEKPETH KOHKYPEHTIB, iXHIO
KOMEpUIAHY Ta€eEMHHMIIO, 13 3aKpUTUX BIJ LIMPOKOro JAoctymy (Ta
CTOPOHHIX 0Ci0) JpKepen B 1HTepecax JTOCATHEHHS eKOHOMIYHUX TepeBar
[16, c. 145]. TlpomucnoBuii mmioHaX BEACThCA BCiMa JOCTYITHUMH
3aco0amu (KOJIM METa BUIIPABIOBYE 3acO0H), YKIIOUAKOUM 3aCTOCYBaHHS
CHELIAIbHUX TEXHIYHUX MPUCTPOIB Ta MIJKYI OCATOBUX OCIO.

[IpomMucioBuil 1MIMOHAXK J1a€ 3MOTY HEAOOPOCOBICHUM KEpiBHUKAM
OTpUMYBaTH 1H(OPMAIIIIO, IO KOIITYE MUIBMOHU J0JapiB, 3a OE3IIHOK.
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3amictb TOrO, mIO0 30MpaTH JaHl TPO PHUHOK, YIOCKOHAIIOBATH
BUPOOHUYMI MPOIEC Ta CHCTEMATHU3YBAaTH BIJOMOCTI MPO KOHTPAKTH,
BOHM BBa)XalOTh 1 BUTIIHUM, 1 BIAHOCHO O€3MEUYHUM OOKpajgaTH CBOIX
KOHKYpEHTIB. TakuM 4YWHOM, NPAKTUKYIOYl MPOMHUCIOBUN MIMIOHAX
MIANPUEMIIT HE TUIBKM OTPUMYIOTH 1H(OpPMAIII0 3a HOMIHAJIBHOIO
BapTICTIO, aJie ¥ pa3oM 13 HElo OJEP>KYIOTh O€3IiHHI JJaHl MPO CTPATETIo
KOHKypeHTa [32].

[IpoMucioBe MIMUTYHCTBO, 3a3BUYaii, Ma€ JIB1 METHU:

? orpuMaHHs KOH(1AeHI[IITHOT iHdOpMaIlii KOHKYPEHTIB;

? 3100y TTS KOHKYPEHTHOI TIEpeBarv Ha pUHKY 4epe3 BUTICHEHHS abo
3HUIIEHHSI KOHKYpeHTa [23, c. 73].

[lomo MeToAiB mMMUTyHCcTBa Ha mianpueMcTsi, To B. FO. bornanosuy
00’eqHy€e iX y JBI rpynd — areHTYpHUH METOI OAepx»aHHs 1H(opMarii
1 TeXHIYH1 METOAM IIPOMMCIIOBOTO MIMUTYHCTBA [2, ¢. 19].

AeenmypHuti memood onepkaHHs 1HGOpMAIIl 3MIMCHIOETBCA UYepe3
BepOyBaHHS a00 BIPOBAJIKEHHS CBOET JIIOAUHHU.

Texniuni  memoou npoMUCO8020 WINUSYHCMEA  3aCTOCOBYIOTH
TEXHIKY, BUPOOHUUTBO U 30yT $KOI BperyiboBaHl 3akoHoAaBuo. Jlis
bOTO  BHUKOPUCTOBYIOTH  MIKPO(OHHU,  €JIEKTPOHHI  CTETOCKOIIH,
pamioMikpodOHH, arapaTd MarHITHOTO 3aIlHCy, a TaKOX MiAKIIOYESHHS J0
Teae(OHHUX JIHIH.

Ane, Ha XaJlb, HA Cy4aCHOMY €Talll PO3BUTKY PUHKOBHX BiJHOCHH,
KOHKYpPEHTHA PO3BIKa Ta MPOMUCIOBHI IIMIOHAX ICHYIOTH MEPEBAKHO
B HEMOJIJILHOMY BHUIVISAI, 13 TO€JHAHHAM BIIKPUTUX 1 MNPUXOBAHUX
MeTO/IB 300py iH}popMarrii.

[Ile 3 maBHIX 4aciB Ta ax JO0 ChOTOAHI KOHKYPEHTHA PO3BIJKa il Mpo-
MUCJIOBUM IIMIOHAX 3aJIUIIAIOTHCS OCHOBHUMH CHUTYallISIMH, K MOXYTb
MOpPYITyBaTd €KOHOMIUHY 1 iH(popMarliifHy Oe3MeKy Cy4acHHMX IiIIPUEMCTB
1 BUKJUKaTU KOHQuiKTH [15, c. 54].

3aponKu  Cy4acHOi KOHKYPEHTHOI PO3BIIKM Ta IPOMHMCIOBOTO
HIMOHAKY BUHUKJIM 111 33JI0BrO JI0 MOSIBU CaMUX LUX MOHATh. OHUM 13
HAMMOIIMPEHIIIUX METOAIB, [0 3aCTOCOBYBAIM PO3BIAHHUKH, OYJI0
MacKyBaHHS M MHUPHUX OKuTemiB. HaifuacTime s OPUKPUTTS
BUKOPHUCTOBYBAJIM PiJ 3aHATh (TOProBellb, CBSILIEHWK, MOHaX, 1HOAI —
xebpak To1no) [6, c. 14].

[ToyaTkoBMM €TanoM KOHKYPEHTHOI PO3BIIKH, IO PO3BUBAIAC
pa3oM 13 peMecioM 1 Toprisieto, Oyino npuBaTHe mmuryHcTso. e kymii
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CrapomaBuboro €runty Ta ['perii 30upanm BaKIUBY JJI iXHBOTO YCHIXY
KOH(QI1IeHUIHY 1HQopMalio. BoHM niykanu naHi npo TOBap KOHKYPEHTa,
HOro SIKICTh, KUIBKICTh 1 IIHY. YIaBaJIKMCS TaKOX /0 TaKUX METOJIB, SIK
TICYBaHHS TOBapy, MyCKaHHS TUIITOK MPO HEOXAWHICTh, HECYMICHICTD IIHH
3 MOT0 SIKICTIO TOIIO.

VY XIV cT. cTBOpEHO TIepIry MPUBaTHY PO3BIICTYXO0Y, 3aCHOBHUKAMHU
AKoi cranu (IOpeHTIHChbKI Kymui-Oankipu. [li3Hime 3’aBuiiacsa ciryx0a,
CTBOpPEHa OJHUMHU 3 HaWOUbmUX mnpomucioBuiB XV 1 XVI cr. —
dyrrepamu 3 AycOypra [2].

Bapro Takox BiJ3HAYUTH PO3BIACHYXKOy, CTBOPEHY HaIPHUKIHII
XVII ct. m’saTbma Gpatamu PoTimmibaamu. Ixui Ganku Oynu B JloH10H],
Bigni, [Tapwxi, Heanoni ta @pankdypti.

Y XX CT. KOHKypeHTHa PO3BijJKa ¥ IIMIOHAX BIA3HAYUIMCS YUCIICH-
HAMHM BUMAJKaMH TIOPYIICHHS aBTOPCHKOTO Ta IAaTEHTHOTO IIpaBa.
Haiiryusimi ckanaanu Bii0y/IKCs 3 TAKUMU BEJTUKUMU KOMITaHISIMU:

1. «Unilevery i «Procter & Gambley. Kommanis «Procter &
Gamble» 3i3Hamacs B TOMY, IIO MPOTATOM IIECTH MICSIIB 3/1ACHIOBAIA
MIPOMHUCJIOBE IIMUTYHCTBO, a CaMe OIIsiiajia CMITTSA KOMIIaH1i-KOHKYpEeHTa
«Unilever». Po3Bimka crocyBamacs 3aco0iB 13 JODISATY 3a BOJIOCCSM.
3pemroro «Procter & Gamble» 3a00poHUIIM BUKOPUCTOBYBATH OTPUMAHY
KoHGiIeHIIHHY 1HpopMariito koMmmaHii «Unilever» y BUpOOHMIITBI CBO€Q
npoaykiti [28].

2. «Opely ma «Volkswagen». «Opel» 3BunyBatuna «Volkswagen»
y BIICYTHOCTI KOH(DIIEHINIMHUX JIOKyMEHTIB KOMIIaHIi TICIS TOro, SIK
KepiBHUK 1ciM 3actynHukiB «Volkswagen» mnepednuii B KOMIIAHIIO
«Opel». CynoBa chopaBa, 1O TpUBaJa YOTUPU POKH, 3aBepIIMIIACS
30008 s3anHsM  «Volkswagen» crmaruta 100 mma o, CIIIA, a Takox
3pOOUTH 3aMOBJICHHS 3alT4YaCTHUH JJI1 aBTOMOOUTIB Ha MoHaj 1 Mapa 1od.
CIIIA [28].

3. «DuPonty i Matikn Mimuenn («Kolon Industries»). Maiikia
Mituenna Oyino 3BUHYBaYeHO B mepenadl KoHQIIEHIIHHOT 1Hpopmarlii
kommanli «DuPont Kevlary, ne iioro 3BUIBHEHO, Ha CBOE HOBE MICIIE
npauepnamTyBaHHsa. Kopelicbka KOMMaHIs 3 BUTOTOBJICHHS BOJOKOH
«Kolon Industries Inc» orpumyBaina iHdopMaliir0 MPO CBOIO0 KOHKYPEHTA,
aky Mitdemty nepenaBanu kosieru 3 «DuPonty. ¥V pesynsrari Mituemn
MOHIC TMOKAapaHHA Yy BUMISAI 18 MICSIIB TIOPEMHOIO YB’SI3HGHHSA U
BUILIATU IpoIIoBOi komrieHcarlii nmonas 180 tuc. gon. CIIA [28].
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4. «Kodak» ma I'aponvo Yopoen. Ilicnsa 3aBepiiieHHSI KOHTPAKTy Ha
30 pokiB 3 «Eastman Kodak» I'. YopneH cTBOpHB KOHCAITHHTOBY KOMIIAHIO,
iH(opMaLiifHa JisUTbHICTb SIKO1 IPyHTYBaJIacsk Ha KOH(IASHLIIHIN JOKyMeHTaLli,
oTpuMadiii HenmeranbHUM crnocobom y «Kodak». Kpuminansaum
3aKOHHOJABCTBOM MHOIr0 3aCyI>)KeHO 0 OJHOIO pOKY YB’SI3HEHHA U
mrpady B 30 tuc. gon. CIIIA. Oxnak, 3a miacyMKaMy aHaTITHKIB, OI[iHHA
BapTICTh BUKpaaeHoi iHpopmarlii «Kodak» cTaHOBUTH MIIBHOHU TONapiB
[28].

5. «Starwood» ma «Hiltony. Komnanis «Hilton» Oyna 3BuHyBaueHa
B IIPOMUCIIOBOMY IIMUTYHCTBI 11010 KoMMaHii «Starwoody. Sk moBigomis-
JIOCS, BOHA BHMKpajia 1JIH0 JIIOKCOBOrO OpeHHy IIiJI 4Yac MEpPEeBE3CHHS
koH(aeHiHol 1Hpopmarni. Kommanis «Hilton» crmatuna neBHy cymy
«Starwood» 10yna 3000B’s3aHa  YTpUMYBAaTHCS Big  PO3pPOOKH
KOHKYpPYIOUMX OpEeH/IB PO3KIIIHUX TOTENIB MPOTIrOM TPbOX POKIB Bij
JaTH THIKUACHTY [28].

6. «Googley ma onepayia «Aurora». Kommanis «Googley
oroyiocujia, IO omeparopu 3 Teputopii Kutaro 3mMiMCHWIN KpaaiKKy
IHTEJNEeKTyalbHOI BJIACHOCTI, 30KpeMa OOJIIKOBUX 3alMCIB €JIEKTPOHHOI
MOIITH BiJl 3aXWUCHUKIB TpaB moauHu. KepiBuuku «Google» 3a3Haunim,
10 11eH 3JI04MH OyB YaCTUHOIO OLIBII MIMPOKOi KibepaTaku BijJ KOMIaHIi
B Kurai, sika cranma Bigoma sK onepaiis «Auroray. 3JI0BMHCHUKU
po3mouanu  KibepHamaj, BUKOPHUCTOBYIOYM HE3aXWILEHICTh  Opay3epa
Microsoft Internet Explorer, 3amyctvBimm HOBY MoaH(IKaiilo TposHA
«Hydrag». Jlesiki KOMEHTaTopu CTBEp/KYyBaJd, IO KiOepHamag OyB
YaCTHUHOIO  y3TOJKEHOTO KHUTANChKOTO IMPOMMCIIOBOTO IIIMUTYHCTBA,
COpPSIMOBAHOTO Ha OTPUMAaHHS BUCOKOTEXHOJOTIYHOI 1HhOpMAaIi s
CTUMYJIIOBaHHsS ekoHOMiku Kwuraro. Yepe3 wmicsip xommanis «Googley
BHUpIIIWIA MPUIMHUTH JISUIBHICTH CTOCOBHO  BHCOKOTEXHOJIOTTYHOTO
cekropy B Kurai, 1110 mpu3Besio /10 3akputTs onepailii «Auroray [28].

OTxe, y KpaiHax 13 PHUHKOBOIO CKOHOMIKOIO 3aBXIW ICHYBaJlH
IIII10OHAX 1 KOHKYPEHTHA PO3BiJIKa, METa SIKUX — BUBYCHHS CEKPETIB, IO
JeXaTh B OCHOBI JOCSTHEHb Ta YCMIXIB UyKHX MIANPUEMCTB 1 KpaiH. Bin
HUX TMOTEPNAIOTh YCl1 chepu EeKOHOMIKH i HE 3aXUIICHI HAaBITh CTpaTeT1uH1
KOMIIaHii, 1110 MarOTh MOABIMHUMI, BOEHHO-LIUBLUILHUHN XapaKTep.

AKTHBHOIO KOHKYpPEHTHa pO3BiJ[Ka Ta IIMIOHAX ICHYIOTh 1 B
noyituyHid cdepi. ChOoroaHi pi3HI KpU3M, AKI HAKIAJAKOThCS OJHA Ha
OJIHY, 3MYUIYIOTh IIOJITHMKIB YCE€ 4YacTillleé 3BEepPTaTHCs 0 3aKyTICHUX
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MOYIJIMBOCTEH OTpuMaHHs iH(opmalli, i7ed dYu HaBiTh MPSIMOTO
caboTyBaHHS A1 1HIIMX KpaiH.

[Tomitruni  kOHGIIKTH, Oyab-sKa HECTAOUIBHICTh CTBOPIOIOTH
17IeaibHI YMOBH JJIsl pOOOTH ONEPATUBHUX CIIBPOOITHUKIB M aHATITHKIB
CHenciyx0, a TakoX mnoTpedy B pesyabTarax iXHbOI MAISUIBHOCTI. Y
3B’SI3KY 3 [IUM aKTyaJIbHUM CTa€ TaKUU BUJI MOJITHYHOTO IIMUATYHCTBA, SIK
KiOepuImioHaxX.

Cepen kibOepmimionaxy mnpoBigHe Micie mnocigae BikiJlike (wiki 1
leak — «BUTIK») — MDKHApOAHMM COINIATBHUN MEPEKEBUM MPOEKT,
ctBopenuii y 2007 p. 3acHoBHuKOM BikiJlikcy € aBcrpamens [. Accamx.
Bin cTBOpHMB YHIKQIbHUH KpINTOCEPBEp — BIPTyalbHY «IIOIITOBY
CKPUHBKY». BylIb-XTO MOXE MOKJIAcTh B HEl JOKYMEHTH W HIXTO — HaBITh
caM AccaHX — HE JI3HAEThCS, XTO 11€ 3pOOUB.

Mera BikiJlikcy — «HeBiAchmikoBaHa TMyOmiKalisgs Ta aHami3
JOKYMEHTIB, IO CTaJId JOCTYIIHMMH BHACIIJOK BHUTOKY 1H(opMarItiiy.
3apnanns BikiJlikcy — 11e 1oBeACHHS BaXJIMBUX HOBUH Ta iH(pOpMaIii 10
rpoMajicbKkocTi [18].

['yanuii ckangan HaBkosio BikiJlikcy BUOyXHYB miciis myOJikailii Ha
CalTli JOKYMEHTIB nurioMaruyHoi ciy:kOum CILIA B kiHmi nucromana
2010 p. bymo omny0OnikoBaHO KoImmii Tenerpam, SKi HAAXOAWIA B
JEpKJICapTaMEeHT 3 aMEPUKAHCHKUX IIOCOJBCTB IO BCHOMY  CBITY.
Jlenemnn MICTHIN BIABEPTi, 4aCTO HEMPUEMHI BIATYKH MPO 3aKOPAOHHUX
JiAEpiB Ta OL[IHKY MPOBEACHOI HUMH MOJITUKH.

BikiJlikc omyOmikoByBajga KOMIPOMETYIOU1 JIOKYMEHTH Ha IMpaBIsiyi
emtu pizHux KpaiH. Haiibineimn roctpa peakiiiss Oyna Bij HacelICHHS,
IepeBaKHO MOJIO/I, KpaiH miBHIYHOI Adpuku. HapomHi HEBIOBOJICHHS
cnaaxHynmi B Tymici micist Toro, sik BikiJlikc po3kpuB HebaueHi
Macmtabu Kopynuii npapisiyoro pexumy. CoTHI TUCSY 0e3poOITHHX
MOJIOAMX JIFOJEH MIJHSAJIMCA MPOTH COLaAbHOI HECHPaBEIJIUBOCTI.
JlaniroroBa peaxiiis aHaJOTIYHHUX TMOJINM 3HAWNUIA BIATYKH B Mapokko,
€runti, Cupii, €meni, baxpelini # iHmMX KpaiHax periony. Y JliBii
ColliaJlbHE TMPOTUCTOSHHA TIEPEpPOCIIO B TPOMAISHCHKY BIMHY 13
3airydeHHsIM 30poitHux cun HATO.

I'moGanbHicTs BmMBy BikiJlikcy BumuiuBae 3 aBox ¢akri. Ilo-
nepie, e CTOCYETbCS MPAaKTUYHO KIIIOUOBUX TpaBiliB y (opmari state
nation. [Tyonikamii Wikileaks topxuynucs He Tinmeku CHIA # Kuraro, a #
OUTBIIIOCTI TPOBITHUX CyBEpEeHHUX JAepxaB. llo-mpyre, mo anamizy
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mupokoro iHdopmariitHoro MacuBy, BuctasieHoro Wikilleaks y mepexy,
M1IKITFOYMIINCS )KYPHAIICTH ¥ OJ0orepy Maiike BCIX KpaiH CBITY.

Ha nymky, B. A. ConosiioBa, ¢penomen BikiJlikcy pyiiHye ctapuit
cBitoBuid mopsigok. «Total transparency» («ToTajibHa TPO30OPICTHY),
3anponoHoBaHa BikiJlikcom, — me 1 TexHozorii Tpancdopmarii CBITOBOro
nopsinky. CBiTOBI MONITHYHI eniTu BOadaroTh y BikiJlikci Hebesmeky, a B
iXHIX JISX I[OJI0 IHTEJICKTYalIbHUX MOCIYT MPOTIISAAETHCA MO3UINs, sSKa
MOJIATAaE B TOMY, 100 aJanTyBaTUCAd JO HOBOI'O CBITOBOTO MOPSAKY, Y
SAKOMY «3JIMB» KOMIIPOMAaTy CTaHe HOPMOIO: ab0 uepe3 3aJsIKyBaHHS U
3arpo3y KpHUMIHAJIBHOTO TMepecliayBaHHsa, a00o dYepe3 KOMIUJIEMEHTapHI
OLIIHKH KOTO J1H.

Cepen ekcriepTiB He BUKJIUKAE CyMHIBY TOH (pakT, 110 B HEIAJICKOMY
MaiOyTHHOMY ~KiJIbKICTh Takmx CTpPyKTyp, sk BikiJlikc, 3pocre. Ix
NPUCYTHICTh B [HTEepHETI 3a0e3meunuTh pO3ropraHHs W  MOCTiHHE
pO3IIMpPEHHS 30HU «total transparency» («ToTajlbHa MPO30PICTHY), Y SAKIN
rapaHTyBaTUMEThCs, IO po3MilieHa TaM i1H(opmals Oyae 3aBkau
JIOCTyMa B MEPEKI.

OTtxe, MOTeHUial WIMUTYHCTBA y MOMITUYHIA cdepi, K 3acBIIUY€
npukiaj BikiJlikcy, € HACTUIBKM BUCOKHM, III0 MOXE BUKJIMKATH KPU3Y
BJIQJIM OJTHOYACHO Ha TEPUTOPIAX NEKUIbKOX naepxaB (€rumer, Cupis,
Tynic Ta iH.). ToOTO perioHaapbHI MaciITabW 3JaTHI IEPEPOCTH B
r100aJTbHI.

VYci HaBeieH! BHINE MPUKIAAM CBIAYATh MPO TE, MO0 KOHKYPEHTHA
PO3BIJIKA Ta IIMIOHAX € PEATbHOI0 3arpo3010, KOTPa MOXKE BILUIMHYTH Ha
OyIb-sSKMil THN OI3HECY — BiJ] HEBEJIMKUX JI0 TEPETOBUX KOMITaHIM
y MikHapogHoMy criucky Fortune. CroronHi y cdepi 6i3Hecy iHpopmariis
BBQKAETHCSI OUTBII IIHHUM 00’ €KTOM, HIXK OYJIb-KOJIH.

Ha cborogni miampueMcTBa, YCTAaHOBH Ta OpraHizaiii, sIKi XOUyTh
e(eKTUBHO mpauoBaTH B  yMmoBax 1H(GOpMaUidHOT  E€KOHOMIKH,
MOTPEOYIOTh PO3POOJICHHSI 3aXOJIB MO0 IMJABUINEHHS O€3MeKH iXHIX
1H(OpMaIITHIX CUCTEM 1 pECYPCIB.

Ha MikpopiBHI KEpIBHUIITBA KOMIIAHIA TOBHUHHI 30CEPEKYBaTH
CBOIO yBary He JIMIIIEC Ha peaKTUBHUX METOJaX 3a0e3MeueHHsI EKOHOMIYHOL
Oe3reku, a i1 popMyBaTU CUCTEMY NPEBEHTUBHUX 3aXO/1B, 00 YHUKHYTHU
BUIAJIKiB BUHUKHEHHS ()aKTy MPOMUCIOBOTO IIIMATYHCTBA:

— 3/1ICHIOBATU TMOCTIMHUI MOHITOPUHT TMOTEHIIIMHUX 3arpo3 y
BHIJISIII IIKIJIJTMBOTO IIPOTPAMHOTO 3a0€3IICUCHHS;
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— 3IUCHIOBATH TEPIONUYHY Ta HETEPIOJUYHY aTeCTAIllI0 TepCOoHAITY
JUTsl BU3HAUYCHHS PiBHS MOTO HAIIMHOCTI;

— 000B’SI3KOBO MIJIMKUCYBATH JOTOBOPH PO HEPO3TOJIOIIECHHS KOMEP-
IIAHOT TAEMHMIN MiX KeplBHI/IKaMI/I MiAMPUEMCTB 1 TIPAIliBHUKAMH, YU
npodeciiiHa TisTbHICTD OB’ s3aHa 3 TaKo 1HGOPMAIIIETO.

Ha w™makpopiBHI HEOOXiIHUMHU YMOBaMHu (OpMyBaHHS CHCTEMU
3aXUCTY BiJ IPOMUCIOBOTO IIMUTYHCTBA €:

— CTBOpPEHHSI €(PEKTUBHOTO MEXaHI3My JEpP>KaBHOTO PEryIIOBaHHS
EKCIIOPTY-IMIIOPTY ~ TOBapiB, sKi MICTATh OTPUMAHy HE3aKOHHUM
CIIOCOOOM 1HTEJIEKTyaIbHY BIIACHICTD;

— MOJIATKOBE PETYIIOBAHHS MPOLIECY MNEPEMILIEHHS 4Yepe3 KOpPIOH
MPOYKLI, 10 NOPYILIYE MpaBa IHTEJIEKTyaJIbHOI BIACHOCTI;

— rapMOHI3allisl 3aKOHOJABCTBA, IO CTOCYETHhCS 3aXUCTy BIJ
HEOOPOCOBICHOI KOHKYPEHIII , OXOPOHHM Ta 3aXUCTy KOMEPIHHOL
TAaEMHHIIL,

—  CTUMYJIOBaHHS  PO3BIAYBaJIbHOI W  KOHTPPO3BIAYBaJIbHOI
TISUTBHOCTI B KOHTEKCT1 OOpOTHOM 3 TPOMHUCIOBUM IIMUTYHCTBOM SIK Ha
HalllOHAJILHOMY, TaK 1 Ha MDKHApOJHOMY piBHI, KOHTpPOJb 3a
JOTPHUMAaHHSIM YUHHOTO 3akoHoAaBcTBa [27, c. 371].

Jlnst  3amoOiraHHs  PO3TOJIOIICHHK)  KOMEPIIWHOI  TaeMHUIN
opraHizalliiini # agMiHICTPaTHUBHI 3aCO0H 3aXUCTy MOTPIOHO MiACHIIOBATH
colianbHO-TIcuXonorivHuMu. [IpaBuibHUIM Mia0ip 1 pO3CTaHOBKA KaJpiB
JAal0Th 3MOTY MIANPUEMCTBAM 3MEHIIUTA PHU3UKU  PO3TOJIOIICHHS
KOMEPIIHOT TaeEMHUII Ta TIAHO TMPOTHUCTOSTH MPOMHUCIOBOMY
[ITTATYHCTBY.

BucHoBkH #i mNepPCNeKTHBH MOJAJIBIIMX JOCTIKEeHb. YUeHI
PO3YMIIOTh KOHKYPEHTHY PO3BIJIKY SIK HOBY C(pepy HOCHIKEHb, IHCTPYMEHT
yhpaBliHHS B O13HECI, Yy HIMPIIOMY CEHCl I[LOTO CJIOBa — IHCTPYMEHT Yy
cepi Oesneku. IlpomucioBe INIMUTYHCTBO TOTPIOHO BIJIPI3HATH BIJ
KOHKYPEHTHOI PO3BIJIKM, OCKUIBKM B HHX PI3HI METOAM M CIOCOOHU
orpuMaHHs 1H(opMmamii. IlocwiieHHS KOHKYpPEHTHOI pO3BIIKHM B
MOJIITUYHIA cdepl sBIse €000 TMEBHY 3arpo3y Uil TpaauLiiHOL
JIEp>KaBHOI  BJIaJld, TOMY 3aBJlaHHA BYEHUX ChOTOJHI TMOJSArae B
30epeKeHHI 3araJbHOHAIIOHATLHOT CTA0UTHLHOCTI M Jep:KaBHOI O€3IEKU.
CBiTOBMI1 TOCBI/I MIATBEPIKYE HEMUHYYE BUHUKHEHHS 3arp0O3 €KOHOMIYHIM
Oesmeri KpaiHM B KOHTEKCTI IIOIIMPEHHS TIPOIECY IPOMHKCIOBOIO
mruryHctea. Ha cbOromHi roctpo CTOITh 3aBA@HHS PO3POOKM  €TMHHMX
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MEXaHI3MIB 3aXHCTy BiJ[ 1HCAWIEPCHKUX 3arpo3. Y TMOJAIBIIIOMY CIiJT
pO3pOOMTH  METOAMKH  OIIIHIOBAHHS  CEKOHOMIYHOI  €(EeKTHMBHOCTI
BIIPOBA/DKEHHSI ~ CUCTEM  3aXHCTy  KoMepliiHoi  1Hdopmamii Ta
MIPOMHUCIIOBOTO IIMTIOHAXKY.
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Mumgyk Tarbsina, MbITKO AHTOHMHA. OCOOEHHOCTH KOHKYPEHTHOM
pa3BelIKH U IIMHOHAXKA HA NMPeANPUATHAX. B cTaTbe HCCIEMyIOTCSA MPOLECCHI
MIPOMBINIJICHHOTO MIMTHOHAXKAa U KOHKYPEHTHOUM Pa3BEAKH KaK CKPBITHIE (HOPMBI
MOJTydeHus KOH(PHUACHIHUATbHON HHGOpManuu KOHKYpeHTOB. C A3TOM MEJbIo
OXapakTepU30BaH  MOHSATUWHBIN  ammapar  KOHKYPEHTHOM  pa3BeIKU U
IIPOMBIIIUICHHOT'O IIMHUOHAXKAa U UX OTJIMYHUS, PACCMOTPEHBI TEHJICHIIMU PA3BUTHUS
IIPOMBIIJIEHHOTO IINMMOHA)Ka HA MUPOBOM YPOBHE Ha NMPUMEpPax KPYHMHEWUIIHNX
MUpPOBBIX KOMIaHui. C MNOMONIBKO HMCTOPUKO-CPABHUTEIBHOTO  METOAA
OCYILECTBISICTCS PETPOCHEKTUBHBIM aHAIN3 KOHKYPEHTHOU pa3BeAKU U
LIIMAOHAXa HA NPEANpUATUAX. PacKkpbpIBaeTCs MPOSBICHUE NIITHOHAXKA B MOJIUTH-
4yeckoil cdepe, B YACTHOCTHM Ha NPUMEPE MEXKIYHAPOJHOTO COLHUAIBHOTO
cereBoro nmnpoekra «Buku/lukcy, a TakkKe aHAIU3UPYIOTCS MOCIEACTBUS
MIOJINTUYECKOM pa3Beakyd. Ha OCHOBE MONYy4EHHBIX PE3YIBTATOB IPENIararoTcs
IyTH IPOTUBOAEHCTBUS IINMHUOHAXKY U PA3BENKE HA MUKPO- U MAKPOYPOBHSIX.

KuroueBble €10Ba: KOHKYPEHTHAsI pa3Be/IKa, MPOMBIIUICHHBIA IMHOHAXK,
nHpopMallMOHHAass  0€30MacHOCTh,  IIEJIeBble  aTakd,  KUOEPIIIMHOHAK,
WHCaWIepCKas yrposa.

Mishchuk Tetyana, Mytko Antonina. Characteristics of Competitive
Intelligence and Espionage in Enterprises. The article deal with the
investigation of the processes of industrial espionage and competitive intelligance
as hidden forms of obtaining confidential information of competitors. For this
purpose, the concepts of competitive intelligence and industrial espionage as will
as their differences have been characterized. The industrial espionage
development tendencies at the world level as the cose study of the world’s largest
companies have been considered. A retrospective analysis of competitive
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intelligence and espionage in enterprises was carried aut losed on the historical-
comparative method. The manifestations of espionage in the political sphere, in
particular, the example of the international social network project WikiLeaks, as
well as the consequences of political intelligence. Considering results obtained,
the ways of countering espionage and reconnaissance at the micro and macro
levels were worked out.

Key words: competitive intelligence, industrial espionage, information
security, target attacks, cyber espionage, insider threat.
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IHoHATTEBO-KATErOPiaJibHi XapaKTePUCTHKHU
Mi’)KHAPOAHOI IHTepHeT-KOMYHIKaLIl IK IHCTPyMeHTapilo
30BHIIIHbONOJIITUYHOI TislJILHOCTI

[IpoananizoBaHO MOHSTTEBO-KATETOPialibHI XapPAKTEPUCTUKHU
MI>KHapOTHOI IHTEpHET-KOMYHIKaIlii K ITHCTPYMEHTY
30BHINIHBOMOMITUYHOT AISJIBHOCTI. 3’5ICOBAHO eTanu (HOopMyBaHHS
MIJIXOMIB JI0 TPAKTyBaHHS MIXKHApPOJHOI IHTEPHET-KOMYHIKALIl Y
KOHTEKCTI 30BHIIIHBOT MNOMITUKK. OOIPYHTOBAHO HASBHICTH
ACUMETPUYHOCTI MDKHAPOJIHOT 1HTEPHET-KOMYHIKAIlll Ta JOBEICHO
il naudepeHmiiioBanuii (MO3UTUBHUI/HETAaTUBHUM) BIUIMB HAa
CHUCTEMY MIDXKHApOAHUX BIIHOCHH. [lolaHO aBTOpPChKE BHU3HAYECHHS
MTOHSTTS «MIDKHapoJHa IHTEpHET-KOMYHIKAIIsI», AKE
BUKOPUCTOBYETBHCSI Y CYYacCHIM HAyKOBIM MPaKTULl SIK TOTOXHE
MOHATTSIM «COLlaJIbHI MealanmaaTGopMu», «COLIAIbHI MEPEXKI»,
«HOBI Me€[Ia» Ta «KOMII FOTEPHO-OMOCEPEKOBaHI KOMYHIKAI», 1
BKHMBAETHCSA JJI1 TIO3HAYEHHS B3a€MO3B’S3KIB, SIKi CKIIAJAIOThCS
MDK MDKHApOIHO-TIOJITUYHUMU a00 CYCHUIBHUMH —aKTOpaMH
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