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points of interaction and third-party suppliers and buyers, it can be difficult to monitor whether all parties
are following proper cybersecurity protocols. Therefore, in today’s business environment, cyber security
is becoming an integral part of supply chain management. This involves a thorough analysis of potential
risks created by external suppliers, buyers and other market participants, logistics and transportation, with
further preventive measures to reduce them. Any supply chain is only as strong as its weakest link.
Therefore, cyber security measures are mainly aimed at identifying vulnerabilities and eliminating cyber
threats in the weakest links of the supply chain.

The article deals with the essence of supply chain management and analyzes the role of cyber
security in the management system. It is noted, that in modern conditions, cyber security is becoming an
element of supply chain management. The main types of risks and cyber threats in supply chains are
analyzed, in particular the issue of security of third-party suppliers. Measures to eliminate cyber risks and
to increase cyber security in supply chain management are proposed. By taking a proactive approach and
implementing strong cybersecurity measures, companies can reduce the risk of cyberattacks and ensure
the security of their supply chain.
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TEOPETUKO-IIPABOBI ACHEKTH OCHOB CHIBITPALIL
JEPXKAB 3 ITPOTHUAII ITPABOITIOPYIHIEHHAM
Y COEPI IHOOPMAIIMHAX TEXHOJIOI'TIA

(Aninponempogcwrutl depoicagnuil yHigepcumem
eHympiwnix cnpas, M. /[ninpo, Ykpaina)

[paBomnopymenHs: y cdepi iHGOpMaIIHHIX TEXHOJIOTIH CTAHOBJIATH PEalbHY 3arpo3y
CYCHIUJIbHUM BIJIHOCHHAM Ha BHYTPIIIHbO/IEP)KABHOMY PIiBHI Ta MDXKHAPOJHOMY NPABOMOPSIKY.
[MpoGnema npoTunii npaBonopyueHHsM y chepi iHGOPMaiiHHUX TEXHOJIOTIH HEOIHOPa30BO
po3rysianacs B JOKYMEHTaxX PETIOHAIbHUX MIDKHAPOAHHMX oprafizamiid. OCKIIbKA KOXEH
peTioOHaNbHUN TPAaBOBHH pPEKUM € YHIKATbHEUM 1 Ma€ CBOi OCOONMBOCTI, y CTarTi
pO3TILIIAIOTECST  MOXKITMBI  HACHiAKM Takoi perioHamizamii. Ha ocHOBI mpoBemeHOTro
JOCIIJDKEHHST 3pOOJIEHO BHCHOBOK, IO pETiOHai3allisl MIKXHApPOIHO-TIPABOBOI B3aEMOIIl y
60poTh0i 3a0e3meueHHs KibepOe3rnekn Mae CBOI MO3UTHBHI 1 HEraTUBHI CTOPOHU Ta MpU3BETa
J0 cuTyamlii, fKa 4YacTKOBO MoOXe OyTH TOSCHEHa TpaHCHALIOHAIBHUM XapaKTepoOM
NIPaBOIIOPYILIEHb Yy Wil cdepi.

Knrouoei  cnosa: npomudis  npasonopyuteHHam, — MiXCHAPOOHA  cnienpays,
npasonopyuients y cpepi ingpopmayitinux mexnonozit, ingpopmayitina besnexa, Kibepoesnexa.
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IMocranoBka mpobéiaemu. He3paxkaiounm Ha 3HAYYILICTH CHIBIpami i3 NPOTHIIT
NPaBOINOPYIIEHHAM Yy cdepl iHGOpPMAIIHUX TEXHOJOriH, HUHI JepkaBaM HE BJIAJIOCS
BUPOOUTH Y3TOKEHI MIJXOAW Ta YKIACTH BiJNOBIAHUA MDKXHApOIHHH JOTOBIp MiJ| €riJoro
Opranizanii O6’enqnanux Haniil. PerionansHe MiXKHapOIHO-TIPAaBOBE PETYJIOBAHHS, y CBOIO
4epry, XapakTepu3yeTbcsl (parMeHTapHICTIO 1 pO3pi3HEHicTI0. 3a3HaueHe 3HIKYE
e(eKTHUBHICTh MDKAEP)KAaBHOI B3a€EMOMII Ta akTyali3ye HEOOXiTHICTH aHaNi3y MiKHApOIHO-
MIPaBOBUX 3aca MPOTHIII MPaBOMOPYIIEHHAM Y cepi iHpopMaIiiiHuX TeXHOIOTIH.

Bxkazane 3yMmMOBIIOE HEOOXINHICTh MOCTIKCHHS TEOPETUKO-TIPABOBHX AaCICKTIiB
CYy4acHOTO CTaHy MIXHAPOIHO-TIPAaBOBOTO CIIBPOOITHHUITBA 3 MPOTHIIl MPAaBOMOPYIICHHIM Y
ctepi iHpOpMAmIHHUX TEXHOJOTIH Ta MEPCHEKTUBHUX HAIPSIMIB PO3BHTKY OaraTOpiBHEBOI
B3a€EMOJIii AepxkaB i3 3abe3neueHHs KibepOe3nekn. MixkHapoIHe CHiBPOOITHULTBO 3 MPOTHUIT
NPaBOIOPYIIEHHAM y cdepl iHpopMamiiHUX TEXHOJIOTIH € aKTyaJbHHUM s YKpaiHW, 110
AKTHBHO BUCTYIIAE 32 3MILHEHHS MIXK/IEPKaBHOI B3a€MOIIT B IiHf raiysi.

AHaJi3 my6Jikamiii, B IKMX 3aM04aTKOBAaHO BUpimeHHs miei mpodaemu. Okpemi
aCIIeKTH KibepOe3eKH Bce YacTille aKTyali3yloThesl y JOCIIKEHHIX YKPaiHChKUX HAyKOBIIIB.
TeopeTH4HNM OCHOBaM MHPOTHIIl MPaBOTOPYIIEHHIM y cdepi iHGOpMALIHHUX TEXHOJOTIH y
cygacHOMY cBiTi npunimmm yBary C. ['matiok, B. Jlinkan, I. Cominko, O. JloBrans. ArHami3
MIOJIOXKECHb 3aKOHOJAaBCTBa y cepi iHdopMmarii Ta kibepOe3neKkn 3 MOTIITy KPUMIHAIBHOTO
mpaBa Ta aIMiHICTPaTUBHOTO IIpaBa 3HAWINIOB BimoOpaxkeHHs y pobortax . Jloponina,
I. Jiopmina. Bueni H. Tkauyk, M. ['ymamok, Ta K. T'anmiHchka MpHUCBATHIIN CBOI ITyOJiKaril
MMUTAaHHIO KibepOe3IeKku Ak cTpaTerii HamioHaIpHOTO iH(popMaIiitHoro mpaBonopsaky. OnHak,
KOHCTAaTylIOUM 3HAYHUH HAYKOBMH BHECOK YUYCHHX, 3a3HAUMMO, IO B YMOBax CTPIMKOTO
PO3BUTKY TPOMAASHCHKOTO CYCIHiIbCTBA, MPABOBOI JEPKABU Ta TEXHOJIOTIH, OKpEeMi acleKTH
i€l TeMu MOTpeOyIOTh yBaru.

MeTo10 cTaTrTi € JOCHIJKEHHS TEOPETUKO-TIPABOBUX AaCIeKTiB Cy4acHOTO CTaHy
MDKHApOJHO-TIPaBOBOTO  CHIBPOOITHHLITBA 13 MHPOTUAIl HpaBOHOpyWmIEHHsSM y  cdepi
iH(pOpMAIIHIX TEXHOJIOT1H Ta NEepPCIEeKTUBHUX HAIPSIMIB PO3BUTKY 0araTopiBHEBOI B3a€MOIi
neprKaB i3 3a0e3medeHHs KibepOesneKn.

Bukian ocHoBHoro wmartepiamy. IIpaBomopymeHHs y cdepi iHPopmamiiHIX
texrounori#t (Jami — IT) € omHiero 3 HaHOITBII MIBHIKO 3POCTAIOYMX Ta PYHHIBHUX 3arpos.
30KpeMa, HaraJabHOIO € TapMOHI3allis 3aKOHOJaBCTBA, K MaTepiaIbHOTO Ta IPOIECyaTbHOTO, a
TaKOX HAJIarOJDKCHHS B3a€MHOI MiX JIep)kaBaMH y wii chepi.

PosBurok IT y cydacHOMy ciTi € HACTIJIBKM CTPIMKHM, 1[0 YPSIW JEPXKaB 4acTo He
BCTHIAlOTh aJIalTyBaTH Hal[iOHAILHE 3aKOHOJABCTBO A0 Bcix 3MiH. KpiMm Toro, yu4eHi
aKICHTYIOTh Ha TOMY, IO mpasomopyiieHHs y cdepi IT wMawoTh TeHzaeHHiO 10
TPaHCHAI[IOHAJIBHOTO XapakTepy i TOMY NOTpeOyrOTh MiATPUMAaHHS BCeOIYHOI MiKHApPOIHO-
NpaBoi CHiBIpall Juist HOro mpunuHeHHs [1].

IIpore, He3BakarouM Ha Te IO JAEPKAaBH Ta MDKYPAIOBI opraHizauii BHU3HAIOTh
TpPaHCHAIIOHAJIBHUI XapakTep JOCH/DKYBaHMX IPaBONOpPYILIEHb, € IOJEMiKa I0JI0
HEOOXITHOCTI YKJIAZaHHS BiAMOBIMHOTO JOTOBOPY YHiBepcalbHOTO Xapaktepy. Tak, pi3Hi
MiAXOMWM IO BCTAaHOBJICHHS IPOTHUIPABHOCTI TOBEHIHKHM B  KiOEpIpocTOpi MOXKYTh
MEPEIKOINTA e()EeKTUBHOMY CHIiBpOOITHHITBY KOMIIETCHTHHX OpTraHiB 1, SK HACIiJIOK,
npoTumii gemikram y coepi IT [2, 3].

Jlo  MDKHapOJHO-TIPaBOBHMX  aKTiB, 1[I0  OE3MOCEpPEHBO  PErIaMEeHTYIOTh
npaBonopymieHass 'y cgepi IT, Hanexarb, 3o0kpema: KouseHuis Pagu €sporu mpo
kioep3nounnnicte  (2001) [4], KouBeHuis mnpo OopoTeOy 13 3nouMHamMu y cdepi
iHpopManiiHux TexHosorii Jliru apadepkux nepxkas (2010) [S], AdprkaHchka KOHBEHILS PO
KibepOe3neky Ta 3axucT mnepcoHalnbHuUX nanux (2014) [6]. 3a3HauuMO TaKoXK, IO JAEsKi
MDXKHapOIHI TOTOBOPH, IO PETYIIOIOTh MIKHApOAHE CIIBPOOITHHITBO B O0pOTHOi 3 iHIINME
BHIAMH TIPABOTIOPYIIEHb, MOXKYTh OyTH 3aCTOCOBHI /10 TaKO1 KaTeropii crpas.

Hanpuknan, Konseniist Opranizanii O0'eqHannx Hamiid mpoTw TpaHCHANIOHATBHOT
opranizoBaHoi 3ounnHocTi (2000) [7] i PakynsTaTuBHKI npoTokon 10 KoHBeHuii nmpo npasa
JMUTHHU TIOAO TOPTIBII IITBMH, JUTSY0i MPOCTHTYHIi i auTsdoi mopHorpadii (2000) [8]
MOXYTb CTAQTH OCHOBOIO JUIS  MIDKHApOAHOIO  CHIBpOOITHMITBA, KOJM BYHMHEHE
MIPABONOPYIICHHS IMiIaa€ i 0 [AX JOTOBOPIB.

Konsentis OOH nipoTu TpaHcHaIiOHaIbHOI opraHizoBaHoi 309rHHOCTI (2000) Moxke
3aCTOCOBYBATHCSl y BUIAJKy BYMHEHHs mpaBoropyiieHHs y coepi IT, skmio ocranHe Mmae
TpaHCHAIIOHAJIIFHUH XapakTep i BYNHEHO OPraHi30BaHOO rpymnoo ocid (myHkKT "b", gacTuru 1,
crarti 3 Konsenuii) [7]. daxynpTaTHBHHH NPOTOKOI MOXE OYTH 3aCTOCOBaHHH 10
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BUPOOHMIITBA, MOUIMPEHHS, MOMIMPEHHS, IMIOPTY, E€KCIOPTY, MPOMNO3Ullii, Npojaaxy abo
30epiraHHst QUTs4901 nopHOorpadii, Konu ni il 341HCHIOIOThCS OHJIAaWH (MyHKT C, YacTHHU 1,
crarti 3 [Iporokomny) [8].

Bume3a3zHaueHi JIOTOBOpH  CTBOPIOIOTH NPaBOBY OCHOBY JJisi TapMOHi3alil
3aKOHOJJABCTBA Ta B3a€MO/Iii IPAaBOOXOPOHHUX OPTaHiB Ta CYHiB y JOCHTIHKyBaHiH cdepi. YTim,
BBa)KAEMO, II0 HABEAEHOI MpaBOBOi 0a3W HENOCTATHHO I CTBOPEHHA KOMIUIEKCHOTO Ta
HaAIHHOTO MeXaHi3My 00poTHOM 3 mpaBomnopymeHHIMH y chepi IT. MexaHi3My, SIKIi BUMarae
HAJIaTO/KEHHSI CHCTEMH B3a€EMHOI JOTIOMOTH ISl 3a0e3leUeHHs 3aXO0/IiB BILTUBY IIOJO OCiO,
10 BYMHSIOTH TPAHCHAIIOHANBHI TIpaBomnopymieHHs y cdepi IT.

Kpim Toro, mifBUIIeHWH iHTEpeC BUYCHUX-MDKHAPOIHUKIB BUKIHKAIOTH IMHUTAHHS
3a0e3neyeHHs iHpopMaliiiHOT Oe3MeKH SK eJeMEHTY MiXHAapoJHOI Oe3leKH B pamMKax
perioHanpHux yron. Tak, 3ayBakumMo, IO pErioOHalbHI YroauW CTBOPIOIOTH IPaBOBi
pPEXHMMH, IO B OKPEMHX BHIAJAKaX MOXYTh CTaTH IiJICTABOI0 BUHUKHEHHS IOPHINYHHUX
KOJI3i, TpPHU3BECTH JO CYNEPEewIMBOi CYAOBOI NpPakTUKH 1 HagaTH YKPUTTH
MIPaBONOPYIIHUKAM.

BBarkaemo, mo okpemy yBary mouinbHO npuminutu KowBenmii Pamgm €Bpomu mpo
kibep3mounanicts (2001) Ta IHIINM perioHaJbHHM KOHBEHIISM, 3aCHOBAaHMM Ha i
MOJIO>KEeHHAX. KOHBEHIIsI BBa)KAa€ThCSI HAHOUIBII A€TaTbHUM 1 IIPOIPECHBHUM JIOTOBOPOM Y IIIH
ctepi, mo mependavyae TapMOHI3alil0 3aKOHOJABCTBA B AaCIEKTi 3aXWCTy IpaB IIOJMHY,
60poTHOH 3 KiOEP3IOUNHHICTIO, IOPUCAMKIIIT Ta B3aEMHOI IIPABOBOI TOITOMOTH.

Ha nmymxy nenerariB Konrpecy i3 3amoOiraHHs 3JI0YMHHOCTI Ta KPHUMiHAJIHHOTO
npaBocyans mia erimoro OOH, KowBenmis Pamu €Bpomu Moria 6 craTé yHiBepCaabHOIO
NpaBoBOKO  0a3010 Ui MDKHapOJHO-TIPAaBOBOIO  CHIBpoOiTHHUNTBA y  OOpoThOi 3
kibep3nounHHicTIO. [IpoTe mesKi nepkaBu CTBEPHKYBAIIH, 1[0 KOHBEHIIIS MICTHTh MOJIOKCHHS,
SKIi MOIJIM CTaHOBMTH 3arpo3dy CyBEpEHITeTy Ta HalioHanbHIi Oe3neui (30kpema, Iie
crocyBanocss crarti 32 (b) KonBeHiii, sika HpUCBsIYEHA TPAHCKOPIOHHOMY IOCTYMY JIO
KoMmIT' FoTepHOi iHdopmanii) [9].

Mexanizm npuearanas 1o KoneeHnii PE€ mpo kibep3mounHHICTE TOCHTH CKIIAJTHUI
UL JIepkaB, siki He € wieHamu PE. BiamoBimHo 1o cr. 37 nmepkaBa-KaHIUIAT, sKa MparHe
NIPUETHATHCS [0 KOHBEHII{, MMOBHHHA OTPHMAaTH OJHOCTAHY 3rOAy JAepXKaB-y4acHHUIb
koHBeHnii Ta 3roxmy Kowmitery wminicTpiB Pagm €Bpormm. OcrtaTo4yHe pillIeHHS IepiKaBH-
YYacHHUIIl 3 [bOTO IUTaHHS HE TIOBMHHO ITiATBEPDKYBATHCA KOOHUMH aprymenTamu [4]. Tox,
HEe3BaKAIOUM Ha Te, L0 KUIbKICTh JiepkaB-yyacHub KonBenuii PE npo kibep3/104nHHICTS, SKi
He € wieHamu PE, 3pocia 3a ocTaHHI I’ATh POKIB, OyJ0 O HEIOLUIHHO CTBEPIKYBATH, IO
KonBeHuiss Moxxe OyTu  yHiBepCaJbHOK INpPaBOBOIO  0a3o0lw it OopoTeOu 3
MIPaBOIOPYIIEHHSIMH.

KouBeHuiss npo kibep3nounnHicth Oyna ykiaaena B 2001 poui i, orxke, He
BpaxyBaja BCi cy4yacHi TeHaeHLIii mpaBomnopymeHb y cdepi IT. V 3B’sa3ky 3 umm
Konpenmniitauit komiter (T-CY) BuIae pexomeHparii, CIpSIMOBaHI Ha CIPUSHHS
e(heKTUBHOMY BHUKOPHUCTAHHIO Ta peami3amnii KoHBeHII1 B CBiTIIi MPaBOBUX, MOJNITUYHUX 1
TEXHOJOTiYHUX po3poOok [10]. He3Baxkatoun Ha MO3UTHBHI PE3yNbTATH, HOCATHYTI MO0
tnymadeHHs KonBenmii Panu €Bponn, okpeMi TeHACHIIT MOTpeOYIOTh BUPIMICHHS JIAIIE 32
JIOTIOMOTOI0 CITEIiaJIbHOI'O MPAaBOBOTO iHCTPYMEHTYy. 30KpeMa, iCHYe IIHPOKO IOLIMpEeHa
MIPaKTHKa BUKOPHCTAHHS XMapHUX OOYMCIICHb A KOMEPUIHHUX 1 MPHUBATHUX IIiNEH, 1o
CTBOPIOE HOBI IpoOsieMu JUisi 300py eNeKTpOHHUX q0Ka3iB. Tox y 2017 pori aepxaBu-
yuacuuii KoHBeHIi HOTOAMJIMCS pPO3MOYATH MIATOTOBKY MPOTOKOJAY 10 Hei, 100
JIOTIOMOT'TH IPaBOOXOPOHHHMM OpraHam 30epiraTtu Joka3u Ha iHO3EeMHHX CepBepax KiJIbKOX
topucaukii [11].

3azHaunMo Takok mnpo KomBeHmito mpo 6opoTre0y i3 3moumHaMu y cdepi
iHpopmaniitaux Texnoiorii Jlirn apabcpkux nep:xas (2010), 3MicT SKOi B OCHOBHOMY OyII0
po3pobieHo Ha ocHoBi Bumie3raganoi Konsenuii Pagu €Bpomu. [IpumithHo, mo KonBeHiis
HaJla€ TEpesiKk IpaBONOpYIIEHb, OJHAK BHMArae BiJ JEp)KaB-y4acHHIb KPHMiHaJi3yBaTH
NIeBHY MOBE/IHKY 0e3 MosicHeHHsI 00’ eKTHBHUX NpuuuH (cT. 14—15 KonBenii, sika nependayae
«IHIII 3JI0YMHM, TOB’s3aHI 3 MOpPHOTpagi€ro» Ta «IOPYLIEHHS TPHUBATHOTO JKUTTS 3a
noromororo [T») [5]. Baxknmso, mo monoxxeHHs KOHBEHIIIT 3aKpIIUTIOIOTh BAXIIWBI IPABOBI
aCreKTH I0J0 B3a€MHOT MpPaBOBOI JOMOMOId. 30KpeMa, B3a€MHa IIpaBoBa JOIOMOTra
HaJa€ThCs JIMIIE Ha TIJACTaBi 3amMuTy, HATICIAHOTO OJHWM IEHTPaJbHUM OpPTaHOM
0e3mocepeIHbO 10 iHIIOT0. Y CBOIO YEpTy, JepKaBa-ydacHHUIl MOXE BiJIMOBUTH Yy HaJaHHI
Oy/b-5IKOT MPABOBOI IOTIOMOTH, SIKIIO i 3aKOHOJAABCTBOM HE Tiepe10aueHo BiAMOBIJAILHOCTI 32
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taki aii (ct. 32 Konsentii) [5].

AdpukaHcbKa KOHBEHIS PO KibepOe3neKy Ta 3aXUCT MepcoHanbHuX qanux (2014) e
KOMIUIEKCHHM JIOTOBOPOM, SIKMH PO3IIMPIOE MEpeiKk MpaBONOPYIIEHb IOPIBHIHO 3
KonBeHuiero Pamu €Bpornu, npuiinsiodn ocoONUBY yBary BUTOKY KOMIT FOTEPHUX AaHHX 1
MIPaBOIIOPYIICHHSM, TIOB’I3aHUM i3 00iroM KOHTEHTY. 30KpeMa, CT. 28 JOTOBOpY periiaMeHTye,
IO «JIepXKaBU-yYacCHHUI]l, SKi HE MAalTh YroAg MpO B3aEMHY IIPaBOBY JOIOMOTY,
3000B’SI3yIOTHCSL PO3TIIAJATH IiAMICAHHS yroJl IMPO B3a€MHY IPABOBY JOIOMOTY BiIIIOBITHO
IO TIPUHIWIY MOJABIHHOI BiNMOBiNAIFHOCTI, OJHOYACHO CIpHsIoun oOMiHy iH(popMmarii, a
TakoX e(peKTHBHOMY OOMiHYy HaHUMH MK JAep)KaBaMH-YYaCHHUIIMHA Ha JBOCTOPOHHIH a0o
6aratocTopoHHilt 0CHOBI» [6]. KoHBeHIis epeBakHO 3aJHINAE€ OCTOPOHB MHUTAHHS B3a€EMHOL
IIPaBOBOI IOTIOMOTH Y CIIpaBax, 3a0X0UYIOUH JAEprKaB-yUacHUIb PETYJIIOBATH IX Y KOHKPETHUX
MDKHapOJHUX yrojax.

3a3naunmo, mo KonBenuis Pamu €Bponm mnpo kibepsnounHnicts (2001) i
AdpukaHcbka KOHBEHLIST Npo KibepOe3neKy Ta 3aXWCT NepcoHanbHUX JaHux (2014)
BCTaHOBJIOIOTH MEXaHI3MH MOHITOPUHTY, (DYHKLIT SIKMX 0arato B 4OMY BiJpi3HSIOTHCS.

3okpema, Konsenmitinuit xomiter (T-CY) Oyrno cTBOpeHO BigmoBigHO A0 CT. 46
KonBenmiss Pagm €Bponm mpo kibepsmoumsHicTs (2001) 3 MeTO KOOpIWHAIIL
KOHCYJbTallil JepkaB-ydacHUIb y c¢epax CHPHUAHHA €(PEeKTHBHOMY BHKOHAHHIO
KonBeH1ii, BKIIIOYalo4W BHABICHHS OyAb-SKHX INPOOIEM, MOB'A3aHUX 3 LM, a TaKOX
HACIIOKIB OyIOb-AKOI 3asiBU YU 3acCTEepexKeHHs, 3poOieHux 3rinHo 3 KoHBeHIiew; oOMiH
iHQopMali€er0 Mpo BaXJIHWBI NTPaBOBi, MONITHYHI ab0 TEXHOJOTIUYHI PO3pPOOKH, IO
CTOCYIOThCSl KiOepOesrneku, 30ip JOKa3iB B eJNeKTpPOHHINH (opwmi; po3risa MOKIMBOIO
JIONIOBHEHB a00 3MiH moyioxeHb KouBeHiii [4].

Ionoxennst crarti 32 A¢pHkaHChbKOi KOHBEHLIT PerjaMeHTYIOTh IIMPLIMI MeXaHi3M,
HK TOW, sikuii 3akpimoe Konsenmis Pagu €Bpomny, 1 BUKOHYE HU3KY (DYHKITIH, [0 OXOIUTIOIOThH
yci cdepu, 10 PeryJrolThCs UM akToM. 30Kpema, repeadadyeHo (HOpMyITIOBaHHS Ta CHPHSHHS
NPUHAHATTIO Y3rO/PKEHUX KOJIEKCIB MOBEIIHKH IJI BUKOPHCTAHHS JICPYKABHUMH CIIY>KOOBISIMH y
cdepi kibepOe3nekn; mogaHHs 3BiTiB BUKOHaBUil pazi moa0 BUKOHaHHA KOHBEHIIi1; BCTAHOBIICHHS
MAPTHEPCBKUX  BITHOCHMH 3  JIGP)KABHUMH ~ OpPraHaMH, TPOMAJSIHCHKAM  CYCIIUIBCTBOM,
MDKYPSIOBIMH Ta HEYPSIOBUMH OpraHi3alisIMU B IOCILIKYBaHi# cdepi Tommo [6].

OTxe, perioHabHI JOTOBOPY BCTAHOBIIOIOTH A(epeHIiioBaHi IPaBOBI peXKUMU, IO
B OKPEMUX BHIIaJKaX MOXKYTbh CTAaTH IiJICTABOI0O BUHUKHEHHS IOPUAWYHUX KOJMI3iH, MPU3BECTH
JI0 CyIepewInBOi Cy10BOT MMPAKTHUKH 1 HAATH YKPUTTS JJIsl IPABOIIOPYLIHUKIB. 31 CBOro OOKY,
Konsenuiss Pagu €Bponu npo kiGep3nounnHicts (2001) He MOXe CTBOPUTH yHiBepCaJIbHUN
MeXaHi3M MIXKHapOJHOTO CIiBPOOITHULITBA y 60pOTHOI 3 mpaBonopyiieHHsaMH y chepi IT. Tox
HABEJCHUI MIKHAPOJHHUI aKT MICTUTh CKIaJHHI MEXaHi3M IPUETHAHHS, SKUUA € JIOIITBHUM
JUIS  PEriOHaJbHOTO  JIOTOBOPY, OJHAK HEMPUUHATHUM Ui OyAb-IKOi  KOHBEHIIIT
yHIBepcaJibHOr0 xapaktepy. KpiM Toro, BapTo akleHTyBaTH yBary Ha BIJCYTHOCTI
rJ00aJbHOTO KOHCEHCYCYy M0N0 3MicTy oOkpemux mojoxeHb Konsenmii Pagm €Bpomnm
CTOCOBHO TPAHCKOPJIOHHOTO JIOCTYITY JIO KOMIT IOTEPHHX JAHUX.

3ayBa)kuMO, IO aBTEHTHYHICTh pETIOHANBHUX JIOTOBOPIB BiOOpakaeTbes y
(parMeHTapHOCTI iX TOJIOKEeHb. PerioHanbHe 30cepe/PKeHHsI yBard Ha KOHKPETHUX IMOTpedax
B OOroBOpIOBaHIN cdepi YCKIAIHIOE CTBOPEHHS HAIIIHOTO Ta €(QEKTHBHOTO MEXaHi3MYy
MDKHapOIHOTO CHIBpOOITHUIITBa y 3alesmedeHHI KiOepOesmeku. BBaxaemo, mo mpoiec
PO3pOOKH PErioHaNbHUX JIOTOBOPIB MOBUHEH CYIPOBOJDKYBATHUCS BCEOIUHUM JOCIIIKEHHIM
HAsIBHHUX JIOTOBOPIB.

BucnoBku. I[lincymMoBylo4M 3a3HayMMoO, IO PO3MVISIHYTI BHIIE aKTH CTBOPIOIOTH
NPaBOBY OCHOBY JJIsl TapMOHI3allil 3aKOHOJIAaBCTBA Ta B3a€EMOJIii MPABOOXOPOHHHUX OPraHiB i
cymiB y AociimkyBaHiil chepi. OgHak BBaXkaemo, 110 HaBEACHOT NMPaBOBOi 0a3M HEIOCTATHHO
JUIA CTBOPEHHS KOMIUIEKCHOTO Ta HAaAIHHOTO MeXaHi3My OOpOTHOHM 3 MpPaBONMOPYIICHHIMH Y
coepi IT.

Perionanizarnist Mi>kHapoaHO-TIpaBOBOI B3aeMoJil y 3abe3rneueHHi KibepOesnekn Mae
CBOi IO3WMTHMBHI Ta HEraTHBHI CTOPOHM. 3 OJHOTO OOKYy, perioHajJibHa yroja € HalKpauum
croco0oM BUPIIIUTH NMpoOIeMy B MeXax IMEeBHOTrO perioHy. 3 iHImoro 0OKy, pi3Hi miaxoau 10
JleranbHOCTI Jilf, BUMHEHNX B IHTepHeTi a00 3 BUKOPHCTaHHSAM KOMII IOTEPHHUX TEXHOJIOTIH,
MOJYTh 3aBaJWTH B3a€MHIH MPaBOBiil JOMOMO31 a00 eKcTpanuIii MiX KpaiHaMH, 110 HaJIe)KaTh
JI0 PpI3HHX perioHiB. 3ayBaXUMO TaKOX, IO AaBTCHTUYHICTh pPETiOHAIBHUX JIOTOBOPIB
Bi0OpakaeThCs y pparMeHTapHOCTI iX MmostoskeHb. ToMy perioHanbHe 30Cepe/KeHHS yBard Ha
KOHKPETHHX TMoTpebax B o00roBoproBaHii cepi yCKIamHIOE CTBOPEHHA HaIiHOTO Ta
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e()eKTUBHOIO MeXaHi3My MIDKHApOJHOrO CIIiBPOOITHHLTBA y 3a0e3nedeHHi KibepOe3nekH.
Baaxxaemo, 1110 mporiec po3poOKH perioHabHUX J0TOBOPIB Ma€e CyIPOBOKYBaTHCS BCEOIYHUM
TEOPETHKO-TIPABOBHUM JIOCIIJDKEHHSIM HasBHHUX aKTIB.

Baxmmo, mo Konsenuis Pagn €Bporu npo kidepsnounHHicts (2001) HEe Moxe
CTBOPHUTH VHIBEpCAIbHOTO MEXaHi3My MDKHAPOJHOTO CHIiBpOOITHHITBA y OOpOTEOI 3
npaBonopymeHHsIME Y chepi IT y 3B°3Ky 3 THM, IO AOTOBIp MICTUTH CKJIaTHUA MeXaHi3M
NPUENHAHHS, SKUH € NOLIIBHUM JUIL PEriOHalbHOTO JIOrOBOPY, OAHAK HENPUIHATHUM I
Oynp-sk01 KOHBEHII yHiBepcaqpHOTO Xapaktepy. KpiM TOoro, BapTo akmeHTyBaTH Ha
BIJICYTHOCTI TJI00aJbHOTO KOHCEHCYCY IIOAO 3MICTy OKpeMHX moyiokeHb KouBenmii Pamu
€BpOIH CTOCOBHO TPAHCKOPJOHHOTO JOCTYITY 10 KOMIT FOTEPHUX JTaHUX.

Tomy, 3Bakaroud Ha 3HAYYILICTH CIIBIpAL i3 MPOTHAIII MPAaBOMOPYHIEHHIM y cdepi
IT ta 3 ypaxyBaHHSIM (pparMeHTapHOCTI Ta PO3PI3HEHOCTI MOJI0KEHb PEriOHaIbHUX JOTOBOPIB,
IO MOXYTh HEPEUIKOAUTH €()EKTUBHOMY CIIiBPOOITHUITBY, HarajibHHUM € BHPOOJICHHS
JiepKaBaMy Y3TOKEHUX MiIXO/IB Ta YKJIQJAaHHS BiJIIOBIIHOTO MIKHApPOJHOTO JIOTOBOPY i
erinoro Opranizanii O6’eqHannx Harmiit.
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ABSTRACT

Vlada Litoshko, Karine Mkrtchian. Theoretical and legal aspects of the basis of cooperation
of states in combating offenses in the sphere of information technologies. Offenses in the field of
information technologies pose a real threat to social relations at the domestic level and the international
legal order. Organized criminal groups use new technological means for illegal purposes, causing harm to
individuals and legal entities. The specified torts are distinguished by a high degree of latency and in
many cases acquire a transnational character, which causes difficulties in their disclosure, bringing the
guilty persons to justice, and also actualizes the need to consolidate the efforts of competent authorities of
states around the world. The problem of combating offenses in the field of information technologies has
been repeatedly considered in the documents of regional international organizations and the United
Nations. It should also be noted that cooperation in the field under study is defined as one of the strategic
conditions contributing to the achievement of goals in the field of sustainable development.

Since each regional legal regime is unique and has its own characteristics, the article considers the
possible consequences of such regionalization. Based on the conducted research, the author concludes
that the regionalization of international legal cooperation in the fight against cybercrime has its positive
and negative sides and has led to a situation that can be partially explained by the transnational nature of
offenses in this area. On the one hand, a regional agreement is the best way to solve a problem within a
certain region. On the other hand, different approaches to the legality of actions carried out on the Internet
or with the use of computer technologies can hinder mutual legal assistance or extradition between
countries belonging to different regions.

Thus, taking into account the importance of cooperation in combating offenses in the field of
information technologies, the fragmentation and disparity of the provisions of regional treaties, it is
urgent for states to develop coordinated approaches and conclude a corresponding international treaty
under the auspices of the United Nations. Regional international legal regulation, in turn, is characterized
by fragmentation and diversity.

Keywords: combating offences, international cooperation, information technology offences,
information security, cyber security.
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