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ORGANIZATION OF INFORMATION SECURITY
IN E-GOVERNMENT AS MEANS OF INFORMATION RIGHTS
PROTECTION

ABSTRACT. As a concept, electronic government is directed to improving the efficiency
of the activity of the state institutions and improving the living standards of citizens.
Formation of the electronic state determines the pace of development of human rights
and freedoms in accordance with the requirements of the time, among which the rights of
information are of particular importance. However, in a situation where the completeness,
accessibility and confidentiality of information is not fully ensured, there are obstacles to
the realization of information rights. Therefore, the organization of information security
is one of the means of guaranteeing information rights. In this regard, information security
should be analyzed not only from technical aspect but also from human rights law. These
highlights confirm the relevance of the topic of the article.

The article’s objective is to analyze the notions “e-government”, “e-parliament” and
“e-court”, to list priorities of e-state from aspect of human rights and freedoms provision,
to determine the legal, theoretical and technical approaches to the information security
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in various models of e-government, to define difference between electronic security or
information security, to research the importance of e-governance from the human rights
aspect and to put forward suggestions about protection of information rights violated in
cyberspace.

The authors conclude that, full access to information, in new society ensures
information and other rights and freedoms. Therefore, the lack of information security or
low level of information security prevents the e-government from benefiting its citizens.
One such barrier is considered an electronic divide or digital divide. Due to the global
nature of cyberspace and information society, these problems should be solved not only
at national level but also internationally. Above all, security should not be taken from the
technical aspect. This prevents problems from being solved. Information security should
also be analyzed as a legal institution, and the distinction between the terms “information
protection” and “information defence” should be clarified. The legal aspect of the matter
should be expressed.

Thus, the authors conclude with an optimistic approach that elimination the problems
arising during the formation of e-government will serve both to promote basic human
rights and freedoms, and to make every citizen an active member of the digital society.

Keyworps: information rights; information security; e-parliament; e-government;
e-court; security tendencies; e-security.

The changes and innovations that are launched in the information society
also affected economic, social, political and cultural life. A new state concept —
e-state model came to the forefront as a result of changes in governance. Public
administration backed by defining characteristics such as open, transparent,
participatory, convenient, expedient and effective characteristics as a result of
the formation of e-state replaced traditional public administration. “E-state”
is a considerably elaborated topic in terms of both conception and application
and it is studied in many scientific researches and literature for a short while
as a consequence of attention paid to e-governance on both international and
national level.

The formation of the e-state led to a radical change in many traditional
approaches. So, virtual “twins” of real creatures emerged in the world with
the influence of Internet: traditional education is replaced by e-learning,
traditional science- with e-science, citizen-by e-citizen, (digital), traditional
state with e-state and traditional commercial with e-commerce, etc. Thus, the
world will be consolidated by the unity of these “twins” and incompleteness
(problems), inherited from the past will be eradicated. Therefore, the rights
and freedoms already existed in the traditional world are taking new form
and content. Given that ICT plays a key role in e-governance, inadequacy
of information security and electronic security can ultimately increase the
number of human rights violations. It is essential to pay special attention from
this point of view to such aspects of e-state activity.
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Priorities of e-state from aspect of human rights and freedoms provision

Electronic state development, which is a topical issue of our time is not
a fashionable project and should be interpreted as a new form of securing
human rights and freedoms. The e-state is understood as the state that
provides individuals and legal entities with information and ensures one’s
total development via own security. The e-state aims to ensure transparency
in public administration. The idea of e-state is realized with the development
of websites of the state, where the state fulfils citizen’s rights to free access
to information, bears responsibility for the information contained within
electronic systems and fulfils the function of communication mean.

There are many definitions of e-state in the literature. R. Heeks explained
e-state as the application of information and communication technologies to
enhance the activities of government agencies'.

D.L.McClure, the Deputy Chief of General Accountant Office of the United
States, expressed his views on e-state in this way: The e-state has the potential
to create a better relationship between the state and the public, providing more
convenient and effective interaction with the citizen®

The Turkish author M. Yildiz described the e-state in his article as the ability
of state’s organizational bodies to use ITC technologies in order to provide
information and secure democratic governance®.

According to other interpretation, e-state is state system where all public
services are provided electronically. Citizens will be able to access public
services in an easy and cost efficient way avoiding bureaucratical impediments
in the system. The e-state should not be understood only as an electronization
of state’s all programs®*.

The e-state together with its activities brings about a significant improvement
in transparency and quality of public administration by accelerating the
process, but first simplifying these relationships and reducing financial costs.
Government agencies cannot fulfill their commitments because of the high
level of red tape.

Paper-based work required for the provision of commitments and services
extends the duration of work, consequently, increases the expenses and
therefore the overall expenditure of the state budget. E-state activities can bear
an impact of introducing positive changes on improving the opportunities and

! Richard Heeks, ‘Understanding e-Governance for Development’ (2001) 11 iGovernment Working Paper
<https://ssrn.com/abstract=3540058> (accessed: 22.03.2020).

2 United States. General Accounting Office. Electronic Government: Federal Initiatives Are Evolving Rapidly but
They Face Significant Challenges (May 22, 2000) <https://digital.library.unt.edu/ark:/67531/metadc290097>
(accessed: 22.03.2020). )

> M Yildiz, ‘Uluslararasi Kuruluglarin Tirkiye nin E-devlet Siyasalarma Etkisi’ [2007] 40 Amme /daresi
Dergisi 39.

* Asma Al-Hashmi and Abdul Basit Darem, ‘Understanding Phases of E-government Project’ in Sahu G P (ed),

Emerging Technologies in E-Government (Gift Publishing 2009) 152.
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quality by reducing these financial costs and shortening the deadlines. Citizens’
access to any kind of public services causes their satisfaction with the state.
Bureaucracy will be greatly reduced with e-state and users will be able to get
service indirectly and also standardization of public services will be ensured.
Benefits of e-state for citizens and the state can be grouped as follows’:

FOR CITIZEN FOR STATE

Ability to access information
without assistance;

Reduce dependence on
external means;

Decrease In access
information using classical
means.

Easier and faster access to
mformation;

Easy access and use of
information;

Progress in building mutual
relations with the state;

Prevention of delays in public

Rapid resolution of problems; :
apid resolution of problems; e

Increasing citizens' trust in
the state;

Increasing citizen satisfaction
for better service;

Active participation of
cltizens 1n governance;

Establishing fast relations
within the state and abroad;

I N I

Increase in activity of state
bodies.

(1 1 1 ri1 r1 ri i

[ Ability to access information
at any time and place.

Thus, e-state by these advantages offers a number of easier and more
convenient forms of implementation than traditional form of governance

TRADITIONAL STATE ] |:> ELECTRONIC STATE

« Bureaucratic and privileged « Non-privileged, transparent
governance; and open governance;

= Paper form; « Electronic form;

» Low level of technical and » Integrated network;
technological support; « Very little time loss and

= Great time loss. easy.

Society operates not for the state, but the state functions for the society in
e-state. Therefore, if the state implements information policy without regard to

Www.pravoua.com.ua

° Demokan Demirel, ‘E-Devlet ve Diinya Ornekleri’ (2006) 61 Sayistay Dergisi 94.
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the interests of citizens, such a policy can be considered as failure. In this regard, it
would be appropriate to mention cybercopying and cyber-pessimistic approach
division of the Ronald Meinardus, Regional Director for East Asia and North
Africa regions of Friedrich Naumann Foundation. According to R. Meinardus,
cyberoptimists believe that, ICT development has a positive impact on civic
society. Accessibility to information and knowledge will ultimately enable civil
society members to participate equally in all sectors of society. The use of ICT
will also facilitate the development of democratic elements.

However, cyberpessimists on the contrary, claim that Internet has opposite
effect. Internet will lead to the gap between the rich and the poor, those who
are actively and passively involved in political life, in their opinion. Proponents
of this position try to prove their interpretations based on statistic indicators:
According to statistics data of Organization for Economic Co-operation
and Development, 54,3 % of Americans used Internet every day in the early
21st century, while this figure was 0,4 % in Africa. The fact of the hegemony of
the developed countries suggests that English language is used in cyberbullying®.
The interpretation of cyberpessimistic position cannot be rejected. Indeed,
digital inequality prevails in the modern world. However, this inequality is
not the result of the development and implementation of ICT. The reasons for
digital inequality are the differences existing in traditional society and harsh
and one-sided laws and legal procedures of traditional societies.

On the contrary, the development of e-society and the elimination of this
inequality was set as a target. It is no coincidence that, the idea of creating
knowledge societies in UNESCO reports, as well as the issues related to the
preservation of cultural heritage and linguistic diversity is aimed at ensuring
equal participation of all people in ICT applications. At the same time, the
principle of the joint participation of public administration bodies and
stakeholders in the application of ICT for development envisaged by the
Declaration of Principles also recognizes the civil society. On the other hand,
it would be wrong to deny the positive impact of ICT on the development
of society in modern times. In most cases, the informatization process results
in increased citizen engagement. For example, it is possible to increase voter
turnout with the help of electronic voting, etc.

E-state models and overall citizen satisfaction
E-state cannot be applied as a single-stage simple project. E-state is a secular
activity that involves several stages and periods of development. Different
models of development can be encountered in literature. Let’s explore three

+020C « MTHIVdIA OdVdLI
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of the best-known models amidst these models: Gartner model, Layne and Lee
development model, UN e-government approach and the World Bank model:

Gartner’s 4-stage e-state development model. According to the research
conducted by Gartner’s team, it was determined that from the point of view
of identifying the stages of e-state development and developing a roadmap to
ensure customer services’ qualitative level, e-state development stage consists
of four phases’:

Stage I: Availability. This step is explained as a simple web

page providing simple information. Sometimes this paper is

called "booklet page" because it performs the same activities

as booklets. |

Stage II: [nferaction. Mutual influence is based on the \
establishment of simple relationships between the state and

citizens enterprises and government agencies. The parties

will inform each other via email at this stage. |

Stage 111: Activity stage. The Phase of the Act provides for !
the implementation of activities such as payment for renewal

of documents, payment of taxes and fees through the

Internet.

Stage IV: Transformaition. This stage is the highest stage in .
terms of the scope of governance and involves the re-

exploration of the formation and organization of state

functions.

Development model developed by the World Bank. This model was published
in “E-Government Handbook for Developing Countries” in 2002. The World
Bank stated the stages of the project developed by the World Bank are not
interconnected, and that it is not necessary to complete the previous phase to
start the next stage. Stating that three phases of the model presented are also a
way to reach the goals of the e-government, the World Bank explains the stages
and the characteristics of these stages as followings®:

According to the World Bank’s approach, in order to provide proper means
of communication for public services, states create web pages where users can
operate online in the final stage of e-government development. The reason for
setting a obligatory requirement of ICT application is connected with states’
will to regulate hard and difficult work conditions. The main reason is that the
long-term thrift can be achieved and productivity can be increased in this way.
Citizens had to face bureaucracy and corruption in the past as they had to wait

7 M Alshehri and S Drew, ‘Implementation of e-Government: Advantages and Challenges’ in International
association for scientific knowledge (IASK) E-ALT Conference proceedings (2010) 79-86.

8 ‘E-Government Handbook for Developing Countries’ (A Project of InfoDev and The Center for Democracy
& Technology) <http://www.infodev.org/infodev-files/resource/InfodevDocuments_16.pdf> (accessed:
22.03.2020).
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« Publish Siage - Each
body creates e-contacts
using Imternet and tries to
disseminate as much
information as possible,
People do not have to
wait long 1o use any of
the services.

= Relationship phase - goal
15 10 ensure citizen
participation except the
dissemination of
information. At this
stage, people can
participate in the political
decision-making of the
state, using other
resources along with the
Internet, obtain
documents and fill out

o The stage of mui!
cooperalion is now the
implementation of these
services through Internet
or allernative means
Financial and social costs
are low enough during
this time. Electronic
government activity
eliminates both
bureaucratic obstacles
and corruption cases.

the necessary forms,

for hours in a queue for public service to be delivered in order to change their
identity cards. The state’s use of ICT at this stage eliminates misuse of power,
bureaucracy and corruption, therefor it increases citizens’ trust in the state.

Civilian stands in shopping centers in Brazil, mobile public computers
carried by a plougher in pocket in India and ASAN services in Azerbaijan can
be shown as an example of the World Bank’s e-development activities.

Layne and Lee development model. Layne and Lee introduced e-state as a
phenomenon of evolution and presented a four-stage development model:
Census, Activity, Vertical Integration and Horizontal Integration. These four
stages and key features of each of them are explained briefly as follows:

Individuals and legal entities want to use public services in the same way
they access the services of the private sector through Internet during census

CENSUS

| Familiarization with the list | Downloadable forms

4

ACTIVITY
Collaborate with data providers that support online

services

VERTICAL INTEGRATION
Local management with access to online services at

a higher level
N
HORIZONTAL INTEGRATION

Online activity

Online services

In terms of similar features
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stage. Therefore, all citizens will do search of state information via Internet
rather than by phone call or other means that requires spending money.

They will feel depressed if they fail to use these services. Thus, the state
will create a state information system that will be applicable to the pressures
of workers who have the ability to use media technology and citizens’ income
groups. States prefer to minimize the risks by implementing small-scale projects
at this stage, since they are not professional enough in this sphere. As civil servants
spend most of their time answering basic questions about the service to citizens,
existence of the web page is also useful from the point of view of government
agencies’ activity. Citizens have the opportunity to become familiar with policies
and laws and know in advance which government agency they must apply for
support through existence of the state’s web pages. But, unfortunately citizens
still use available services, such as waiting in queue in some cases.

Citizens prefer to carry out these activities over the Internet instead of going
to governmental bodies to complete required documentation during activity
stage. E-activity contributes to increased productivity both for customers and
organizations. It also offers great opportunities to both sides such as time
saving. The second stage is the beginning of the transition to e-government,
mainly through fulfilled activities.

The services provided in vertical integration stage focus on the provision
of public services elsewhere (online) rather than the automatization and
personalization of deadlines. Electronization of state is not just about the
provision of available public services over the Internet. World development
also raises citizens’ expectations from state and local self-governments. Main
issue here is the organization of e-services in all government agencies in a
vertical direction and ensuring continuity in this service.

There are wide opportunities for citizens to benefit from full potential
of ICT in the horizontal integration stage. A citizen needs more than one
public service in many cases. For example, a citizen in search of asylum needs
government support in education, medical care and food. Government agencies
need to work together to cope with this problem.

Thus, it is possible to determine whether a person really needs help only
based on a certificate issued by relevant government agencies. Owners of
information from different backgrounds in e-state communicate with
each other, share information on citizens in the best possible way. This
interaction is a perfect example of horizontal integration. For example, when
a citizen moves to another city or region, his/her personal information will
be electronically transferred to social services centers in the new place of
residence and he/she will no longer have to re-apply for services in the new
residence area.
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UN approach on e-state. E-state is described in five steps in one of the UN
reports on governance’.

Appearance: Creating web pages, sites that provide information and services in various forms

Expanded participation (development): Dynamic development of e-filing of information
through the creation of web pages on public and private sectors

Interacrivity: Unlimited access to online services by both parties in public-private relations
and provision of maximizing access to information

Interaction: Users can easily use the services provided for them by paying fee.

Information Nerwork: State is providing e-services to both citizens and the private sector in
the same way at this stage due to their wish.

As seen from the aforementioned models, the ultimate goal in any
development model of e-state is to increase civic satisfaction. It is also
considered a major advantage of the e-state.

Implementation of e-Governance for the branches of government and for main
securing mechanisms of fundamental rights and freedoms

Digitization of the state involves digitization of its legislative, executive and
judicial power in general. The digitization of the legislative body’s activity led
to emergence of the concept of “electronic parliament”. E-Parliament envisages
the application of information and communication technologies in the activity
of the Parliament, with the need to ensure citizens’ participation in governance,
taking into account the needs and offers of the parliament.

World e-Parliament Report 2018 provides a similar concept to e-Parliament.
According to the report, taking into account various approaches, it can be
considered that e-parliament provided by the application of ICT becomes
the legislative body, which is more open, transparent and more efficient in
the public and political life of the country'. It worth mentioning that in
many international documents, “e” within the concept of “e-parliament” is
problematic: it could be understood either as “effective” or “electronic”? —
Actually, the activity of parliament within the framework of e-government is
definitely electronic. But at the same time, electronicized parliament must also
be effective to provide services to the citizen. In this regard, we believe that
e-parliament should function as an electronic legislative body.

There are four main components of the e-parliament concept:

° United Nations Global E-Government Survey (2003) <https://publicadministration.un.org/publications/content/
PDFs/E-Library%20Archives/UN%20E-Government%20Survey%20series/UN%20E-Government%20
Survey%202003.pdf> (accessed: 22.03.2020).

' World e-Parliament Report 2018 <https://www.ipu.org/file/5920/download> (accessed: 22.03.2020).

IIPABO
3 Qe

YYC-GCT« ¥ N + 0C0T « UHIVAM A OdVdILI



Rzayeva Gulnaz Aydin, Ibrahimova Aytakin Nazim

.

+Users and beneficiaries ( *Pringipial changod and
(parliamentarians, employees. supported functions of
elc.) — participate in the Parliament

development and support
of e-Parliament.

People Process

\J

. Architecture Data :
+Infrastructure that requires / »Information and documents

hardware and software /' created, stored, transmitted,
!  and distributed
2 L

Electronic elections should be mentioned as a clear example ot e-parliament
development. The state is able to increase its citizens’ activity degree and
participation in the political life of the state in this way. Electronic voting is
a system that allows you to quickly count votes as a result of electronically
registering of voters.

Advantages of the electronic electoral system: High voting activity; removal
of errors during voting and counting; increasing confidence in the electoral
system; Voting by only one candidate; Decrease in the number of invalid votes;
Voting ability of voters with limited physical abilities; Ensuring confidentiality
in the election process; Reduction of election irregularities; Determining results
within a shorter timeframe; The use of less human labor than the existing
election process; Save on financial expenses. Each of the listed advantages
proves that citizens’ rights are highly secured within e-governance.

Main purpose of forming the second branch of state power, “e-government”
is the simplification and transparency of relations between state bodies and
citizens with the use of ICT. Currently, electronization of e-government is
implemented through “one window” principle in most countries. A similar
rule exists in the Republic of Azerbaijan. Thus, website “e-gov.az” introduces
a list of services provided to sub-groups created by different executive bodies,
as well as detailed information about the service. The positive side is that the
portal provides not only one direction, but also the terms of use in different
directions. For example, it is possible to make search for services of executive
authorities, by entering “Organizations” section. Section “Fields” was created
to facilitate the search for a citizen. Services in the fields including social
security, education and other services are available there''.

The most valuable feature of e-state development in the Republic of
Azerbaijan is the improvement of the conditions for the securing citizens’

Www.pravoua.com.ua

! E-governrnent portal <https://www.e-gov.az> (accessed: 22.03.2020).
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rights and freedoms. It covers guaranteeing the rights and freedoms in all
areas. In case she/he consider to address the issue, this citizen is able now to
obtain detailed information through various electronic portals about the state
bodies and the forms of application. In the meanwhile all of this also indirectly
secures the information rights.

For example, in accordance with the Decree No. 262 of the President of
the Republic of Azerbaijan “Measures for the Establishment of an Electronic
Registry of the State Service” dated September 11, 2014, the State Agency for
the Public Service_and Social Innovations under the President of the Republic
of Azerbaijan was established. The Agency introduces a single news portal for
public services, which includes a centralized search database for government
services. A citizen who enters this search database will be able to find answers to
any questions that may arise during the realization of his/her rights, and will also
receive information on whether this form should be submitted electronically'.

E-court created within the e-state is considered a new form of human
rights protection, the development of which starts with the creation of a single
Internet portal. This portal provides citizens with the opportunity to obtain
detailed information on Supreme court, the first instance courts, the court
of appeals, their jurisdiction, processed cases and decisions made, documents
that need to be added to the application, admission dates, etc., the ways to
acquire the samples of lawsuits and other court documents, as well as online
application and responding. It is also possible for citizens to apply to the
employees of justice system through the “e-services” mentioned above, along
with online applications that citizens have already applied. E-court system
opens up wide opportunities for citizens to receive court information promptly
and to file lawsuits electronically in many countries. For example, every
citizen in Azerbaijan can create an “Electronic Cabinet” by registering within
“Electronic Court” information system. Submission of electronic lawsuits
and other documents, certified by electronic signature through electronic
cabinet, detailed study of court materials, notification of assigned process via
SMS, e-mail and other methods, familiarization with the course of execution,
acquisition of electronic decision of court by judge’s e-signature and online
payment of court fees are possible through e-cabinet.

Information security provision as important e-governance direction:
E-security or information security?
Information security is aimed at preventing threats from legal aspect of
infringement of accessibility, integrity and confidentiality of information.
According to the sources, the first computer virus, which destroyed for the

+020C « MTHIVdIA OdVdLI
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first-time the thousands of ARPANET links, including universities, scientific-
research institutes and military departments in early November 1988 was
created and led to massive loss. The damage caused by this worm, known as
“Morris worm” named in honor to its creator Robert Morris was estimated
at about $ 100 million. The damage by Morris worm once again proved
that information security is not a superficial problem and thus the issue of
information security was brought up around the world. Due to this fact,
November 30 was declared as “International Information Security Day”. This
day is already celebrated in almost all countries.

If to consider global nature of Internet, information security should be
at the forefront of discussion on the international rather than national level.
That is why mainly a number of programs, projects and mechanisms have
been developed to ensure global information security on international level.
International documents including “Creating a Global Cybersecurity Culture”
approved by UN General Assembly Resolution No. 57/239 dated December
20, 2002, and appendix to it “Elements for the Creation of a Global Cyber
Security Culture””, Declaration on the “Misuse of Information Technology
for Criminal” approved by Resolution No. 55/63 dated 22 January 2001;
“Budapest Convention on Cybercrime” dated 23 November, 2001 and others
can be shown as an example.

Electronic security means unintentional and unauthorized access to
computers, networks, programs, data and protecting them from change and
destruction. Concept of electronic security can also be expressed as information
technology security. As you can see, electronic security covers mainly
technical aspects. Information security is of a wider nature. It is true that, the
majority of activities aimed at ensuring information security are technical
and organizational measures. However, information security is ensured not
only by the implementation of this kind of activities, but also through other
activities. At the same time, we must be aware that overall information threats
are also a grave problem for the use of e-services by e-citizens. Therefore,
information security must be provided on the level of e-governance, which
includes e-security. So, e-security in e-government refers to purely technical
and organizational problems. The question arises: But why should e-security
be interpreted as a technical-organizational problem considering from legal
perspective? — The reply can be the following — due to low level of security there
isa breach of accessibility, completeness and confidentiality of information and
it, in its turn, creates problems with the implementation of human rights and
freedoms. It is no coincidence that e-security was mentioned as an important

13 Creation of a global culture of cybersecurity: resolution, United Nations General Assembly (UNGA) Resolution
57/239, 31 January 2003 <https://www.itu.int/ITU-D/cyb/cybersecurity/docs/UN_resolution_57_239.pdf>
(accessed: 22.03.2020).
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issue since the early stages of the e-government establishment till nowadays.
For example, the United Nations classified the problems which states face
during e-government building as following:

Problems with | | 7/24 hours lack of resources for updating information: lack of e-culture;
organizational | | insyfficient organizational support; technological problems
management

Problems with | | faijyre 1o use high-volume ICT; lack of confidence in ICT in

governance management; dissenting attitude of professionals; misinformation
management; a strong belief in the old system of governance in both
government and the private sector

thlcm§ in the | | jack of strategic planning and coordimation; the absence of pohitical
formation of leaders; problems with the transition of local government to the
the political background
plan

As it is seen, most of the above problems are due to feeble electronic security.
Interactivity is fixed as the fourth phase also in UN e-Government Staging
and it maximizes access to online services without hindrance and information
accessibility by both parties with state-citizen relationships.

Computer Emergency Response Teams (CERT) plays a special role in ensuring
international information security. This teams were first established at the
University of Carnegie-Mellon in the United States in 1988 and later the similar
programs were expanded worldwide. Nowadays, there are functions such as
these teams in many countries and their main purpose is to provide direct
information security. All of these teams are united in the International Union
of National Centers for Struggle against Computer Incidents'. The Republic
of Azerbaijan is also a full member of the Union and International Union of
National Centers for Struggle against Computer Incidents and the Special
Communication and Information Security was established in our country.

Electronic Security Center plays a great role in ensuring information security
in our republic. The Center, which is a coordinating body under the Ministry
of Transport, Communications and High Technologies of the Republic of
Azerbaijan was established on the basis of the Decree of the President of the
Republic of Azerbaijan “On measures to improve activities in the field of
information security” dated September 26, 2012. One of the advantages of
the Center is that the preventive activities are not limited to one direction.
The Electronic Security Center, which presents users the portal https://www.
cert.az/, is also investigating cyber-attacks, as well as providing information
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on existing and potential electronic threats at national level, educating users
in the field of cyber security; developing guidance on programs and technical
tools that can be used against users to prevent electronic threats; giving
them recommendations and providing methodical support to users. Thus,
methodical recommendations are given in various directions in “Education”
section of the Center’s website and warning information is posted in section
“Warning” for all subjects'”. However, unfortunately, such useful information
is not always available to the public. It would be appropriate to mention the
“Statistics of 2017 on the use of Internet information resources of government
agencies” of the Center for Computer Incidents of the State Agency for
Private Communication and Information Security as a confirmation of the
above-mentioned statement. According to the statistics, none of the websites
created for information security protection exists among the most frequently
used domains from the official internet resources of government agencies by
2017'. Therefore, it is expedient to share such information on websites or
social networks that are commonly used as links or under “more attractive”
news headlines. It should be noted that, it raises the issue of information
security protection during the electronic document exchange since the
electronic document circulation is dominating in our country in recent
years. The Law of the Republic of Azerbaijan “On Electronic Signatures and
Electronic Document” dated March 9, 2004 defines specific rules regarding
electronic documents, which are of great importance in terms of the
provision of information security. For example, the law defines imperative
rules for the preservation and protection of electronic documents, as well as
implies the certification of electronic signatures and prevents in essence, the
“leakage” of information in electronic document circulation, destruction and
misrepresentation of information for different purposes. However, it should
also be noted that, it is possible to legally destroy or utilize information carriers
due to the fact that the information loses its relevance after a certain period
of time. It is no coincidence that, inclusion of information utilization attitudes
was proposed while defining the subject of information rights in previous
chapters. This kind of relationship is even more significant from aspect of
information security. In most cases, improper disposal of electronic waste can
lead to information leaks. Therefore, activities in this area should be further
strengthened. The issue is that, there are many impediments regarding the
destruction of electronic data, since the regulations concerning the destruction
of information in the current legislation mainly relate to the information
provided on paper. In case official registration of “Personal Data Information

Www.pravoua.com.ua

15 Official website of the Cyber Security Center <https://www.cert.az> (accessed: 22.03.2020).
1o Official website of the Computer Emergency Response Center <https://cert.gov.az> (accessed: 22.03.2020).
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System” approved by the Order of the Cabinet of Ministers of the Republic of
Azerbaijan dated December 17, 2010 is abolished, the methods of destroying
electronic personal information contained in the information system is implied
in the “Rule for Data Destruction in the Information System”: destruction of
electronic information carrier by mechanical means; making it impossible to
restore; the creation of a situation where electronic media cannot be restored;
Formatting electronic information carriers in the way impossible to restore;
deletion of data in electronic information carrier through special software
which is not possible to restore. Several types of methods can be used during
liquidation of information.

The issues dealing with electronic documents generally are not covered in
“Instructions for Conducting Documentation in Public Authorities, Entities,
Organizations and Enterprises ” dated January 19, 2005 approved by the
President of the Republic of Azerbaijan, but only paper-based separation
acts are mentioned. It is true, that provisions on the abolition of documents
are generally provided in statutory legal acts concerning limited information
(e.g. state secrets legislation). However, it is more rational to incorporate
relevant provisions into Article. 30 of the Law of the Republic of Azerbaijan
“On Electronic Signatures and Electronic Document” (electronic document
protection) due to different methods of electronic documents’ abolition.

One of the measures taken in recent years to ensure information security is
the creation of a “Safe Internet” service in accordance with the instructions of
the Ministry of Transport, Communications and High Technologies. Users of
all age category can protect themselves from harmful content via this filtering
service. Via provided wide range of services, parents can control resources that
include games and movies promoting crime, violence, racism, discrimination
and extremism that can physically inflict harm to minors. It is possible to restrict
access to content that is considered to be unsafe from the submitted list by
including them to “black list” after joining the service. You can also deactivate
the filter at any time and activate resource in the “black list”. The list of web
pages restricted for this type of service should be updated regularly. Because
there is an active development in the direction of committing various illegal
activities by “abusive” people using ICTs. In our opinion, there might appear
problems with operation mechanism of secure Internet services. First, web
pages are growing in Internet. Quick detection of those web pages can be a little
bit tricky. Secondly, viruses and other harmful software can be transmitted not
only through these web pages, but also via simple online chatting. The services,
which restrict access of minors to negative websites are simply aimed at moving
them away from the “dangerous” areas. However, given that the “forbidden
behavior becomes more attractive”, as well as psychological characteristics of
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minors and teenagers, it is impossible to exclude them from access to banned
webpages from other computers connected to the Internet. We believe that it
is more expedient to strengthen the work of authorities dealing with computer
incidents in this regard.

Biometric information technologies have great potential in ensuring
information security both at national and international levels. According
to the experience, one of main reasons of crimes and unethical behavior in
information and communication systems, especially in Internet environment,
is the lack of user identification mechanisms when it is needed. Following
the terrorist attacks committed in the United States on September 11, 2001,
the UN Security Council adopted a resolution on the identification of people
based on biometric data and the use of new generation documents. Production
and application of electronic passports implied biometric technologies and
their use is organized in border control systems over biometric identification
systems, in the conduct of operational search activities and protection of public
order in accordance with the new standards adopted by the International Civil
Aviation Organization, International Maritime Organization, International
Labor Organization, International Organization for Standardization and
other agencies in some countries and recommendations of the International
Organization for Migration. Interdepartmental and interstate information
systems were established, certain experience was collected and specialization
and competition between producers of relevant software and hardware tools
were strengthened. The implementation of specific projects, the production
of appropriate forms, and software and hardware tool were launched in this
area. The application of biometric technologies will enhance the protection
of passport and visa and other identity documents, the control over person’s
access to documentation via another individual data, the improvement of
critical infrastructure and the protection regime of other facilities, accuracy
of identification and comprehensive personalization of individual data of a
person in various information resources.

The application of online biometric services will provide wide opportunities
to ensure a high level of public safety in the near future.

Elimination of electronic (digital) inequality contributes
to the protection of information security
One of the objects of current research is “digital divide” in the period of
global information society establishment and in the period when information’s
becoming a leading force of society. Various sources use concepts like
“information inequality”, “digital inequality”, “digital divide”, “digital
decomposition”, “electronic divide” and so on. These concepts have essentially
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the same meaning. The terms “information divide” and “information
inequality” are more commonly used in early days, while the terms “digital
divide” or “digital inequality” were applied lately. What is digital inequality
and what factors stipulate it? — Referring to Geneva Declaration of Principles,
this concept can be interpreted in a broad (global) and narrow (local) sense.
Article. 10 of the Declaration states that, participatory states fully recognize
benefits of the information revolution are not shared equally among developed
and developing countries, as well as in the field of information technology
and within the states themselves. Such inequal distribution stipulates digital
inequality in information society. Thus, famous saying “the person who has
information, possesses the world” is still valid. Because the search, acquisition,
dissemination and transmission of information in states with high ICT
development rates is easily and fastly implemented so that problem is not
occurred upon access to relevant information in such a case. A similar situation
exists among members of society, as well. People with information culture are
more likely to take advantage of ICT opportunities more widely than others
and thus actively participate in society in this way. However, it should be taken
into consideration that, main task in building a global information society
is to protect and guarantee human rights and freedoms. Such a task can be
considered fulfilled if everyone is closely involved in the creation, acquisition,
production, transfer and dissemination of information and knowledge. On the
other hand, main development direction of the information society opens
to all ensuring access to information, ideas and knowledge and possession of
everyone to contribute in that area. Both sides of the problem reaffirm digital
inequality is a major obstacle to the development of a global information
society and urgency of the issues to be resolved.

Thus, digital inequality is difference in access to information, as well as using
ICT irrespective of different criteria (factors) among different layers of society
and the world countries. Internet, main means of access to information, is the
most important attribute and the driving force of global information society.
In this regard, limited access to the Internet is an important criterion for
digital inequality. Highest growth of digital divide can be observed in the latest
Statistical Data for March 25, 2018, which reflects the number and proportion
of global Internet users by region'. Europe (16,8 %) and North America
(8,2 %) are characterized by high development rates (Europe — 85,2 % and
North America — 95 %), although they cover a very small part of the world
population. Asian and African countries, on the contrary, are inferior to the
number of Internet users. It reaffirms existence of digital inequality around
the world.
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Summarizing the abovementioned, we can conclude that existing digital
inequality in the world stipulates the formation of e-threats in e-governance.
It also requires the development of new trends in line with existing demands.
Thus, today different approaches to “information security” were formed, since
purpose of “information attacks” changed (acquisition of different confidential
information) . Therefore, currently protection of transmitted information must
be ensured in addition to the security of computer networks and systems. All of
these contribute to the creation of new security tendencies'®. It is important to
note that, each development tendency forms a different development tendency
within itself, that ultimately creates appropriate security tendency. Setting up
of portable and personal mobile devices increased application and usage trends
as infrastructure development trend. Each mobile device also creates new
opportunities for cyberattacks. That is why new programs and other security
measures that can prevent cyber-attacks on mobile devices are planned and
implemented to hinder that.

Concrusion. The state’s digitization includes the digitization of its legislative
(e-parliament), executive (e-government) and judicial (e-judicial) authorities.
It is noteworthy, in the notion “e-parliament” the letter “e” and its definition:
Does this sign mean “effective” or “electronic”? — In our opinion, the activity
of the parliament within the framework of electronic state is definitely
electronization. Therefore, e-parliament should be used in the meaning of an
electronic legislative body.

The most evolvingaspect of e-state is displayed in the digitization of executive
body. Electronic services provided to the citizen through various websites open
wide opportunities for free and easy realization of his/her rights and freedoms.
However, this system has some problems along with advantages. For example,
having a mobile number on the person’s name and documents proving his/
her identification are key terms to register on e-Government Portal. Three
main documents at least are required for registration. In our opinion, it is
more expedient to reduce the number of these requirements. Because most
citizens do not have a valid passport, SSPF (state social protection fund) card,
or driving license. Therefore, just registering mobile number and ID card may
be enough to proceed with registration in the system. E-service application
provided in this way will be easier and more affordable.

Any gaps or deficiencies in electronic information systems can eventually
lead to the destruction of all data. Therefore, e-state information security should
be at the forefront on both international and national levels as one of the main
areas of government information policy. Since information security is wider
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concept than electronic security, protection of the latter in e-governance serves
ensuring of the completeness, accessibility and confidentiality of information.
Therefore, an ordinary citizen, benefitting of e-state facilities should be made
sure that, his/her rights and freedoms are protected and that he/she will not
be exposed to criminal conspiracy. Struggle against cybercrime should be
strengthened for this reason and the issues over spams and cyber security should
be studied on international and local level. Internal (inside the system) and
external (external interference with the system) factors that create electronic
problems existent in the operation of e-state should be prevented, and integrity,
accessibility and confidentiality of information should be observed.

Referring to the mentioned, we can conclude that the elimination of the
problems that arise during the formation of e-state will guarantee the protection
of fundamental human rights and freedoms within bilateral development and
will provide that every citizen will be an active member of the society, which
is, in its turn, is a prerequisite of the information society.
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PsaeBa ['tonbHa3 Aiinuna
I6parimoBa Arirakin Hasim

OPTAHI3AIIA IHOOPMAILIIMHOT BE3ITEKU
B EJIEKTPOHHOMY YPAIYBAHHI
SIK 3ACIB BAXUCTY IHOOPMAIIIMHUX TTPAB

AHOTALIIA. MeTa eJIeKTPOHHOTO YPSIIYBAaHHS SIK KOHIIEMIIil ITOJIATA€ y MOKpAIleHHI
ePeKTUBHOCTI TisTIBHOCTI lep’)KaBHUX IHCTUTYTIB Ta MiBUIICHH] PIBHS )KUTTS [POMAISIH.
dopMyBaHHS eJIeKTPOHHOI Iep>KaBU BU3HAYAE TEMIIH PO3BHUTKY IIPaB i CBOOON JIIONUHI
BIITIOBI/THO /TO BUMOT ChOTOJIEHHSI, CEPefl SIKMX 0COOIIBe 3HAYEHHSI MAIOTh iH(MOpMaTIiiHi
mpasa. OfHAaK y cuTyanii, KOJIX IOBHOTA, JOCTYIHICTD 1 KOH(INEHIIMHICTD iH(OpMaIii
He 3a0€311eIyETHCSI TIOBHOIO MIPOIO, BUHUKAIOTH MIEPeIIKOAX IS peastiaril indopmarrii-
HUX IpaB. ToMy opraHizanis iHpopMaIiifHOI 6e3lIeKHn € OTHHUM i3 3ac00iB rapaHTYBaH-
Hs1 inopMamifHux npas. Y 3B’513Ky 3 1{uM, iHpOpMaIifiHy 6e3IeKy CIIif aHamI3yBaTH He
TUIBKU 3 TeXHIYHOI TOYKH 30PY, ajie I B aCIeKTi IIpaBa B rajry3i mpas JoguHu. L1i ocHoBHI
MOMEHTH OOIPYHTOBYIOTb aKTYaJIbHICTh TeMH CTATTi.

Merta cTaTTl — IpOaHaIi3yBaTH TaKi IOHSITTS, SIK “eJIeKTPOHHUI ypsif”, “eleKTPOHHUI
napiaMeHT” i “eJIeKTPOHHUIL Cy[», IIOKA3aTH IPIOPUTETH eJIEKTPOHHOI I€PKABHU 3 TOUKH
30py 3abe3IedeHHs IIpaB 1 CBOOO JIIOIMHY, BU3HAYNUTH IIPAaBOBI, TECOPETUYHI Ta TEXHIYHI
migxoznu o ingopMmariinHoi 6e3reky B PiSHUX MOJEIISIX eJIeKTPOHHOTO YPSIIyBaHHSI, BU-
SIBUTH PI3HUII0 MK €JIEKTPOHHOIO 6e31eK0I0 Ta iHhOpMaIliitHO0 6e31eK0I0, TOCTITUTA
3HAYEHHS eJIEKTPOHHOTO yPSITyBaHHS B ACII€KTI ITPAB JIOAMHY 1 TPeJCTaBUTH IIPOITO3AIII]
III0/10 3aXUCTY 1H(POPMAIIIHUX IIPaB, IOPYLUICHUX Y KiGepIpOCTOpi.

ABTOpH IOXOISITH BUCHOBKY, IIIO IIOBHUI TOCTYII 10 iHOPMAIIil B HOBOMY CYCIIiIb-
CTBI € rapaHTi€o iHGOPMALIHIX Ta IHIIKUX IPaB i cBo60. TaKUM IHHOM, depe3 BifCyT-
HicTh iH(OpMaIiTHOI 6e3reku a60 HU3BKUI piBeHDb iH(OPMALINHOI Oe3IeKN eIeKTPOH-
HUI ypsifi He MOXKe NIPHHOCUTH KOPHUCTh CBOIM rpoMasnsHaM. OmHUM 3 Takux 6ap epiB
BB)XAETHCSI €JIEKTPOHHUI po3puB abo nudposmit pospus. 3 omwsigy Ha MI0O6ATHHUIT
XapakTep KibepmpocTopy Ta iH(OPMAILIMHOTO CYCIUIBCTBA, Ii MPOOIeMH HeOOXimHO
BHUPIIIYyBaTU He TUIBKM Ha HAI[lOHAJIbHOMY PiBHI, a I Ha MbKHapongHoMmy. [lepir 3a Bce,
Oe3reKy He CJIiJ COPHIIMaTH 3 TeXHIYHOI TOYKH 30py. lle meperkomkae BUpIIEHHIO
npobiem. Ciif TakoX IMpoaHaIidyBaTH iH(pOpPMALIiHy 6e3IeKy sIK IPABOBUI iHCTUTYT
1 yTOYHUTH PI3HULIO MUK TepMiHamu “iHdopmaniiiamit 3axuct” 1 “indopmariiitna 060po-
Ha”. HeoOXIMHO pOSKPUTH IOPUINIHII ACIIEKT IIHOTO TATAHHSI.

TakuM 9UHOM, aBTOPHU 3 ONTHMI3MOM JOXOMNSITh BIUCHOBKY, IIJ0 YCYHEHHs IIPO6IeM,
SKi BUHUKAIOTh IpU (DOPMYBaHHI €JIEKTPOHHOTO YPsTyBaHHs, CIPUSATHME KpaIIiil pe-
aJtizanii OCHOBHUX ITpaB 1 CBOOOJ JIIOIMHY Ta JOIIOMOKe KO)KHOMY I'POMAISTHIHOBI CTaTH
AKTUBHUM WICHOM I[(POBOTO CYCIiNTbCTBA.

Kito4os! ciioBa: ingopmamiitHi mpasa; iHopmaniiiHa 6e3reka; eeKTPOHHUI Iapiia-
MEHT; eJICKTPOHHUY yPsil; eJIeKTPOHHHUI CY[; TeHIEHIIIT 6e3IeKH; eJIeKTPOHHA Ge3Iexa.
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