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KOHUENUIA TA BA3OBUW NIAXiA A0 NOBYAOBU CUCTEMU 3AXUCTY
IHOOPMALII B BArTATOPIBHEBIW IHTEJNIEKTYANbHIA CACTEMI KEPYBAHHSA

Pospobaeno konyenyiro cmeopenns cucmemu 3axucmy ingopmayii (C31) 6 bacamopisnesiii inmenekmyanbHii
cucmenmi kepysannsi (BICK) na ocnosi cmpyxmypu “bazcamopisnesa cucmema — bazamopisHesutl 3axucm”’. 3anpo-
norosano bazosutl nioxio 0o noo6yoosu C3I ¢ FICK na ocrosi npunyunie cucmemnozo ananizy: apximexmypa BICK
— Mo0eNb 3a2po3, MOOelb IHPOPMAYIUHO-MeXHIYHUX cmaHie cucmemu, mooeas saxuuyenoi BICK — cmpyxmypa C31 —

oyinrosanns epexmusnocmi C31.

Knrwowuosi cnosa: bazamopienesa inmeneknyaibHa cucmemd, cucmema 3axucmy iH@opmayii, mooenv, memoo,

OYIHIOBAHHSL eeKMUBHOCMI.

BecTtyn

Axmyansnicms. B mporieci po3BUTKY IHHOBAITiHi-
HUX MPOEKTIB B pamkax “Ykpaina — €C” — “Inrenexry-
aJNbHI eHepreTHyHi cucteMu”’, “IHTeNeKTyalIbHA €KOJO-
rivHa Oe3meka” Ta IHIIMX AaKTyaJbHUM 3aJIUINAETHCS
cerMeHT (PyHKUIOHANBHOI Ta iH(pOpMAaIiiiHOi Oe3reKu
IHTENIEKTYaIbHAX TEXHOJIOTIH, K OCHOBHOTO IHCTpyMe-
HTapito 3abe3rneueHHs Oe3nedHoro (yHKIIOHYBAaHHIO
CyCHiJibcTBa B 21-My CTOMNITTI, 30KpeMa y KOHTEKCTi:
VIPaBIiHHS DPH3MKaMU HaJ3BUYalHHUX CHTYallli Ha
pisni: xonyenyii JlepkaBHOI CoyxOM YKpaiHu 3 Haj-
3BHYAWHUX CcUTyalid Ta MixHapoaHoi opraHizamii
YIIPaBJIiHHS PU3UKAMU; MOHITOPUHTY Ta MPOrHO3yBaHHS
3MIHM 3€MHOTO0 KJIIMary Ta NPHUUHSTTS pIilIeHHS Ha
VIPaBIIHHA 3a Jekiaapayieto KiiMat-camity-2015; pani-
aIiifHOr0 MOHITOPUHTY Ta YIPABIIHHS SIEPHOIO Oe3re-
KO0 3a Hanpsamamu Oisienocmi MAT'ATE; po3poOneHHst
Ta BIPOBA/PKEHHS IHTENEKTYaJbHUX EHEPreTHIHUX
Mepex 3a kowyenyicio Smart Grid Ta 3eiono €sponeti-
CbKOI nnam@opmu po3ymMHux ereKmpomepedic.

Ilocmanoexa 3adaui i mema poéomu. OCHOBHI
HAYKOBI 3ajadi: po3po0JIeHHs KOHIEMIi Ta 0a30BOro
migxony no crBopeHHs C3I B GaraTopiBHEBUX IHTEIEK-
TyalbHUX CHUCTEM KEpyBaHHs 3TiIHO: IPiOPUTETHUX
HAIPsIMIB Ta IOCTIHKeHb [IpoekTy KoHIemIii iHhopma-
1iiiHOI Oe3nexn YKpaiHu; TPUKOMIIOHEHTHOI CTPYKTYPH
nporpamu €C 3 1oCHipKeHb Ta iHHOBaLid “‘TiepenoBa
HayKa — IHIyCTpiaJibHe JIIepCTBO — COIaJIbHI BUKIIHU-
K1”’; HOPMaTHUBHOI 0a3u y Tainy3i 3a0e3neueHHs Oe3neKku
aBTOMAaTHU30BaHUX CHUCTEM.

Mema po6omu — po3poOJICHHS METOIOIOTIYHHX
3acaj crBopeHHs1 C31 B GaraTopHEBHX IHTENEKTYaIbHUX
cHCTeMax KepyBaHH:L.

OcHoBHMM MmaTepian

T'apanmoszoamnicme BICK. TapaHTo3nmaTHIiCT —
IIe KOMIUIEKCHA BJIACTHUBICTL CHCTEMH HaJaBaTH HEOO-
XiJHI TIOCITyTH, SIKMM MOXKHA OIPAaBIAHO JOBIPSATH.

Crpykrypa  rapanrosmatHocti (COY-H  HKAY
0060:2010) BriIOYaE TaKi CKIAAOBi: MEPBUHHI BIACTH-
BOCTI; 3arpo3u (PYHKI[IOHATBHIA POOOTO3MATHOCTI;

BIIMOBOCTIHKICTh, ~ BTOPUHHI B3aec-
MO3B’SI3KH MIXK CKJIaJJOBUMH. Jl0 TIEPBUHHUX BIIACTHBO-
CTeW TrapaHTO3JaTHOCTI BiTHOCATHCS: O€3BiJIMOBHICTS,
TOTOBHICTh, 00CITYTOBYBAHICTh, JKUBYYICTh, (YHKITIOHA-
JmpHa Oe3MeKa, IUTICHICTh, KOH(IACHIIHHICTb, BIPOTiJI-
HicTh. ['apaHTO3maTHICTH Ta iH(OpMaIliiiHa Oe3meka
B3a€MO3B’s13aHI Ha PIBHI 3araJbHUX BIJIACTUBOCTCH —
IITICHOCTI 1 KOH(IACHIIIHHOCTI Ta crerudiyHux — aB-
TEHTUYHOCTI 1 AocToBipHOCTI. DyHKIIOHAaIBHA Oe3IeKa
CrpsIMOBaHa Ha CTBOPEHHS MOJeJiel 3aXHCTy iHpopMa-
LiAHUX CHCTEM Ha OCHOBI METOIIB 1 3aCO0IB amapaTHO-
MIPOrPaMHOr0 3a0e3eUeHHs BiJMOBIAHO 0 WMOBIPHUX
3arpo3: HEeBU3HAUEHICTh; BiJ]MOBa; aBapis. [Hpopmarriii-
Ha Oe3reka — CrpsIMOBaHa Ha CTBOPEHHS MOJEJIeH 3aXHu-
cTy iH(OpMaLifHUX CHCTEM Ha OCHOBI METOJIB i 3aco-
0iB anapaTHO-IIPOraMHOTro 3a0e3MeueHH s BiAMOBIHO 10
HWMOBIpHHUX 3arpo3: BUTIK; MOIU]IKaLlis; 3HUILIEHHSI.

HemnoBHoTa / BiICYTHICTH 3a0€3MeueHHs] TapaHTO3-
JIATHOCTI aBTOMAaTHU30BaHMX CHUCTEM Ta MPOTrPaMHOrO
3a0e3reueHHs1 Ha PiBHI KOXHOI 3 ii BIacTUBOCTEH mpu3-
BOJUTH J10: Ne(EKTIiB, IOMIIOK, BiIMOB, IO BIAMOBIIHO
3HIKYE PIBEHb BHUPIMICHHSA NPOOJIeMU 3a0e3MeucHHS
Oe3riekn 00’ €KTIB y pi3HUX IpenMeTHUX cepax. PiBeHb
rapaHTO3JaTHOCTI aBTOMAaTH30BaHHUX CHCTEM BH3Haya-
10Th: JeeKTH po3pobieHHs / mpoekryBanHsa ([P), ski
XapaKTepHi JJIs MPOrpaMHOro 3abe3rneucHHs; (i3udHi
nedextr (JIP), mo xapakTepHi IS anmapaTHOro 3a0e3-
MeYCHHs, JC(QCeKTH 30BHIIIHIX BIUIMBIB / B3a€EMOIIH
([IB), sKi € HacIiIKOM HECaHKI[IOHOBAaHOTO IOCTYITY
(indopmaniiiHnx arak), MOMHJIOK IEPCOHAIY, BILUIMBY
¢bi3n4HUX QaKTOPiB, SKi MOXKYTh MPU3BECTH A0 KPATHUX
BiJIMOB aIlapaTHUX 1 IPOrpaMHUX 3aCO0IB.

Ymosa 6esneunoco pynxyionysanns BICK. Konr-
poib crany Oesrneku 00’ekTiB 3xiiicHioeThess BICK 3ria-
HO yMOBHU 0e3NeYHOro (pyHKI[IOHYBaHHS CaMHUX 1HTele-
KTyaJIbHUX CHUCTEM Ha piBHI: KOHTpOJIO, 0OpOOKH, Iie-

BJIACTHUBOCTI,
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penaBanHs/mpuiiManHs iHGopmarii Ta kepyBauns (COY
H HKAY 0060: 2010)

t t 4t t t
(074 (P] ,...Pn, Z] ,Zm) <o ,
e Qg — (byHKHiH KOHTPOJIIO CUCTEMH, Pit — napamMeTpu
CHUCTEMHU, IO KOHTPOJIIOIOTHCA, Z; - yMOBHi KOHTpPO-

JIbHI 3HAYCHHS MMapaMeTpiB JIecTadinizyrounx (hakTopis:
nedextu pozpobnenns adbo npoekryBanus (JP); ¢iznu-
Hi pedpextn (JP); nedextn 30BHIMIHIX BIUIUBIB abo

B3aemoiit (JIB); &' — rpanmune 3HAaueHHs Pk , 1O

BU3HAYAE YMOBY pOOOTO3aTHOTO CTAHY CHCTEMH.

Mooens ¢hynryionanvroi 6esnexu BICK na pieni bes-
siomosHocmi. Monenb 0e3BiIMOBHOCTI CHCTEMH KepyBaH-
HsI TIOB’S13aHa 3 BIACTUBOCTSMH TOTOBHOCTI, 0OCITyroBYyBa-
HOCTI, 30€peKEHOCTi, HAIIHOCTI Ta IHIIMMH BJIACTHBOC-
Tamu rapanTo3natHocti BICK, Hampukimanm 30epekeHoCTi
ta noeroeiunocti (COY H HKAY 0060: 2010).

YMoBa 3a0e3mneueHHs 0€3BiAMOBHOCTI (rapaHTO3-
JATHOCTI) — 11e KoMIuiekc mapameTpiB BICK, ski 3a6e3-
NevyloTh (PyHKIiIOHANBHY pPOOOTO3MATHICTE 3 BUKIIIO
YEHHSM MOXKJIMBOCTI BHXOAY CHCTEMHU 3a TpaHHYHHUI

CTaH Ha pIiBHI: KOHTPOJIO, OOpOOKH,
Hsi/mpuiiManHs iH(OopMallii, KepyBaHHS
f(Pi,Cp,ns,nm ’Tef) > O ,

— ¢yskais napamerpiB  BICK; 3a ymoBwu

nepeaaBaH-

ne f(e)
f(e) <0 iHTeNeKTyanpHa CHCTEMa KepyBaHHs IIepexo-
JUTh B IIO3arpaHUYHUM cTaH; P, — po3paxyHKOBi 3Ha-
YEeHHs TapaMeTpiB CUCTEMH 32 TEXHIYHHUM 3aBJaHHs (i
4ac po3poOneHHs/ipoekTyBaHHA); Cp — OOMEXEHHA Ha
KOHTPOJIbOBAaHMH TapaMeTp, HaNpHUKIaj (JOIycTUME
3HAa4eHHs KOHTPONIO CTaHy 00’€kTa); ng — KoedimieHT
HAJIWHOCTI 1HTEJCKTYaIbHOI CHCTEMH, IO BPaxOBYE
MOJKIIMBI HACITI KM BiIMOBH; N, — Koe®illi€HT HaaiiHO-
cti mogeni BICK, sikuii BpaxoBye HEBH3HAUEHICTh pO3pa-
XYHKOBOi, HAaIlpUKJIaJl HEZOCKOHAIICTh pO3poliieH-
Hs / IpoeKTyBaHHs; T,y — BCTaHOBJIEHHI TepMiH edek-
TUBHOI €KCIUTyaTallii CHCTEMH 33 TEXHIYHUM 3aBJIaHHSM.

Konuenuin cmeopenns C3I ¢ BICK. IlinrpyHTsim
crBopenHst koHuenuii modynosu C3I B BICK € crpyk-
Typa “yHiBepcanbHa miardpopma BICK — 6azoBuii min-
xim o 3axucty”’ (puc. 1).

Inmenexmyanizayis
cycnizibemea

I 1. InTenekTyaabHi L
7 pecypcu N

Monimopune, npoenosyeannsi,
Kxepysanms: npeomemii cgpepu

2. IHTeNIeKTyaIbHI CHCTEMH

Inmezpayis ¢ €eponeticoruil OOCIIOHUYLKUL NPOCMIP

3. InTenexkTyajibHi npouecH

Inmenexmyanvni enepeemuyni cucmemu,
iHmenekmyanoHa ekono2ivna 6esnexka m. i.

4. InTesekTyaabHi Mepexi

06 ’exmu, npoexmu

S. InTeIeKTya/IbHEe YIpPaBJIiHHA

Cucrtema 3axucty iHdopmauii: 6azoBui niaxin

Puc. 1. Ctpykrypa xoHuerntii modymosu C31 B BICK

Vuisepcanona nnamegopma BICK. OCHOBHUMHU Me-
TOJIOJIOTIYHUMH TIPUHIMIIAMH apXiTEeKTypHOI peai3aii
ICK € curyariiine xepyBanHs Ta 00poOka nanux. Cepen
texHouorii crBoperHs1 ICK BUKOPHCTOBYIOTh €KCIIEpTHI
CHCTEMH, INTY4HI HEHpOHHI MEpEeXi; HEUiTKy JIOTIKY;

€BOJIIOIIHHI METOM Ta F'eHETUYHI anroputMu. Ha cporo-
JHi yerintHo ¢yHK1ionytoth BICK B pi3HHX npenmeTHnx
chepax, 30KpeMa Iie. OaraTopiBHEBa IHTENIEKTyabHa
iHpopMalliiiHa CHCTEMa OIPAIfOBaHHS BiJJCOKOHTEHTY
JUIs 0ci0 3 BajJlaMHM 30py Y Taiy3i 0XopoHH 3110poB’st [1],
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IHTEJIEKTyaJbHa CHUCTeMa KepyBaHHsS 3 0OararopiBHEBHM
NepeTBOpEHHsIM iH(popMallii Ha aBialliiHOMY MiApHeEMC-
TBi y cepi nepeBe3eHb Ta JIOTICTUKY [2], IHTENeKTyabHi
CHCTEMH YIPaBJiHHS MOOUTbHUMHU pajiioMepexamMH Bili-
CHKOBOTO TPHU3HAYEHHs, JIe¢ BHUKOPUCTaHA i€papxiyHa
Mozienb o0yaoBH [3]. [ KOXKHOT 3 HaBEICHHUX CTPYK-
Typ ICK, CTBOpPEHHX 3a BIAMOBITHUMHU TEXHOJOTiSIMHU,
XapakTepHa CBOsl 0araTOpPIBHEBICTh y KOHTEKCTI BHKO-
HaHHS (PYHKIIIOHATBHUX 3a/1a4 Y MPEIMETHHX cepax.

CTyIiHb 3aXHIICHOCTI 0araTOPiBHEBUX 1HTEIICKTYa-
JIBHAX CUCTEM KepyBaHHS OOYMOBJICHHH iX apXiTeKTy-
poto, (YHKIIIOHATBHUMH OCOOJUBOCTSAMH, BIDIUBOM
3arpo3, MexaHizmamu oOesrmeku (ISO/IEC 15408). Konrre-
mist mooynou C31 oOymoBiIeHa yHiBepCalbHOIO IUIat-
(OpMOIO  TIPENCTAaBJICHHS IHTENEKTYallbHOI CHCTEMH
KepyBaHHs LIIICHOIO 0araTopiBHEBICTIO, IO OXOILIIOE
€JIEMEHTH CTPYKTYPOBAHOCTI Ta (PYHKIIIOHAIBLHOCTI.

3 nosuyii cmpykmypoganocmi BICK posrisnyro,
sk: 1) iHtenekryanbhi pecypcu (IP), mo ¢dopmyroTs
CErMEHT IHTEeNeKTyali3alil CycrijabCcTBa; 2) IHTENeKTya-
npHi cucremu (IC), sik iHCTpyMeHTapiil peanizamii Bia-
Oopy iH(poOpMaIii, MOHITOPHHTY, NPOTHO3YBAaHHS 1 Ke-
pyBanusi; 3) iHtenekryanpHi nponecu (II1) Ha piBHi
iHTerpamnii B €BpONCHCHKUNA MTOCHITHUIBKANA POCTIP;
4) inrenexryanbHi Mepexi (IM), 30kpema y KOHTEKCTI
peanizanii kounenuii Smart Grid, CipsIMOBaHOI Ha TIij-
BHUIIIEHHS! €()EeKTHUBHOCTI €HEpProCHOXMBAaHHS Ta BHKO-
pHUCTaHHS BiJHOBIIOBAIGHHX JDKEpEN €Heprii; iHTeNnek-
TyanbHe ynpasiuinHs (1Y), 30kpema po3nojijieHUMH y

MOOUTFHUMHU KiOEpHETHYHHMH CHUCTEMaMH, COLiaJIbHO-
€KOHOMIYHUMH TIPOLIECAMH T.1H.

3 nosuyii’ gpynxyionanvrocmi BICK posrisnyTo, SK:
1) KOHTpOJIL CTaHy 00’€KTIB Ha piBHI BiAOOPY mapamer-
piB Ta 00poOku iHdopmarii (K, O); 2) nepenaBan-
Hs / npuiivanss  ganux (ITPJL/I1PM); 3) ynpasmiHHs
cranoM o00’ektiB (Y). MeTomoJ0riYHIM MAIPYHTSAM
oOymoBH cucmemu 3axucmy ingopmayii ¢ BICK € cTBO-
peHHst 0a30BOrO IiIXOMY, OJHMM 3 CETMEHTIB SIKOTO €
oOy/10Ba KOMIUIEKCHUX CHCTEM Oe3IeKH Ha piBHI “‘Oara-
TOpiBHEBa IHTENEKTyallbHA CUCTEMa KepyBaHHs — Oara-
TOpIBHEBHH 3aXWUCT’ Ha OCHOBI KOHIEMIi “00’€KT —
3arpo3a — 3axuct’. BigmosigHo mo apxitektypu BICK
posrsiHemo GazoBuii miaxin o modymosu C3I B BICK,
LTLOBUM CHPSIMYBaHHSIM SIKOTO € BHUPIIICHHS 3a1ad
0e3MeKkr IHTENEeKTyalbHUX TEXHOJOTIH — 3a0e3MeYeHHs
KOH(1IeHIIITHOCTI, IUTICHOCTI, JOCTYITHOCTI, CIIOCTEpe-
JKYBaHOCTI, TapaHTill y MPOCTOpi IHTeNeKTyasi3amii Mix-
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HApOHOI CITUTBHOTH.

bazosuii nioxio 0o nobyoosu C3I ¢ FICK. ba3zopuii
MiJXiJ y YaCTHUHI B3a€MO3B’S3Ky TapaHTO3IAaTHOCTI 3
iHpopMaliifHOIO Oe3MeKor Ha piBHI 3a/1a4 3a0e31edeH-
HS KOH(]IJEHIIHOCTI, LUTICHOCTI, JOCTYITHOCTI Mae
iepapXiuHy CTPYKTYpY: apXiTekrypa Ta ()YHKIIIOHAJIbHI
moxuuBocti BICK 'y mnpenmerniit chepi — B3ae-
MO3B 130K MOJZENI MPOCTOpY iH(pOpMAIiHHO-TEXHIYHUX
CTaHiB, Mofei 3arpo3 Ta mopeni 3axuineHoi BICK —
oOrpyHTyBaHHs BHOOpY Merony noOymoBu C3I — omi-
HioBaHHs edektuBHOCcTi C3l Ta TIPUUAHATTS pilIEHHS

MPOCTOpi  JWMHAMIYHMMHU 00 €KTaMH, ABTOHOMHUMH OO T1 MOKpaIieHHs (puc. 2).
OcobauBocTi
r BICK ApxitekTypa |@DyHKIIOHAIBHICTE| NPEIMETHHUX [—]

chep C
_______________________________________ _d__ T
- A
BICK: Mozens 2 Mopens Moneus < H

YHIBEPCAILHA | [T BICK D 3arpo3 GaraTopiBHEBOTO
niardopma J1B 3axucty BICK [ i
K A
P
Crpyxrypa | yp IC 01 M v T
C3I: )51
Ma;[}zgg;nn OcHoBH Hanpsimu Eramm :_— 3
A
_________________________________________ Ll 1
1
O1wiHIOBaHHSI e S

C3I e(eKTUBHOCTI MeTtoauka oniHroBaHHA edexTuBHOCTI C3I
C3I
Puc. 2. Ctpykrypa 6a3zoBoro migxoxay mo mooymosu C3I B BICK
Mooens  npocmopy  ingopmayiino-mexnivnux K. Tpane3gaTHHi (OC3MEeYHMIA), YaCTKOBO Mparie3aar-

cmanie (ITC) BICK. IudopmaniiiHO-TeXHIYHUH CTaH
CHCTEMHU — LI CYKYIHICTh BJIACTUBOCTEH Ta O3HAK SIK
TEXHIYHOTO, Tak 1 i1H(GOpPMANIHHOrO XapakTepy, Ipo
MIPUIATHICTh cHCTeMH Yy neBHUi MomeHT 4yacy (COY-H
HKAY 0060:2010). Cranu cuctemu, mo oOyMOBIIIO-
10ThCs BIutUBOM 3arpo3 JIP, JI® ta JIB wiacudikyroTh,

Huii (Oe3neyHuii), Hempane3naTHUi (Oe3redHuii), He-
npane3iaHui (HeOe3meuHui).

CaMe y TakoMy KOHTEKCTI PO3IJISHEMO MOJENb
npoctopy ITC 3a ymMOBH BIUIMBY KOMIUIEKCY 3arpos
¢dyHKIioHaNBHIN Ta iHpopManiiHi 6e3neni BICK (puc.
3, a — r). InpopmMamiiHO-TEXHIYHMI CTAaHH B3AEMO-
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TOB’sI3aHi B KOHTEKCTI rapaHTO3/IaTHOCTI B3a€MO3JIEK-
HicTIO (yHKUiIOHANEHOI Ta iH(pOpMaIiiiHOi Oe3meku:
BHACJIIOK IOPYILIEHHS! KOH(1AEHIIIHOCTI, K OJHOTO 3
npodiniB iHpopMaliiiHOi Oe3rekn, peani3yeTbcs Heca-
HKI[IOHOBaHU# nocTyn a0 iHdopmanii B cucteMi Kepy-
BaHHS, IO TO3UIIIOHYETHCS, SK TEPeXill CHCTEMHU B
HeTpale31aTHH HeOe3MeUHMI CTaH, sKuil Ha (yHKIIiO-
HaJILHOMY PiBHI O3Ha4ya€ — IMOMIKO/PKEHHs, 30iH, BiaMoO-
Ba amapaTHUX a00 MPOrpaMHUX 3aCO0iB.

3rigHo yHiBepcanbHoi miardopmu BICK “IP — IC —
I — IM - 1Y” (puc. 1) monens iHdopmauiiHO-
TEXHIYHUX CTaHIB MpPEACTaBICHA y (DYHKI[IOHATBHOMY
npocropi “K, O — TPJI/TIPM — ¥V” (puc. 3).

Brutus 3arpos JIP (1), A® (2), AB (3) Ha dyHkui-
oHanbHy OaratopiBHeBicTh ICK, siki 3 BemMKoI0 iMOBIip-
HICTIO BHUSBISIIOTHCS Ta OJOKYIOTHCS KOMIUIEKCHOIO
cHCTEMH OE3IEeKH XapaKTepU3YEThCs MHOKUHOIO TIpa-
ne3aTHuX OesmevyHux craHiB MSpc (puc. 3, a). ko
sarposu [IP (1), A® (2), AB (3), 1mo BIUIMBaIOTH Ha
BICK, He BuSBIAIOThCSA Ta HE OJIOKYIOThCS (HEHWTpalti-
3YIOThCS) CHUCTEMOIO O€3IeKH, TO II€¢ MPHU3BOIUTH [0
3MiHU THQOPMALIHHO-TEXHIYHOIO CTaHy CHCTEMH, IO
YMOBHO MOXHa 300pa3uTH 1l MepeMillieHHsIM Y TIPOCTOpi
“K, O — ITPA/TTPM — V” npoTu TOJMHHUKOBOI CTPIIKH
(puc. 3, 0, B, T) Ta OXapaKTEepU3yBaTH: MHOXXHHOIO Yac-
TKOBO mparie3naTHoro (0e3mednoro) crany MSpc (puc.
3, 0), MHOXWHOIO Hempare3gaTHoro (0Oe3neyHoro)
MSunsc (puc. 3, B), MHOXXHHOI HEIPAaIE3JaTHOTO
(aebesneunoro) MSyysc (puc. 3, r). 3 Meror 3a0e3-
nedeHHs1 (yHKIIOHATBHOI Ta iHpopMaiiiHOT Oe3eKu y
KOHTEKCTI 3a/1a4 KOH(IASHIIHHOCTI, IUTICHOCTI Ta J0C-
TYITHOCTI, HEOOXiJHO OOIPYHTYBAaTH KpUTEPii BHOOpY
cucremu 3axucry iHpopmauii B BICK, npencrasurn ii
0araTOpiBHEBOIO CTPYKTYPOIO, IO OOYMOBHTH BiAMO-
BOOE3MEYHICTh CHCTEMHU KEPYBaHHSI.

Iumecpanvna mooenv 3azpo3, Mooeab nOPyuIHU-
Ka, moodenav 3axuwienoi BICK. KoMmiiekcHa cucrema
Oe3leKH IHTEJEeKTYyaJbHUX CHCTEM KepyBaHHsI, sKa
CIpsIMOBaHa Ha 3a0e3ICUEHHs MIIHOCTI 3aXUCTy iHpoO-
pMatlii, IpyHTY€EThCSI Ha: MOJENI 3arpo3; MOJelNi Mmopy-
IIIHUKA; MPOEKTYBaHHI cucTeMu Oesneku. TexHomoris
MPOEKTYBAaHHS CHUCTEMH 3axXHCTy B iH(OpMamiiHKX
chcTeMax 3JIHCHIOETBCS 3TiHO 3agad 3a0e3nedyeHHs
0e3mexku — KOH(IICHIIIHHOCTI, ITICHOCTI, JOCTYITHOCTI,
CIIOCTEPEKYBAHOCTI, TapaHTI Ta IX B3aEMO3B’S3KY Y
BianosigHocTi 10 ISO/IEC 15408 [4]. OnHuM 3 yHiBep-
CaJIbHUX METOJIB SK MOOYIOBH CUCTEMH 3aXHCTy iHpO-
pMmariii, Tak ouiHIOBaHHS ii €pEKTUBHOCTI € MaTPUYHUI
Metox [5]. Ieit MeTon omucye Mojenb iHpOpMAIHHOT
6esmexu BICK 3a Tppoma cermeHTamu: ocHOBH (O), 110
po3kpuBatoth  cTpykrypy C3I 3a  HOpMaTuBHO-
MPaBOBOBOIO, OpraHizamiiiHo, iH(pOpMAaIiHOI Ta
IHIIMMH CKJIaJIOBUMU; HANPSIMKHU 3axucty (H), siki Bijo-
OpakaroThb (PyHKIIOHANbHE MPU3HAYEHHS; €Talll CTBO-
perHst (E), sxi GOpMYyIOTh CTYIIHb 3a0e3neYeHHs 3a1a4
Oe3reKH.

nea/nPm

\

~orana.,

oee.

nea/npm

” nea/nem
A

nPA/NPM

Puc. 3. Mogaens npoctopy iH(pOpMaIiHHO-TEXHIYHUX
craniB BICK y KOHTEKCTI rapaHTO3/1aTHOCTI:

a — mpane3aatHuil (0esneuynuii) cran — NORMA,;

0 — 4acTKOBO TIpale3jaTHui (Oe31euHmii) cTad —
ALARM-1; B — Henpane3gaTHUA
(6e3neunwmit) cran — ALARM-2;

T — Helpale3aaTHui HeOesneunuii ctan — AVARIA
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3axucm ingpopmayii

Erammu crBopennst C31 nependavatorh: susnayenms
iH(pOpPMAIIHUX 1 TEXHIYHUX PECYpCIB, SIKi MiISATAIOTH
3aXUCTY; 6Us6/eHHsI MHOKUHHA IMOBIpHHMX 3arpo3 i Ka-
HaJIIB BUTOKY iH(OpMAIii; nposedenns OLIHKA ypa3Jiu-
BOCTI Ta pH3WKiB iH(opMarii 3a Jii KOMIUIEKCY 3arpo3
Ta aKTUBHOCTI KaHAJIB BUTOKY; OOIDYHMYBAHHS BUMOT
0 CHCTEMH 3aXUCTY, OnmuMizayis kpumepiie eubopy
3ac00iB 3aXUCTy y KOHTEKCTI IX XapaKTEepUCTHUK; 6M1pO-
6a0oicenHsi BUOpPAHHMX 3aXOJiB, CIIOCOOIB Ta 3acoOiB;
peanizayis KOHMpPOIO TUTICHOCTI Ta YIPaBIiHHS CHUCTe-
MOIO 3aXHCTY.

Kinbkicts enemenTiB Matpuii (K) BHU3HAYA€THCS
TaKUM YHHOM:

K= Oi -H j . Ek 5
e O;, H i E, — BIANOBiAHO KiJBKICTb CKJIaJOBHX

CErMEHTIB MaTPHII — OCHOBH, HAITPSIMKH, €TAIlH.

Inmezparvua modens 3azpo3 GYHKYiOHAmbHIN ma
inpopmayiunin desneyi BICK (COY H HKAY 0060:
2010)

Q={Mzl,ie Mz}, je ;MZ; keK},

ne I — crpykrypa C3I ans BUSBIEHHS MHOXKMHU 3arpo3
Ha piBHi [IP; J — crpykrypa C3I 1is BUSABIECHHS MHO-

)KUHU 3arpo3 Ha piBHi JI®; S — crpykrypa C3I mis

BUSIBIIGHHS MHOXHHHM 3arpo3 Ha piBHi [IB; MZiL,

MZ}\I s MZE — BIJINIOBITHO MHOXKHMHH 3arpo3, IO BHSB-

nstotbes ctpykrypamu C31 B BICK.

Mooenv 6azamopisnesoco 3axucmy BICK. 3 wme-
TOIO CTBOpEHHsI KoMIuiekcHoi cucremu Oesneku BICK y
KOHTEKCTI CTPYKTYpH TapaHTO3JaTHOCTI PO3TIISTHEMO
MOJIeNIb 0araTOpiBHEBOTO 3aXUCTy iH(popMarli, ska
crpsiIMOBaHa Ha 3a0e3reucHHs iH(GOpMAaIIiiHOT Oe3meku
Ha 30BHIIIHBOMY PiBHI, @ TAKO)X Ha PIBHAX amapaTHo-
MIPOrpaMHOro 3a0e3MeueHHsI Ta iHPOpMaIiiHUX MpoIie-
ciB [5] (puc. 4).

Mopnenb cucremu 3axucty iHdopmarii B BICK 3ri-
JTHO OaraTopiBHEBOI Oe3mneku (puc. 4):

G =Mz 5P keK},
ne Mz, SVUD

OnokyBaHHs (HeWTpamizamii) 3arpo3 iHpopMaiiHIi
6esmeni (S ) BiANOBiAHO M0 MpOdiTiB 3aXHCTy: KOH)I-

MHOXXHHA TEXHOJIOTIH BUABJICHHA,

nenuiiiaocti (V), mimicHocti (U ), mocrymHocti (D),
sIKa XapakTepHa ISl KOKHOrO 3 piBHIB iHpopMaiiHOT
Oe3meKu.

—

Puc. 4. Mogenb 6araropiBHeBoi 6e3nexu BICK: marpuunuii meron crBopenns C31
y cermeHTax — ocHoBH (1), Harpsmu (2), eranu (3): BuOip 3aco0iB 3aXUCTy Ha PiBHI —
30BHIIIHBOMY(a); ariapaTHO-IIporpaMHoro 3ade3nedeHHs (0); iHpopMaIiiHUX MporeciB (B)

OnHuM 13 croco0iB peanizaiii baeamopienesoeo 3axu-
cmy ingpopmanii B BICK e aBromaTH3oBaHa cucrema
KEpYBaHHs B3a€MOIOB’S3aHUMH  IIEPETIOHAMH, sIKa
CIpsIMOBaHa Ha 3a0e3ICUEHHS MIIHOCTI 3aXUCTy iHpoO-
pmanii B BICK nuisixoMm mepekpuBaHHS IMOBIPHHX Ka-

nHanis HCJ] Ta BIUIMBIB y BiJNOBIAHOCTI O MOeNi
MOTEHIIITHOI'0 TIOPYLTHUKA, 10 BiJIIOBITHO YHEMOXKIIU-
BJIIOE HECAHKIIOHOBaHE O3HAWOMJICHHS 3 NaHUMH, IX
MOIU(IKAIIO Ta 3HUIICHHS 332 PAXyHOK IEPiOTUYHOTO
KOHTpOJIIO OJIOKOM YIIpaBIliHHS JaBadyiB, 1m0 3ade3re-
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YYIOTh BUSIBJICHHS 1 OokyBaHHs (Helrpamnizaniro) HC/I.
Edexr 6araTopiBHeBoro 3axucty: 1) KOXXHUI 3 PIBHIB €
0araToJIaHKOBUM — CUCTEMH KOHTPOJIO JIOCTYIY Y TpH-
MIIIEHHsI, CUCTEMH 3aXHCTY BiJl IOOIYHOTO eIeKTpoMa-
THITHOTO BUIIPOMIHIOBAaHHSI i HaBE/ICHHS, CHCTEMH KpH-
nTorpaivHOro 3aXUCTy; 2) MIIHICTh 3aXHCHOI Mepero-
HU (0araTopiBHEBOTO 3aXHUCTy) € JIOCTATHBOIO, SIKIIO
OUiKyBaHMH Yac TOJOJAaHHSA 11 MOPYIIHUKOM OiNbIIe
yacy xutTeBoro ukiny inpopmanii B BICK ta Ginbme
Yyacy BHUSBIICHHS 1 OJOKyBaHHS HOrO HECAHKI[IOHOBaHO-
T'O JIOCTYILY.

3arajpHa MIIHICTh TPUPIBHEBOI'O 3aXUCTY iHGOP-
Marii B BICK (puc. 4) Bu3HauaeThes

m
Py =1-T](1-Py, ).
i=l1

ne 1= 1..m — HoMep TeperoHu; M — KUIBKICTh MPOAy0-

JBOBAaHMUX NEpenoH; P, — MIIHICTh KOXXHOTO piBHS

31
0araToJaHKOBOTO 3aXUCTy 3 KOHTPOJbOBaHHUMU II€PEC-
IIOHaMH, 110 BiI[HOBiI[HO BU3HAYA€THCA

P3ik = P3ik] UP3ik2 UP3ik3 U"'U(I_P06XI)U
U(l_PO(le)U(1_P06X2)U~~-U(1_P06xj) >

ae Py —minmicts n-i nepenonu; Pygy; — iMOBipHicTH

00XOAy TEperoHH MOPYIIHUKOM;, j — YHUCIO NUIAXiB
00XO0/y MEePETIOHH.

BucHoBKMu

Po3pobieno KOHIIETIIIIIO TTOOYIOBH CUCTEMU 3aXH-
cry indopmartii B BICK, ska e migcraBoro st epekTus-
HOro ii BUKOPUCTaHHS y CErMEHTaX JAEpXKaBHOI Ta MiX-
HapoJHOl MONITHKH iH(OpMaLiiiHOi Oe3nekn B yMOBaX
IHTeNeKTyam3aii cycniibetBa. Cmeopeno 0a30BUi
miaxin g0 peanizamii C31 B BICK Ha 0CHOBI IpHHITHITIB
CHCTEMHOI'0 aHaji3y, mepemdayae BUOIp ONTUMAIBHOL
CTPYKTYPH CHUCTEMH 3aXHCTy Ta MPOLEAYPY OL[iHIOBaH-
HA T epeKTHBHOCTI. Adanmoeano MOHAETb TPOCTOPY
ITC BICK 3rigHO CTPYKTYypH TapaHTO3[JaTHOCTI 3a

BIUIMBY 3arpo3 (YHKI[IOHAJBHIA Ta i1H(pOpMAaIiiHIH
oesmerti. Posensimymo IHTETpaabHy MOJENb 3arpo3 0e3-
memi Ta Momenb 3axuiieHoi BICK, 1o ymMoxIuBIiIIOE
MOOYI0BY CHCTEMH 3aXUCTY iHPOpMAaIlii Ta OIiHFOBAaHHS
il e()eKTUBHOCTI MATPUYHUM METOJIOM.
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KOHLENLMA U BA3OBbIA noaxopn K noCTPOEHUIO CUCTEMbI 3ALLUTLI NUHPOPMALIUU
B MHOINOYPOBHEBOW UHTEJJIEKTYAIIbHOU CUCTEME YIMNPABNEHUA

B.b. lynbikesuy, I'.B. Muxkurus, T.b. Kpet

Paspabomana xonyenyus cozoanus cucmemul 3auumol ungpopmayuu (C3H1) 6 mHno2oyposnegoli unmenneKmyaibHol cuc-
meme ynpagnenuss (MUCY) na 6ase cmpykmypul “mHoeoyposnesas cucmema — muo2oyposregas sawuma’. Ilpednooicen 6azo-
6bili n00x00 Kk nocmpoenuto C3HU 6 MUCY na ocnose npunyunog cucmemnozo ananuza: apxumexkmypa MUCY — mooens yepos,
MOOenb UHGOPMAYUOHHO-MEXHUYECKUX COCTOSHULL cucmembl, Modens 3awuwennoid MUCY — cmpykxmypa C3U — oyenxa s¢-

gexmusnocmu C3HU.

Knrouesvie cnosa: mnozoyposnesas unmenneKmyanvhas cucmemd, CUCMeMa 3aujumovl UHOOpMayuu, Mooenb, Memoo,

oyenxa sghghexmusrocmu.

THE CONCEPT AND BASIC APPROACH TO BUILDING INFORMATION SECURITY SYSTEM
IN MULTI-LEVEL INTELLIGENT CONTROL SYSTEM
V.B. Dudykevych, G.V. Mykytyn, T.B. Kret

The developed concept of creating information security system (ISS) in multilevel intelligent control system (MICS) based
on the structure of "multi-level system - multi-level security”. Proposed basic approach to building ISS in MICS on the basis
principles of system analysis: architecture MICS - threat model, model information-technical state system, model of the protected

MICS — structure ISS — evaluation of the effectiveness ISS.

Keywords: multi-level intelligent system, information security system, model, method, evaluation of effectiveness.
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