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FnoGanbHi couianbHi mepeXi
Ta Kibepbe3neka ocooUCTOCTI

AocniayoTbes rnobanbHi couianbHi Mepexi

(Facebook, LinkedIn Tow0) sk HoBa BipTyanbHa

peanbHicTb XXI cToniTrs, ika MOXXe 3aluKoaNTN
Kibep6e3neLi ocobucrocTi. AHani3yloTbcs cuTyauii,

KON rpOMaAsiHUH He MO)XKe BUCIOBMIOBATY NpUBaTHI
AYMKN 6e3 cTe)XXeHHs 3 OOKy Aep>KaBu Ta NOPYLUYIOTbCS
npaBa Ha NPUBATHICTb i NIOACLKY rigHiICTb. BUBYaloTbCA [
nopyLueHHs PpyHAaMeHTanbHUX NpaB NoANHN Ha
AYMKY, TOUKY 30pYy, BUUJI0BIOBaHHS. [TpOnoHyloTbCs
npaBuna 6esneku B coLiianbHUX MepeXXax.

Knrouosi cnoBa: rno6anbHi coujianbHi mepexi,

Kibepbe3sneka ocobucrocri, IHTepHerT,
¢dyHAaMeHTanbHi NpaBa NoANHM.
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Global social networks (Facebook, Linkedin, etc.)
as a new virtual reality of the 20th century that
may harm cybersecurity of any individual is
investigated. The situation of a citizen unable to
communicate private thoughts without
surveillance of a state is analyzed. The
fundamental rights of freedom of thought,
opinion and expression that are at the center of
any democratic practice are detected. Some rules
of behavior in social networks are recommended.
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Onbra 3EPHELBKA,

LOKTOP MOAITUYHUX HayK,
npodgecop,

3aBigyBay Bigainy rnobansHMx
i LMBINI3aLIHMX NpoLecis
[lep>xaBHoI yCTaHOBM
«IHCTUTYT BCECBITHLOT iCTOPI|
HAH YkpaiHun»

Ha nodatky XXI| ctoniTTa couianbHi Mepexi ctanu gy-
e nonynspHUMU. JIioan BUKOPUCTOBYIOTL iX, LWOO MigTpu-
MyBaTW 3B’'A3KM 3i CBOIMW poAnHamMu Ta apy3amu. Lle Ta-
Ki rmobanbHi couianbHi Mepexi, sk MySpace, FriendWise,
FriendFinder, Yahoo! 360, Facebook, Orkut, Classmates
Ta BaraTo iHWKMX. Y KOXHIl KpaiHi € TakoX CBOI couialbHi
Mepexi. Y Cnonyderux LLTtatax, Hanpuknag, 6araTo to3e-
piB KopucTyloTbcst LinkedIn, 1406 MaTu pi3Hi Bi3HeCoBi KOH-
TaKTW Ta BIACTEXYBATU MOXIMBOCTI LLLOAO 3POCTaHHS CBOTX
Kap'ep.

Ane He BCi NioO3pIoioThb, WO KOPUCTYBaHHA IHTepHe-
TOM y 400y couianbHUX Mefia 4u, SK ii We Ha3MBaloThb,
Web 2.0. (blogs, wikis, file sharing, social networking sites,
microblogs) Hece B cobi baraTo 3arpo3 ans KopUCTyBadiB
I[HTepHeTy. «OCTaHHIMW pOKaMK BiH NepeTBOPUBCS i3 cucTe-
MU, OPIEHTOBAHOI NepefoBCiM Ha MOCTa4yaHHA iHbopMalLliT,
Ha MeLiyM Ans KOMyHiKaLii Ta po30ynoBu KomyHikauii» [1].

MoHsatTs Web 2.0., couianbHuii codTBep, Cantn co-
LianbHOro MepexyBaHHf, Taki sk Facebook, Twitter,
MySpace, 3'9BUNUCA B LLbOMY KOHTeKCTi. PazoMm i3 ummm
nnatopmamm cchopmyBanacs 1 30epiraeTbCs BenmyesHa
KiNbKIiCTb MNepCoHanbHUX AaHUX, K CUCTEMATUYHO OLjiHIO-
I0TbCA Ta BUKOPWUCTOBYIOTbCA pekiiaModaBLsiMu AN MoLy-
Ky CBOIX TapreTMHroBMX KOPUCTYBaYiB.

Y CBIiTi rnobanbHOT eKOHOMIYHOT KOHKYPEHLT, Kpy3un Ta
noboloBaHHsA Tepopu3My | Koprnopalii, i Aep>KaBHi ycTaHo-
BV MaloTb AeAani Binblunin iHTepec Ao UMX NepcoHanbHUX
JaHnx. Tomy 0CoBnMBO BaXIMBUMU CTatOTh TaKi MUTAHHS:

* K 3MIHIOETbCS NaHALAdT v Lin cdepi;

* 5K BiiOYBa€TbCS 30MpaHHs KOMEPLNHKX NepCoHasb-
HUX AaHWX ANs peknamu;

* AK CMIBBIAHOCATLCA CANTL [LN1S CMOXMBAYIB Ta iHTepaK-
TUBHI Mefia;

* AK BiOYBA€ETHCS CAMOPO3KPUTTS B COLLIANTbHMX MEPEXAX;

* fK CTEXaTb 3@ TUMM, XTO OOMIHIOETbCA harinamu;

* 9K TPAKTYETLCA NpariBeci B o0y IHTepHeTy;

* WO Take rpOMaAsfHCbKe CaMOCTEXEHHS 3a caTaMu
coLianbHUX Mepex Ta MepexeBe CTEXEHHS B TPaHCHaLio-
HanlbHOMY MpPOCTOpI.

Cant «LLlo Take coujanbHe MepexyBaHHA?» [2] B JoOCTyn-
Hi1 hopMi 03HANOMITIOE KOPUCTYBAYIB i3 TUM, ki Hebe3nekn
YekatoTb HeobaYHKX 103ePIB y CoLlianbHUX Mepexax. Bindvysa-
€TbCS, WO BiH CNPSMOBaHNI Ha MONOAKHY rpyny. Po3moBa
Ha HbOMY Ifie Bif, NepLloi ocobu: «5 BNeBHeHWI, Wo BU 0bi-
3HaHi NPO HasBHICTb Hebe3nek, NOB'A3aHNX i3 couianbHUMM
MepexXaMm, BKIIoHalouM Kpaaikky AaHvx Ta Bipycu. Hambinb-
LUy Hebe3neKy YacTo CTaHOBMATb OH-MAMH XMXKaKM YW iHOMBI-



OyYMW, KOTpi BT cebe 3a KOroch, KMM BOHW HacnpaBsaj
He €. Xo4a B OH-NalH MepexyBaHHI icHye Hebe3neka, BoHa ic-
HYE 1y peanbHOMY XUTTI. Taki came nopaau, [K i Ti, Lo CTocy-
IOTbCS CUTYaLLIM, KON BM 3yCTPIYaETe He3HanmoMuUs B KnyOi un
0api, y LKOAi 41 Ha po0oTi, CTaHyTb BaM Y npurogi, o6 yoes-
neYnTn cebe oH-nanH». Jani 4aloTbCs KOHKPETHI HACTaHOBU
LSO TOrO, fiK Tpeba NoBOAMTICA B KibepnpocTopi:

* CTBOPW CBil 0COBUCTUIN Mefjia-npanseci NpocTip, abu
nwle apy3si Morv 6a4uTI TBIM NPodinb Ta KOHTEHT;

* He NpPUMaK APY>KHiX 3aMpoLleHb Bif HE3HaNOMLLIB;

* He pO3rosoLy K CBIiM LLIOAEHHWUI PO3KNa Crnpas;

* He AaBav no4aM 3Moru AisHatucsa, konu Tebe Hemae
BAOMA;

* HEe BMKOPWCTOBYM NlokanbHO Ga3oBaHi cepsick Tuny
Facebook Places i Foursquare, siki aBTOMaTWU4HO MNiAKa3yioTb
TBOE MicLe nepebyBaHHS,;

* He nybnikyn doTorpadii YneHis cBoei poanHu (oco-
©11BO ManaT) abo Aoporvx peyen, Lo € y TBOT AOMIBLY;

* 3anponoHyn Google Maps 3pobuTK PO3NANBHACTUMU
OoTO TBOIX BYAMHKY, MalMHKM abo Oyab-4oro, Wwo ans Te-
Oe € 3aHaATO NPUBATHUM, abK ByTN BUCBITNEHM NYGiYHO.

3p0o3yMino, Wo Ui nopagu HanucaHi Aas MOnogoro no-
KOMIHHS, ane BOHW CTOCYIOTbCS KOXHOro. HaTomicTb nopaam
aMepuKaHCbKOi BNIVMBOBOI rasetn Washington Post po3pa-
XOBaHi nNepeaoBciM Ha conigHy nybniky. Micna ckaHoany 2014
POKY, KONW Xakepy onpuUIioAHUAM IHTUMHI poTorpadii ron-
NiBYACbKMX 3ipoOK, ki Ti 306epiranv B cepgici iCloud, Ha canTi
Washington Post Buknanu aekinbka nopaf, sk 3axmLiatv cBoi
naHi [3]:

1. TlepekoHamTecs, Wo Aeski 3 BalMx oTo He noTpanu-
nn B iCloud 6e3 BaLloro Bigoma.

Piy y TiM, Wo Aeski kKoMnaHii Ha kwTant Apple,
Microsoft, Dropbox nponoHyioTb aBTOMaTU4HO 36epirati
B «xMapi» cdoTorpadii 3 Bawux TenedoHis ado nnaHLWeTiB.

2. Kopuctyntecs BOeTanHoo aBTeHTUdIKaLE.

Lls npouenypa AoNOMOXe BaM NIABULLTIA 3aXMLLEHICTb
aKayHTIB 3a [ONOMOrow AOAATKOBOro KOPOTKOro Kopdy,
KpiM Maposiio Npu BXofj.

3. YHMKanTe NacTok Xakepis.

XakepHi aTaky 4acTo-rycTo CTaloTb YCMILLHUMMK He 3a-
BOAKM BMCOKMM TEXHOMOTIAM, a 3aBASKMN BBEEHHIO B OMa-
Hy noTepninux, sKi B NiACYMKY Cami BUAAOTb 3NOBMUCHM-
Kam MoTpiOHI iM JaHi.

Asie He TinbKW xakepy npoknagatoTb cobi LWsx 4o po3-
KpUTTA JaHWUX amepuKkaHuiB. Lle pobnats i hepepansHi iH-
ctutyTn CLUA. BoHM 3Mycunm BigoMUNM [HTepHeT-nolLwy-
KOBWK Yahoo BigKpuT1 LOCTYN A0 KOHMIAEHLIMHNX AaHNX
KOPWCTYBaYiB, NOrpoXylo4n WOAEeHHO WTpadyBaT Komna-
Hito Ha 250 TucsY gonapie. Mpo Ue CcnoBillae agMiHicTpauis
Yahoo B IHTepHeT-0103i CBOET KOMMaHii.

KomnaHisi, gictaBwn 0o3sin cyny, onybnikysana 1,5 Tm-
CAYi CTOPIHOK [IOKYMEHTIB, MOB'I3aHMX i3 CYA0BMM NMO30BOM
NpoTn AreHTCTBa HalioHanbHoT 6e3nekn (NSA). HOpuc-
KOHCYnbT Yahoo PoH Benn noaas Ao uiel nyonikauii Bigno-
BiOHI KOMeHTapi. 3 LOKYMEHTIB CTa€ 3p03yMino, Wo Cnpo-
6a AreHTCTBa HallioHanbHOI ©e3nekn oTpyMaTh JOCTYN Lo
NepcoHanbHUX AaHUX CTana Moxnumeoto nuwe 2007 poky
nicns Toro, sk y 3akoHofdasctso CLUA Oynu BHeCeHi 3MiHM,
fIKi aBany 3Mory Bnafi BMMarati Bif, [HTepHEeT-KoMMNaHin
iHtbopMaLLilo MPO KOPUCTYBaYiB.

Cnoyatky Yahoo, sk ctBepaxye P. benn, BinMoBnsna-
€Al BUKOHYBATW HaKa3n AreHTCTBa HalioHanbHoi Oe3neku,
BBaXatouM X aHTUKOHCTUTYLiIMHUMMK. KOMMaHis nofgana Ha
areHTCTBO NO30B [0 CyAy, IO 3alMAaETbCs HarnsaoBoio Ai-
ANbHICTIO HaA, PO3BiAKAMM, BMMaraloyy ckacyBatu Taky aH-
TUKOHCTUTYLIMHY BUMOTY. Ane uen cya 30ebinbLoro ctae
Ha Oik BNaau, ToMy KOMMaHis nicns niBTopapiyHoi OopoTh-
6 3a3Hana nopasku.

Bumoroio AreHTCTBa HalioHanbHOI Oe3nekn Oyno
OTPVIMaHH$ BifL KOMMaHi1 MeTadaHWX Npo KOPUCTYBayiB i1
eneKTPOHHOT NowWTK. Taki AaHi AaloTb MOXMBICTb BifcTe-
KNTU, MiXK KUM | KON BifOYBaETbCH OOMIH MOCIaHHAMMU.
Mpv LbOMY [,03BONY Ha AOCTYN [0 INCTIB, K CTBEPAXYIOTb
y Yahoo, cneucnyx0ou Hikonn He Manu. Bnitky 2013 poky
HanbinbLwi IHTepHeT-komnaHKii CLUA, ski Opanu yyacTb y

nepenayi JaHUX AreHTCTBY HallioHanbHOT be3nekn, 3Bep-
HYnMCa 4O Ccyay 3 BUMOrolo 403BONMTY nybnikauito cTa-
TUCTUYHUX OaHWX WOAO 3anuTiB cneucnyx0. Mepla ny-
Onikauis Takmx gaHux Bigbynacs B motoMy 2014-ro. HuHi
I[HTepHeT-KoMNaHii HamaraTbca NpoBecTy Yepe3 KoHrpec
3aKOH, KU 3axmLaB 6u KOHMIAEHUINHICT NPUBATHOTrO
NNCTyBaHHA [4].

Ynitky 2013 poky B IHTepHeTi OyB onybnikoBaHW nucT
opraHisauin rpoMafsHCLKOro CycninbCTea cBiTy Ao KoHrpe-
cy Cnony4eHnux LLTaTiB Npo IHTepHeT- | TenekoMyHikauinHe
CTEXEHHS. Y HboMy MLunocs: «Mu nuwemMo ik Koanidis op-
raHisaLin rpoMagsHCbKOro CycninbcTBa 3 yCbOro CBITy And
TOro, 06 BUCIOBUTIN CEPO3HY 3aHEMOKOEHICTb YNCTIEHHM-
MW NpUKNafaMm CTEXEHHS 38 aMepPUKAHCbKUMK 1 Heame-
PUKaHCbKMMUW rpoMagdsHamMm. Mu fy>ke 3aHENOKOEHI TUM,
WO AaHi, AKi 30MpatoTbCa Nif 4ac cTexeHHs B CnonyyeHux
LLitaTax, nepefaloTbcs iHWMM fepxaBaMm, 30KkpemMa Benvkin
Bputanii, Hinepnangam, Kanani, benerii, ABctpanii Ta Ho-
Bl 3enaHpii. barato ameprKaHCbKMX KOMMaHin rnobansHo-
ro 3HaYeHHs pobnATh Te camey.

Ak Ga4nmo, rpyna MoryTHix rnodanbHMX IHTEpHET-KOM-
NaHiv, Wo onepi3yoTb CBIT, CiBMpauoe 3i cneucnyxxbamu,
X04a TOfli, KoM BOHW TiflbK1 BUXOAMIM Ha PUHOK iHhopMa-
UiMHO-KOMYHIKaUINHMX NOCAYr, BOHW O0iLsNN NOBHY Npu-
BaTHICTb KOpUCTyBaYaM. Ha Lo Lie 3 YacoM NepeTBOpPIOETb -
Csl, NPOCTEXMO Ha NpuKnafi HanbinbLWoi y CBITI couianbHOT
Mepexi Facebook.

CoujanbHa Mepexa Facebook nepeTtHyna mMexi KpaiHu,
perioHy 1 carHyna rnobanbHMX MacluTabis. Y YoMy cekpeT
iT ycnixy B CBITi? Facebook NpUHUMNOBO BiAMIHHA Bif yCiX
iHWWX IHTepHeT-KoMNaHin, sKi i nepegysanu, xoda 6 TMM,
L0 BOHa TEOPETUYHO M NPaKTUYHO IPYHTYETbCA Ha CnpaB-
KHIM iHopMaLii Npo ocoby. «TyT Baxnneo OyTn coboto.
B IHTepHeTi BCi aBHO BXe 3BMKIW 4O aHOHIMHOCTI, poneu,
NCeBLOHIMIB, HIKHENMIB... Ane TyT yce Lie 3amnBe. SKLLO BU
BUrafyete cobi obpas 4M HAATO LWITYYHO MoBoAuTecH, v
Facebook Bam pobuTu Hidoro. byabTe cobolto, iHakLue apy-
3i BaC He BMi3HalOTb 41 He 3appeHanTb. TyT LWBWAKO Ai3Ha-
l0TbCS, XTO BW HaCMpaBAi, NMLe NepeBipuMBLUM CMIUMCOK Ba-
wux apy3is. CaMe BOHM € BaLLUWM MNOCBIAYEHHAM 0COOM», —
Bio3Hayae [oHanba KipknaTpik, K1 HanmMcas KHUMY Npo
Lo KoMnaHito [5]. BiH 3aMUCNIOETbCA HaA couianbHUMMN
M NCUXONOFIYHUMWN 3MIHAMU, CIPUYUHEHUMU edDEeKTOM
Facebook. Po3yMie, WO LLie 3aMano HayKoBUX AaHWX, abu 3
YNEeBHEHICTIO FOBOPUTM NPO Taki 3MiHW, ane HarosoLLye, Wo
ana 6aratbox Facebook = pKepeno OMaHMBOro NoYyTTa
enHocti (5000 ocib = MakcMMasnbHO J03BOMEeHa KinbKicTb
Lpy3iB), fika 3 HaCOM BMPOIKYETbCS B MMMOOKY CAMOTHICTb.
[lo TOro X BiH CTaBWTb 3aMMTaHHA: YU He BTPaYatloTb MOJO-
Oi noan, KoTpi AHAMN cnpasaTb y Facebook, 3aaTHICTb paditv
M OMBYBaTUCS TOMY, LLO BiOYBA€ETLCS B peanbHOMY CBITi 1
OTOMYE X MOBCAKAEHHO?

3 YacoMm endopia Bif 3HAXOAXEHHA CTapux Apy3iB Ta
NprabdaHHA HOBUX 3HWKAE, a BUKNAAeHHs y Facebook «npu-
KONbHUX» hoTorpadint 3 Be4ipok, Ae BUTIBKM CTYAEHTIB Yac-
TO-rycTo OynM 3adikcoBaHi iXHiMK ToBapuwamu 6e3 go-
3Bony (T06TO B couianbHy Mepexy noTpanisinv Kagpu 3
nAAWKaMy Y KenmxamMm B pykax apysis, cn'sHinumm ob-
NNYYSMM, MOMEHTaMK, KONK Monoab BaBunacs nerknmmm
HapKOTMKaMK, Ta iHLWI KOMNPOMETYBanbHi ¢hoTO), HE Nn-
LLle noYano ApaTyBaTV TUX, XTO Ha HUX OMUHUBCS, @ 1 CTano
Cepro3HOI0 NepeLLKoOol0 B IX Kap'epHOMY 3pOCTaHHI. ALxe
dipMK, Oep>KaBHi YyCTaHOBW 1 KOMNaHIi nepef TMM, AK Ha-
MMaT Ha poOOTy NPeTeHAEHTIB, BIACTEXYIOTb IXHE XUTTS Ta
noBefiHKy B KibepnpocTopi, 30kpemMa B CoLianbHill Mepe-
Xi Facebook, fie BOHV NpefcTaBneHi B pi3HMX inocTacsax nig
CBOIMM CMPaBXXHIMU IMEHeM i NPIi3BULLEM.

OnuTyBaHHS, NpoBefeHe cepef aMepuKaHCbKMX po-
boTtonasuis 2009 poky, nokasasno, uo 35% KomnaHin Bif-
XWUAWAV NPeTeHAEHTIB Ha Nocaamn Yepes iHdopmaLiio, 3Ha-
MOeHy Npo HKX y couianbHUX Mepexax. Meplla npuynHa
BIAMOBM: PO3MiLLEHHS MPOBOKATUBHMX hoTorpadin Ym He-
[LOCTOVHOI iHbopMauii [5, ¢. 276]. Te caMe noyanu npakTu-
KyBaTW 1 YHIBEPCUTETU, OCKINbKYM BIKOBUI LIEH3 AOCTYNY A0
Facebook 3H13mBCS 0o 13 pokis. Tenep nifg 4ac BCTYMHUX
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KaMMaHin YneHn NpUMManbHUX KOMICIA B YHIBepcUTeTax Ta
KoneaxKax Takox NepeBipsioTb CoLMepeXxi.

Mapk LlykepOepr € nepekoHaHWM crosifayem «Bif-
KpUTOro mMpo30poro CBiTy». BiH BBaxae, WO BigKpU-
TO BW3HAIOYM CBOIO CYTHICTb | OAHAKOBO MOBOAAYMCH
i3 yciMa Opy3siMu, «MW TBOPMMO 3[0pOBe CyCMifb-
cTBO». Ane 3 4acoM 3POCTa€ KiNbKiCTb NoAen, AKUM
303€TbCA, WO OMNPUIIOAHEHHSA MPUBATHOI IHdOpPMa-
uii y Facebook ctae HagMipHVUM. Hacnpasgi, ik CBig4uTb
[. Kipknatpik, «Llykepbepr Tex He BipuTb y TOTalbHY Bif-
KPUTICTb. BiH He nue Npo KOHMIAEHUIMHI 3yCTpiYi y CBOEMY
npodini» [5, c. 274].

PeanbHa monitMka Moro kKomnadii OOBOAUTb, LO
Facebook 3MyLLye KOPUCTYBaYiB OiNNTACA BNAaCHUMU AaHW-
MW, X04a NPMBOLOM [0 LbOro € [OCUTL Be3HeBMHHe npar-
HEeHHS «CTBOPUTM De3neyHilly, HadinHilly Bepcilo IHTepHe-
Ty, Oe NioAu CBIAOMI HAaCNiAKIB CBOIX YYMHKIB, e BOHW MO-
CNYroBYIOTHCA CMPABXHIMU iIMeHaMW».

30BHILlWHI ekcnepTy He NIATPUMYIOTb L MipKyBaHHSA
Llykepbepra. OT gymMKa ogHoro 3 Hux — Mapka PoTeHbep-
ra, BUKOHaBYoro gupektopa LieHTpy enekTpoHHOT npu-
BaTHOCTI iHopmalii (EP/C) i 4OCBIAYEHOrO «CTOPOXKO-
BOro Mnca [HTepHeTy», AKUIA NuLe, WO 3 KOXHUM POKOM
Facebook ctBoptoe fepani Ginble nepewkon Ha LWsxy
[10 3aXMCTy NPUBATHOCTI KOPUCTYBaYiB. BoHW no3basneHi
MO>MBOCTI MPOCTO KOHTPOJIOBATL NPUBATHICTb iHDOP-
MaLlii, a caMm Facebook, nonpun nepekoHaHHs W CMoBif-
yBaHHA NPO30pPOCTi, He HAATO MPO30PO NOKa3ye, WO BiH
poOUTHL i3 HAWMMM fAaHUMMN.

MopyLeHHs KOHMIeHUiMHOCTI 3 6oKy Facebook LiKo-
OWUTb He TiNbKW abiTypieHTaM i BUNYCKHMKAM yHiBepcuTe-
TiB. Benuky 3arpo3y CTaHOBWTb BiH A4 NOMITUKIB Ta odi-
LiMHMX OCI0 BULWOrO paHry, ocKifbk MOXe 3pyMHyBaTK
ixHI kap'epn. Tak, NONITUYHUIA KaHOAMAAT 3 KaHaACbKo-
ro BaHkyBepa 3HfB CBOIO KaHAMAATYpY, KOAW B raserTi
3'aBunaca gotorpadis, e ABOE N0AEN HATArYI0Th MOro
Tpycu. MloHa ®aBpo, cniypantepa bapaka Obamu, ny-
OniyHo ocyaunn, konu B 6no3i 3'aBunacs doTorpadis, fe
BiH Ha OJHIN i3 Be4ipok Mauae rpyam KapToHHoi Finnapi
KniHToH. Ha Facebook 3HiMOK BMBICMB XTOCb i3 ApY3iB...
Moxnuvo, b. Obama fymaB fkpa3 npo iHumaeHT 3 Pas-
po, BMUCTyna4ym nepep CTaplloknacHUKaMm y BipaxuHii
HaBecHi 2009-ro: «byabTe obepexkHi 3 TM, L0 BW PO3Mi-
LyeTe Ha Facebook, — nonepeams BiH, — OCKiNbKW B epy
YouTube yce, wo BM pobuTe, KONUCb MOXE HEOYiKyBaHO
BUTYNIbKHYTW Ha NMOBEPXHIO. A LLOKM BU MOMOLI, BN poOu-
Te BGarato fypHULb».

I3 pO3BUTKOM COLMepeXXi iefani rocTpille NocTaloTh Npo-
Onemu KoHdigeHUIMHOCTI. Big i1 Npo3opocTi nocTpaxnanm
TIOAW, Nocafu SKMX NOTPebyoTb TaEMHMLI. Mprmipom, nic-
ns Toro AK y Benwkin bputanii B cepeaunni 2009 poky orono-
cvnn, wo cep IxxoH Coepc 040UTb YNPaBAiHHA KOHTPPO3-
BiOKM — TaeEMHy po3BigyBanbHy cny>0y (Konunch Bigomy sk
MI6), razeta Daily Mail 3Harwna ny6niyHi doTtorpadii roro
3 IPY>KMHOI0, PO3MiLLieHi Helo Ha Facebook. Tam By 3HIMKM
3i €BAT, 300paxeHHs Apy3iB ciM'i 1 noapoduLb Npo Te, Ae BiH
KMB | Y4M 3aIMaBCs.

MprKNaLoM 3HaMEHUTOCTI CBITOBOIo Kaniopy, sika nopy-
wnna Mogens Facebook, MoxHa Ha3Batu binna lewntca, Ko-
TPWI 3aKPUB CBil 0COBUCTUIA NPOMINb Y CoLMEpPeXxi Ha No-
4atky 2008 poky.

OTxe, iCHYe Aunema: NOAM NpParHyTb NOLMpPIOBaTH
ocobucty iHbopMalito ckpi3b, HabyBaT NonynapHOCTI,
ane npuv ToMy XoTinv 6u ByTV 3aXMLLEHUMK Bif, HEOYIKYBa-
HOrO PO3roNOLLEHHS, ke MOXe 3aBAaTh iM wkoan. Mpo-
Gnema B TOMY, IO HAWKOAUTM HebaxaHUM PO3rosoLLeH-
HAM iHpopMaLii MoxXe NuLle foAnHa, KOTpY KOpUCTyBay
«A0faB Yy Apy3i», — Take COOi APY>XKHE MOPYLLIEHHS NPUBAT-
HocTi. Ans 3anobiraHHs NosiBi NPOBOKaTUBHUX (hoTorpadin
y coumepexi B CnonyyeHux LLITatax ocTaHHIMW poKamu
3ab0opoHEeHO KopucTyBaTUCS (hOTOANapaToM Ha yHiBepcu-
TETCbKMX BeYipKaX, a B AesKMX 3aKnagax € HaBiTb cnewi-
aNbHi TeMHI KIMHaTK, ie HIXTO He 3MOoXe 3adikcyBaTu po3-
NMBAHHS aNKorosio Yu KypiHHA Tpaewn. OfHaK Taki 3acTe-
PeXHi 3ax04M NPUMYLLYIOTb 3aMUCINTUCA: Y1 HAaCNpaBAi
Facebook cnpusie po3BUTKY «MPO30POro BiAKPUTOro Cyc-
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NinbCTBa», AKLLO CTalOTb MNOTPIOHI TEMHI KiMHaTK ANs BTa-
EMHMYEHHS He HaMKpaLLMX MOACbKMX NposBiB? Y He npu-
3BOAWTb Lie HAaTOMICTb 4O BKOPIHEHHS NOABINMHMX CTaHAap-
TiB MOpani?

Mo4aTkoBe npu3HayYeHHa Facebook sk Mic-
Uf, 0e MOXHa 3HauTX CBOIX ApPY3iB 3 peanbHOro CBi-
Ty, NOCTINHO BiACYyBanocs Ha APYyrnv nnaH. Baxnwu-
Ba BiXxa B PO3BUTKY CaWTa — MosiBa CTOPIHOK KOMMa-
Hi (a He opy3iB). Tenep iXHi OHOBNEHHS 3'ABAAIOTHCS
B CTPiYLi HOBWMH MOPAA i3 HOBMHaMU Big Apy3iB. Xou
Ouv K Hamaranucs mapkeTonoru 3 Facebook no3uTue-
HO CXapakTepm3yBaTK LieN KPOK, O4EBUIOHUM € ofHe —
KoMepLianiauifa, MOHeTM3aLia KoMnaHii. BoHa oTpumye
Benu4yesHi npubyTkM came 3aBAsKM peknami — €4MHO-
MY LUASIXY CTaTK CNpaBXHbOI Bi3HeC-KoMMaHiew. 3aBas-
K1 UbOMY Facebook nepetBopunacs Ha ogHe 3 HarKpaLmx
pekniaMH1X cepefoBuLL CydacHOCTi. o Toro X iHdhopma-
Lisl, AKy BOHa Ma€ Mpo CBOIX KOPUCTYBa4iB, — «30510Ta XM-
na» Ans pUHKOBUX OOCTIAXEHb, ANf CTBOPEHHS TapreTuH-
rosoi peknamu. Came Ui cTpaTerii ganu 3mMory Facebook
CMOKINHO NepexuTu rnobanbHy hiHaHCOBO-EeKOHOMIYHY
kpu3y 2008 poky 1 cTaTv NyOnivYHO KOMMaHIEL.

MoryTHicTb Facebook, ii noTeHuian i amOiuii ujo-
[0 KOHTPOJO Haf KOpUCTyBa4aMum 1 nnatopmMoio Wwo-
HamMeHWe Taki cami, Ak 6ynu konucb y Microsoft,
ane Facebook KoHTpono€ BnacHy nnatdopmy 6inb-
we, Hixx Microsoft. «Facebook Moxe HaTUCHYTW KHOM-
Ky M BUMKHYTW Bac. Ycix Bac. byab-konu» [5, c. 446].
ABTOp Bifj3Ha4a€: AKWO PO3MipKOBYBATW paamKaib-
HO, Facebook moxe nepebpat Ha cebe KMOYOBI PyHK-
uii ypagis. BiH HaBoauTb cnosa tO. MinbHepa, po-
CiNCbKOro iHBecTopa KoMnaHii: «Facebook Connect —
e 3arajloM BalW MacnopT, Bal OH-1aMHOBKMI NAacnopT.
MacnopTu BUAAE ypsa. Tenep 3'aBunacs wie ofHa iHCTUTY-
Lis, fKa UMM 3aMMaEeTbCs. Tak HapOAXKYETbCH KOHKYPEH-
Lis. Ane xTo CKa3aB, WO BMOAaBaTM NacnopTU KOHYE MaE
ypsa? Mun npocTto nepengemo Ao rnobanbHOro rpomMa-
osHCTBa». MMUTaHHA B TOMY, Y1 BCi KOpUCTyBaYi Facebook
nparHyTb Matu rnobanbHe rpoMafsHCTBO? Yn ue KiHue-
Ba MeTa M. Llykepbepra, aknin 3 mo4aTtky 3amnycky camnTa
OyB Binblue 3aLiKaBNeHWI y 3pOCTaHHI KinbKOCTi KOPUCTY-
BayiB, HiXX y 3pOCTaHHi NpnOyTKiB? Y1 3auikaBneHi ypsaan
KpaiH CBiTy fAeneryBatu Facebook cBoi noBHoBaxeHH:? |
BCE XX Taku, KON ofHa NpuBaTHa KOMMaHis rnobanbHo-
ro MaclwTaby mae iHopMaLiio Npo nepeBaxHy GiNbWicTb
HaceneHHs 3emili, Yn Le He 03HaKa 1i M'AKOro naHyBaH-
Ha (MoOHOMONIT) B Cy4acHOMY CBiTi, NaHyBaHHsA, Oarato
3 edbekTiB AKOro HikoMy, Kpim Llykepbepra, He BigoMmi, a
MOXe, HaBiTb | OMY?

MabyTb, Npo ui rnobanbHi echekt Mapk Llykepbepr yce
X pobpe 3Hae. CtaHoM Ha 2015 pik MOro cTaTok CTaHOBUWB
33,4 minbapaa ponapis CLUA. 3MiHW 3a pik LOAaNU MoMy
3,4 Minbsipaa gonapis. 3a perTuHroM Forbes BiH nocinae 16
Micle cepe[, HarbaraTWwnx Mofer nnaHeTn. Tak-oT, 3acHO-
BHUK i reHepanbH1n anpexkTop Facebook i nani Befe komna-
Hilo O PUHKOBWX pekopfiB, Xo4a Ans YacTMHM MOIoaoT ay-
OUTOPIT coljanbHa Mepexa NMoCTYyNoBO CTAa€E aHAXPOHI3MOM.
2014 poky poxin Llykepbepra 3pic Ha 58% 3aBaskK Kpa-
Liv BigaaYi Bif, MOBINbHOT peknamu. Ayamtopis KoMnaHii —
6nu3bko 1,4 Minbspaa ocib y BCbOMy CBITi, fKi ANBAATHCS
B AeHb 3 MinbApAu Bigeoponukie. 300 MiNbMOHIB KopuUc-
TyBa4iB akymynioloTb «doToannikauilo» Instagram, Wo Ha-
NexunTb Uit Mepexi, i we 700 MinbMOHIB BUKOPUCTOBYIOTb
MeceHIxxep WhatsApp, skuin Oys npuabarnin 2014 poky 3a
pekopAHi 19 Minbapais fonapis.

Kyaw > nogiscst oH1 Mapk, KOTpuin MpisiB Mpo MNpo30-
pUI IHTEpPHET | NPO BIACYTHICTb PeKNamuy B CTBOPEHIA HUM
coujianbHi Mepexi? be3xanbHi 3aKOHW PUHKOBOT KOHKY -
peHLIT NprBeny Moro Ao nysy ManeHbKoi rpynun Benmnyes-
HWX |HTepHET-KOMMNaHi, Ae BiH ONMHMBCS B Nigepax.

Hen Tinnmop y ctaTTi «HoBI pegaktopu IHTepHeTy» 3a-
NUTYE: «XTO AaB iM Taky Bnagy? Mu 3 Bamu. | KLIO MW He
3abepemo Te, Wo Bigdany — i Wo B HacC BigHIMalTb, = TO
LiSIKOM 3aC/yroByBaTMMEMO Ha HOBI peanii: KOHLeHTpaLiio
MefirHOT Bnagun, faka WKOAUTMME, AKLLO 1M He 3aBaguTu,
HaLLiM TPAAMLINHIA CBODOAI BUPaXKeHHs» [6].



OTXe, cknafgHa cuTyauin 3i 30epexeHHsM nparieeci B
couianbHMX Mepexax i MP1 KOPUCTYBaHHI IHTepHeT-noLwy-
KOBMKAMMW, @ TaKOX iHTEPAKTUBHUMU MYNbTUMELRIMHUMMN
[o[aTKamMu CTaBUTb CKNafHI 3anuTaHHA Ak nepef, TBOPLAMU
IHTepHeTY, TaK i nepef, rnobanbHoIo IHTEPHET-CMIIbHOTOIO!
ik 30eperTv NpaBo Ha cBobOAy CIOBa, NPaBO Ha KOMYHiKa-
Uito B rnobanbHiv rpoMafchKin KOMyHiKaLUiiHiv ccepi, yo-
COBNEeHHsIM SIKOT CbOTOLHI BEMMKOIO MipOIO € IHTEPHET, AIK He
NepeTBOPUTUCS Ha OO'eKT ANA CTEXEHHS, aHani3y Ta BMKO-
PUCTaHHS PISHUMM IHCTUTYLISMU — Bif Cneucnyxb fo map-
KEeTONOriB | peknaMoAaBLiiB.

Mo>Ha nigcymMyBaTu, LLO BBEAEHHA MEXaHI3MIB CTe-
KEHHS B CepLEBUHY rNoBanbHUX AUAXUTANbHUX KOMYHi-
KaL,i Cepro3HO 3arpo>xye npaBam JIOANHW B AUAXKUTaNbHY
epy. Bci HoBi hopmu geueHTpanizoBaHo T Bnagu Bigou-
BaloTb PyHOaMeHTalnbHi 3CyBU CTPYKTYypu iHpopma-
LiMHMX CUCTEM Y MOAEPHUX CYCMiNbCTBaX. | KOXEH KPoK
y UbOMY HanpsiMi MOBMHEH OYTW PO3TASAHYTUM i LLIMPOKO, i
rnboKo, | TpaHCMapeHTHO.
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Global Social Network
and Cybersecurity of an Individual

At the beginning of the XX century social networks
became very popular. People use them to keep in touch
with their families and friends. These are such global social
networks as MySpace, FriendWise, FriendFinder, Yahoo!
360, Facebook, Orkut, Classmates, etc. There are also
own social network services in every country. In the United
States, for example, many users have LinkedIn to have
different business contacts and to follow the possibilities in
their career developments.

But not all understand that using the Internet in the
times of social media, or like it is already called Web
2.0. (blogs, wikis, file sharing, social networking sites,
microblogs), carries in itself many threats for the users of
the Internet. “During the recent years it has transformed
from the system, which was oriented foremost on the
supply of information, to the medium for communication
and development of communication” [1].

Concept Web 2.0., social software, sites of social web
such as Facebook, Twitter, MySpace, appeared in this
context. Together with these platforms the enormous
amount of personal information was formed and is
stored, and which is systematically estimated and used by
advertisers to look for their target users.

In the world of global economic competition, crisis and
fear of terrorism and corporations, the state institutions
have all greater interest to this personal data as well.
Therefore the following questions become of great
importance:

* how the environment changes in this sphere;

* how the gathering of commercial personal data for
advertising is done;

* how the sites for users and interactive medias are
correlated;

» how self-revealization is done in social networks;

* how those who make exchange of the files are
watched;

* how privacy is interpreted in the time of the Internet;

« what the civil surveillance after the sites of social
networks and the network surveillance in the transnational
space mean.

Site “What is social network?” [2] acquaints the users
in an intelligible form with the dangers that are waiting
for imprudent users in the social networks. It is felt that its
target audience is the youth. The conversation goes from
the first person: “I am sure that you all are well-informed
about the presence of dangers related to the social
networks, including the theft of information and viruses.
The most dangerous are on-line predators or individuals

who pretend to be someone whoever they are not in actual
fact. Exactly the same pieces of advice as those which relate
to the situations when you meet a stranger in a club or bar,
at school or at work, will be useful in order to feel safe on-
line”. Further you will find the concrete rules on how you
should behave in the cyberspace:

« create your personal media-privacy space so that only
your friends could see your profile and content;

« do not accept invitations to become friends from the
strangers;

« do not make your daily curriculum of businesses
public;

« do not give people the possibility to know when you
are not at home;

« do not use the locally based services as Facebook
Places and Foursquare which show your place of stay
automatically;

+ do not show the pictures of your family (especially
kids) or expensive things which you have in your house;

« ask Google Maps to make the vague photos of your
house, car or anything that is private for you in order to be
shown in public.

It's clear that these pieces of advice are written for the
young generation but they concern everyone. But the pieces
of advice published by the American influential newspaper
Washington Post are foremost for solid audience. After the
scandal in 2014, when hackers made public the intimate
pictures of the Hollywood stars which were stored in iCloud
service, the Washington Post newspaper published on its
site a few pieces of advice how to protect the information
[3]:
1. Make sure that any of your photos did not get in
iCloud without your consent.

The thing is that some companies like Apple, Microsoft,
Dropbox offer to store the pictures from your telephones or
tablets in “cloud” automatically.

2. Use two level auto identification.

This procedure will help you to protect your accounts
better with the help of additional short code, in addition to
the password at the entrance.

3. Avoid the traps of hackers.

Hacker attacks often become successful not due to high
technologies but due to cheating the victims who finally
give the necessary data to abusers.

But not only hackers pave the way to disclose the data of
Americans. It is also done by the federal institutions of the
USA. They compelled the known Internet-searcher Yahoo
to give them access to the confidential data of its users,
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