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TEOPETUKO-MHOXUHHA MOJIEJIb SIKICHOI'O CTAHY
NMPOMUCJIOBOI KIBEP®I3UYHOI CUCTEMU

B pobomi 3anpononosano MHOMCUHHY MOOeNb AKICHO20 CMAHY NPOMUCIO80L Kibepghizuunoi cucmemu,
3ACHOBANHOI HA KEAIMeMPUYHIll OYIHYI 8I0NOBIOHOCI NOMOYHUX NOKAZHUKIE AKOCMI OAMYUKi8 ii ceHcopHoi
iHpacmpykmypu, o4iKy8aHum 3HAYeHHAM. 3ACMOCYB8AHHI «AKICHO20» Ni0X00Y, AK YHI8EPCANbHO20, MOOMO
He N8 A3aH020 3 KOHKPEMHUM Qi3uyHUM YU JTIHSGICTNUYHUM 3HAYEHHAM GUMIPIOBAHOT 8EIUYUHU 0AE 3MOZY
OYIHUMU 6NIUE B3AEMO368 A3KI8 NOKAZHUKIG SAIKOCMI 306HIWHIX CUCeM HA NOMOYHUL CMAH 00CHI0NCYB8AHOL
cucmemu y npoyeci oiaznocmysanus. Bionecenns nomounozo cmany 0amuuxie ceHcopHoi inghpacmpykmypu
00 NnesHo20 NIOJIana3oHy WIKAIU GUKOHYE (DYHKYIHO pedyKyii CKIaOHOCMI I 0a€ 3HAYHE 3HUIICEHHS 0bcsey
O0anux 0 onepysauts. Mooenb Hadae 3M02y MOHIMOPUHZY CIAHY Y APOYECE 3aMBEPONCEHHS 8 PEANbHOMY
yaci K 8 yMoeax eKCnuyamayii, max i npu mecmy8anHi Ha CMaodisix UPOOHUYMEA (NYCKOHALA200HCYBATbHI
pobomu i 0ocniona excnayamayis) ma niOMpUMKU CUCHEMU.

Knrouoei cnosa: xibepghizuuna cucmema, MHONCUHHA MOOENb, OYIHKA AKOCMI, AKICHULL CMAH, NOKA3HU-
Ku sIKocmi, AKICHUIL NIOXIO, CeHCOpHA THhpacmpykmypa.

C. JI. Boakos, k.1.H., E. B. BaBui1oB, K.T.H.

TEOPETUKO-MHOKECTBEHHAS MOJEJIb KAYMECTBEHHOI'O COCTOsIHUA
MHNPOMBIINJIEHHOU KUBEPOU3NYECKOU CUCTEMBI

B pabome npeonooicena muooicecmeennas mooenb KauecmeeHHO20 COCMOAHUS NPOMbBIULIEHHOU Ku-
bepusuneckoll cucmemvl, OCHOBAHHOU HA KEATUMEMPUYECKOU OYEHKE COOMBEMCMEUsT MeKYUUX NoKasame-
Jletl Kawecmea 0amuyuko8 ee CeHCOPHOU UHDPAcmpyKkmypul, oxcudaemvim 3navenuem. [lpumenenue «xaue-
CMBEHHO020» N00X00a, KAK YHUBEPCATLHO20, MO eCMb He CBA3AHH020 ¢ KOHKPEMHbIM (Pu3uuecKum Ui auHe-
BUCMUYECKUM 3HAYEHUEM USMEPSAEMOL GeTUUHbBL NO3BOJISIENT OYeHUmMb GIUSHUE 83AUMOCEs3ell noKazamenell
KAYecmea 6HeUWHUX CUCTeM HA MeKyujee COCMOsIHIUe UCCAedYeMOoU CUCmeMbl 8 npoyecce OUASHOCIMUPOSa-
Hus. OmHeceHue meKywe20 COCIMOAHUSL OAMYUKO8 CEHCOPHOU UHDPACMPYKMYPbl K ONPedeieHHOMY No0oua-
NA30HY WKAbL 6bINOIHAEM (DYHKYUIO PeOYKYUU COJNCHOCMU U Oden 3HAYUMeNbHOe CHUMICeHUe 00bema OaH-
HbIX 01 onepayuu. Modenb daem 603MOINCHOCIL MOHUMOPUH2A COCMOSHUSL 8 NpoYecce YmeepicoeHus 8
PEAIbHOM BPEeMEHU KAK 6 YCA0BUSX IKCNIYaAmayuu, max u npu meCmuposanuu Ha cmaousx npou3eo0cmed
(nyckonanadounvle pabomol u ONBINMKHASL IKCHIYAMAYUSL) U HOOOEPIHCKE CUCTEMDL.

Knwouesvie cnosa: xubepusuueckas cucmema, MHONCECMBEHHASE MOOENb, OYEHKA Kauecmed, Kaue-
CmEenHoe COCMOosHUe, NOKA3Amenu Kauecmad, KaueCmeeHHbl H00X00, CEeHCOPHASL UHDPACPYKIMYPA.

S. Volkov, PhD, E. Vavilov, PhD

SET-THEORETICAL MODEL OF QUALITY STATE OF THE INDUSTRIAL
CYBERPHYSICAL SYSTEM

In the work the set-theoretical model of quality state of the industrial cyberphysical system which is
based on qualimetric evaluation of the compliance of the current quality indicators of sensors of its sensory
infrastructure with the expected value. Model assignment is use in systems of monitoring and diagnostics.
The model gives a possibility of building of monitoring of the state of cyberphysical systems in the process of
affirmation in real time as in operating conditions as during testing at production stages (start-up and ad-
Justment works and experimental exploitation) and system support. The main difference from existing sys-
tems based on “related models” is applying of the “quality” approach as an universal one, which is not
connected with specific physical or linguistic meaning of the measured value. Quality indicators in the given
expressions define the quality state of components of sensor infrastructure of the cyberphisical system ac-
cording to the ISO/IEC 25000 series of standards and correspond to the problem-oriented functional proper-
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ties of quality, which determine how well the system execute its functions. Attribution of the current state of
the components of the sensor infrastructure to the certain subrange of quality scale performs the function of
difficulty reduction and gives a significant decline of data volume for operating in diagnostic systems. The
applied methods of qualimetric measurements and evaluating are based on the entropy determination of
simple and complex quality indicators of components of sensory-hardware, sensory-functional and sensory-
software infrastructure. Offered approach also gives a possibility of evaluation of influence of interconnec-
tions of quality indicators of outer systems on the current state of the explored system in process of diagnos-
tics of complicated and critical situations. Set-theoretical expressions for determination of quality state of
functional blocks, hardware units, structure levels and their components are given. The graphical visualiza-
tion of model of quality state of generalized sensory infrastructure and qualitative state of the functional

block is given.

Keywords: cyberphysical system, set-theoretical model, quality assessment, qualitative state, quality in-

dicators, qualitative approach, sensory infrastructure
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Beryn. OcHOBOIO AiarHOCTYBaHHS TEXHIUHHX,
y ToMmy uucii kibepgizuunux cucreM (KPC), e Bu-
3HAYCHHS IX MOTOYHOTO CTaHy B PEaJbHOMY MAacIIl-
Tabi Jacy, sKe Mmojsrae B 3BeJeHHI 1 00poOIli BeIH-
KHX 0OCSTiB Pi3HOMAaHITHOT BHMIipIOBaJIbHOI iH(Op-
Marlii Juis iIeHTUdiKaIii Ta iHTeprnpeTanii CKIaIHIx
MOMIN 1 KPUTHYHUX cUTyamiid. Peqykiis ckimamHoCTi,
sIKa TIOJISITa€ B 3MEHIICHHI 00CATIB JaHWX IS 00po-
OKU € OJHI€I0 3 aKTyaJlbHUX 3aBJaHb SKi CTOSTh
repe; po3pOOHUKAMHU JTIaTHOCTHYHHUX CHUCTEM.

AHAaJIi3 0CTaHHIX T0CTiMKeHb i myoJikamiii. Ha
JIAHW yac HAWOLIBII TIEBOFO 1010 BU3HAYCHHS CTaHY
K®C e «mop’s13aHa MOJIETIb» sika MOXKE Oe3repepBHO
3aIiCyBAaTH Ta BiICHTIJKOBYBAaTH CTaH PealbHOI CHUCTeE-
mu. OCHOBHHM HEJIOJIIKOM TaKOTO IiIXOIy € OIepy-
BaHHS BEJIMKOIO KiIBKICTIO 3HAa4eHb (DI3MYHUX BEIU-
ynH, Ta craHiB KOC, i, sk pe3ynbraT — MOXKJIMBICTD
MOJICITIOBAHHS 1 300py CTaTHCTUYHUX JaHWUX TLTHKH Ha
0a3i BEJIMKUX JaTa-IIEHTPIB, 1 BIICYTHICTh aHaJi3y
B3a€MO3B’A3KiB JIOCTIHKYBaHOI CHCTEMH 3 30BHIIIHIMH
cucTeMaM (3a0e3MEeUCHHS Ta OTIePaTHBHE OTOUYCHHS)
[1 — 4]. AlpTepHATHBOIO TAKOTO TIAXOAY € PIllICHHS
OB’5I3aHi 3 BU3HAUCHHSAM CTaHY JOCTI/DKYBaHUX CHC-
TEM 3aCHOBaHMX Ha KBAJIMETPUYHHI OLIHIII BiATIOBIM-
HOCTI TIOTOYHHMX TOKa3HWKIB SKOCTI iX CKJIaJOBUX
OUiKyBaHMM 3Ha4YeHHsM. ba3a ampTepHaTHBH 3arpo-
rmoHoBaHa B podorax [5 — 7] npeacraBnenHsM KOC y
BHIUIIAL 11 CEHCOpHOI 1H(PaACTPYKTypH, a yHIBEpCalhb-
HUM MiIXia 10 BU3HAYCHHS SKICHOTO CTaHY JIaT4YHKIB
Jocmimkeno B [8, 9]. AHami3 i MoOJEIb TOKa3HHUKIB
sxocTi KOC, B3a€MO3B’SI3KH 1 MOKJIMBUI BILIMB SIKiC-
HUX CTaHIB 30BHIIIHIX CHCTEM ii >KUTTEBOTO IUKITY
HaBeJieHi B poborax [10, 11].

Meta. Metoro po6oTH € po3poOKa MaTeMaTH4-
HOI MOJIeJIi BU3HAYCHHS SIKICHOTO CTaHy POMUCIIO-
Boi KiOepdi3udHOi cucTeMU 3aCHOBaHOI Ha 11 CEHCO-
pHill iHPpacTpyKTYpi.

Buknag ocHoBHOro Martepiaay. 3BepHEMOCS
0 MHOXHWHHOI Mojeni iHhpopMamiiHOTO CTaHy Ki-
O0ep¢iznyHOi CHCTEMHU, BU3HAYCHOTO ii CEHCOPHOIO
iH(PACTPYKTYPOIO, CKIAJOBHMH SKOI € CEHCOPHO-

arapaTHa, CEHCOpPHO-(QYHKITIOHAJIBHA 1 CEHCOPHO-
nporpaMHa iHppacTpykrypu [5 — 7]. YV BignosigHo-
cti mo [8] kinbkicHe 3HadeHHS iHQoOpMaLiiHHOTO
CTaHy JOBUIRHOTO JaTdWKa SK 0a30BOi CKIIaIOBOT
Oyab-sikoi ceHCOpHOI 1H(PacTPyKTypH, BiAIOBimac
KiJIBKOCTI BiacHoi iHdopMarllii Horo moTo4Horo cra-
HY OTPHMAHOTO B pPE3YJbTaTi EKCIUTyaTalliifHOrO
BHMIipIOBaHHS

I (Smeas ) == log p (Smeas ) 4

ne (s es ) — pe3yJbTar BUMIpIOBaHHSI, S —

meas
an(asiT CTaHIB JaTYHKY, p(smm) — HMOBIPHICT
TPUHHSTTS IATYUKOM CTaHy (S ~ smeas) .

BinHocHe 3HaueHHs BracHOi iH(opMarlii cTaHy
JaTYMKa BIIIOBITA€ BHPA3Y:

ro () _102P(5,)
o (Sexp) logp(sd,,)

b

ne 1 (sexp) =—log p(saxp) — ampiopHe (0YiKy-

BaHE) 3HAYCHHS PE3yJIBTATy BHUMIPIOBAHHS SKE Bil-
MoBi1ae MaKCHUMaJIbHOMY 3HAYCHHIO

(p (sw) — max

HicHOTO po3noxiny, M, — Mona posnoxiny. 3Bopo-

Sey =M 0) MPUHHATOTO WMOBIp-

THIM 3HQUCHHSM HaBEICHOTO BHpPa3y € MPOCTHH
noka3nuk sikocti (ITI15):

SQM:L: [(SEXP) _ logp(saxp)

I? I(Smeas) - logp (Smeas) .

Iadopmariitauii cTaH OEKUTBKOX JAaTYHKIB TIO
CYTi 1 BU3HAUCHHIO, € 00’ €IHAaHHAM 1H()OpMAIITHUX
CTaHIB OKpEMHX AaTYMKiB, 3BOPOTHE 3HAUCHHS Ta-
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KOTO 00’€IHAHHS € KOMIUIEKCHUM ITOKa3HUKOM SIKO-
cti (KIISI) COM ., nmatywkiB BiATIOBIMHOI CEHCOP-
HOI iHppacTpyKTypu. B cBOIO Uepry 3BOpOTHE 3Ha-
yeHns 00’eqnannst COM

Sen

Oyle BiamOBimaTH

Sen 2

KOMIUIEKCHOMY ITOKa3HUKY (YHKIIIOHATEHOTO OJIOKY

COM,, 9K NOKa3sHHKy OIJbII BHCOKOTO piBHA
[7,9]:

ory L Z—log(p(Z ~z,,)|Vz., eZ)

oM = LY —log(p(Z~2z,,)Vz. €Z)

coMm

CoM ,, =COM COM

comM

ne SQMSenA ’ SQMSenF 2 SQMSenP — 1A CCH-

copiB BimmoBigHoi iHGpacTpykrypu, COM — KIIA
CKJIaJIOBUX BiJIIIOBiTHUX PiBHIB.

ne Z — NOBUIbHI MHOXKMHM (CKJIaI0Bi) MOIEITI
CCHCOPHOI 1H(PacTpyKTypH, Z,

pHE) 3HAYEHHS CTaHy BIIMOBIIHOI CKIaJ0BOI, Z

— ouikyBaHe (ampio-

meas
MOTOYHE (BUMIpsSHE) 3HA4YEHHS CTaHy BiIMOBiIHOI
CKJIaZI0BOI.

TakuM yMHOM, cTaH (YHKLIOHATBHOTO OJIOKY
FBB TepmiHax i BH3HAUEHHSIX TOKAa3HUKIB SKOCTI
Moke OyTH BU3HAYCHUH BUPa30M:

(1)

I'padiune npencrasneHHs supasy (1) HaBemeHe
Ha puc. 1.

COoM .,

@

A

CQM{(E = (1 : V))’SQMS(’KAM } 2
com | com{(s=(1:r)).50M
com{(=(1:p)).50M,,,, |

SenF,, } ’

/T\

com{(1=(1:p)).50M, |

SenF,,.

CQM )).s0M, |

CQM )),S0M

N

SOM

SenA,, SQ

»

SenA SenF,

ol

SQ SenP,

ol

SenP,

Pucynok 1 — Cran ¢yHk1ioHanbHOTO OIOKY FB, B TEpPMiHaX 1 BUBHAYECHHIX

IMOKA3HUKIB AKOCTI

AHAaJIOTIYHUM YHMHOM, CTaH CKJIAIOBHX OiNbBII
BHUCOKHMX DiBHIB 1 camoi KkiOep¢isznyHoi cucremu,
CEHCOpHA MOJIeNb iH(QOPMAIIHHOTO CTaHy SKHUX JaHa

B [6, 7], Moxxe OyTH TpPEIACTAaBJIICHO B TepMiHAX 1
BU3HAYCHHSX TIOKAa3HUKIB SKOCTI Bupazami (2) i (3).
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COM s, =
(87 =(:m")).c0M,, .
ap®
(B =(me))coM
= Cl1{C2 e sl -
c4 (5 =(1:m")).
.,2C6
coMm .,
L ap? .. p!
(5~ :))
(r=(n)).com,
g%
(ﬁ(a—l) _ (1 : m(a—l))))
=Cl<{C2
C3 a=1) _ (1., (a-
o4 ( ( 1)_(1_n< 1)))’
C5 CQMD )
Y ey pla=1), (a-1)
Bl=(1:m")),
(' =(1:m")) o
.{C6 (7' =(1:n"),
“\conm,,
apy® gl
ne COM, . — KIIA xibepoismunoi cuctemn  C7 — COM wpira gt s X — IHJEKC BiAMOBITHOTO
BUP2KEHNUI 4epe3 Mojielb CeHCOpHOI iHbPacTpyK-  pipms.

typu, COM — KISl cknagoBux BiMOBiZHUX piB-
HiB, o — ingekc 1 piBasa, f —ingexc [15 cxmamo-
Boi piBas Con, ¥ —iHmeKC CTPYKTYyPHHUX anapaTHUX
omuuuue Dev ckmanosoi piBus, C <> BigmoBingae
wacrynaum IISI: C1— CoM ,, C2— CQMaﬁa ,
C3i—> CQMaﬂaya , C4—>COM -

C5—COM | C6—>COM,, ,

b

7czﬂ(a—1)

ayaﬁ(afl)y(afl) 2 .,ﬁl ?

KBanimerpryHi BUMiproBaHHS, OLIIHKA 1 HaJleX-
HICTh cTaHy 00’€ekTiB 3 (1-3) M0 MIKamM SKOCTI 3/ii-
CHIOETHCS 3a TIpaBWJIaMU HaBeIeHUMU B [§, 9]. Mo-
JKJIMBICTh OIIHKA BIUIMBY 30BHIIIHIX CHCTEM Ha
npane3natHicte KDC 3a0e3nedyeThcs aHaANi30OM
B3a€EMO3B’3KIB MOKa3HMKIB SIKOCTI BCIX CKJIaJOBHUX
CucTeMH CHUCTEM 10 CKJamy sSKOi BXOIMTH JOCIi-
JToxyBaHa cuctema [10].
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ONMHWIN  PIBHA, KIIA mporpameo-
(GyHKIOHANBHOrO piBHSA, § — iHEEKC CKIAZ0BOI
ConF'  nporpamMHO-(yHKILOHAILHOIO piBHS, ¥/ —
iHnekc nogatka App, o — iHmEKC QYHKIIOHAIBHOTO
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Bizyarizamito sSIKiCHOTO CTaHy y3arajibHEHOI CeH-
COpHOT iH(QPACTPYKTYpH TEXHIYHOI CHCTEMH IMOOYIO-
BaHOTO 3rigHo (1-3) HaBexeHO Ha puc. 2.
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Pucynok 2 — JlepeBo sIKiCHOTO CTaHy y3araibHeHoi CEHCOPHOT
iH(pacTpyKTypH TEXHIUHOI cCHCTEMU

BucHosok

IToka3HUKHM SKOCTI B HaBEJNCHHX BUpa3ax BH-
3HAYAIOTh SIKICHUM CTaH CKJIaJOBHUX CEHCOPHOI iH-
dbpacTpykTypH KiOep(i3uaHOT CUCTEMH, SIKUH 3T'1THO
[11] MokHa BiJHECTH IO TPOOIEMHO-OPIEHTOBHHUX
(YHKITIOHATPHUX BJIACTUBOCTEU SIKOCTi, SIKi BH3HA-
YJal0Th HACKUIBKH JTOOpe cHCTeMa BUKOHYE CBOI Y-
HKIII.

MOoHITOpHHT CTaHy BiOyBa€ThCs y TIpoIleci 3a-
TBEP/UKCHHS B peaslbHOMY Yaci SIK B YMOBAaxX €KCILTY-
aTarii, Tak i MPU TeCTyBaHHI HA CTa/iIX BUPOOHUIIT-
Ba (IIyCKOHAJIaTOKYyBaIBHI pOOOTH 1 JOCTiTHA eKC-
Iulyatamisi) Ta MIATPUMKH CHUCTEMH. BigHeceHHs
MMOTOYHOTO CTaHy JaTYMKIB CEHCOPHOI iH(pacTpyK-
TypH JI0 TEBHOTO TiJAiaNa30oHy MIKAJIH SKOCTi, BH-
KOHY€ (YHKIIFO PemyKIlii CKIaIHOCTI 1 Ja€ 3HAYHE
3HIKEHHS 00CSTY MaHWX IS OTIepYBaHHS. 3aCTOCY-
BaHHsS «SIKICHOrO» MiAXOdy, SIK YHIBepCcaJlbHOIO,
TOOTO HE MOB’SA3aHOTO 3 KOHKPETHUM (iI3MYHUM UH
JHTBICTHYHAM 3HAYCHHSM BHMIipIOBaHOI BETUYMHHU
Jla€ 3MOT'Y OL[IHKH BIUIMBY B3a€MO3B’SI3KiB OKa3HH-
KiB SKOCTiI 30BHIIIHIX CHCTEM Ha HOTOYHHH CTaH
JOCHIKYBaHOT CUCTEMH Y TIPOLIECi JiarHOCTYBaHHSI.
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